Comviva Switch Configuration Standards

Version 1.0
The purpose of this document is to define configuration standards for all network switches that are deployed in Comviva’s global environment.  Any deployment that requires a configuration outside of these standards should be submitted for review and approval by Comviva’s Network Team. Each section in this document includes configuration syntax for that particular technical feature.  Some configuration lines will include variables such as IP addresses, interface names, etc that will be shown in the following format:  [variable] .   Some commands will be used under certain conditions.  These commands will have a guideline note next to them that look like this:  **USAGE: Guideline to follow…** .
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1 Network Switch Configurations

Network Switches - Standard Config

This is the base standard configuration that should be applied on all network switches.

service nagle
service tcp-keepalives-in
service tcp-keepalives-out
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service password-encryption
no service pad
!
!
hostname [hostname]
!
enable secret 5 $1$mIIV$VxU3sBhlQ3DHEuhDcX10J.    **USAGE: Encrypted Password set here is C0m^1^@
!
no logging console
logging buffered 4096 debugging
logging [Logging Server IP Address]
logging source-interface [mgmt-interface]
!
ip domain-lookup
ip domain-name whirlpool.com
ip name-server [DNS Server IP Address]
ip ssh version 2
crypto key generate rsa general-keys modulus 2048
! 
clock timezone [As given by client otherwise set local timezone]
!
vtp mode off
!
no setup express
!
udld aggressive
errdisable recovery cause udld
errdisable recovery interval 120
!
spanning-tree mode rapid-pvst
spanning-tree portfast bpduguard default
spanning-tree extend system-id
!
vlan [vlan_number]  
name [vlan_name] **USAGE: All VLANs should include names provided or reviewed by Comviva Network Team/provided by customer**
!
no ip forward-protocol udp tftp
no ip forward-protocol udp netbios-ns
no ip forward-protocol udp netbios-dgm
no ip http server
no ip http secure-server
no ip source-route
!
!
!
banner login #
[Provided by customer]

#
!
!
privilege exec level 15 show ip access-list
privilege exec level 15 rlogin
privilege exec level 15 telnet
privilege exec level 15 connect
!
!
!
line con 0
logging synch
exec-timeout 15 0
password 7 1326471F355D3A0A  **USAGE: Encrypted Password set here is C0m^1^@
!
line vty 0 15
logging synch
exec-timeout 15 0
password 7 1326471F355D3A0A
transport input ssh 
!
!
ntp source [mgmt-interface]

ntp server [NTP server IP Add]
Network Switches - Layer 3 Port Configs

interface [interface]
description [see_description_guidelines]
no switchport
ip address [ip_address] [netmask]
no ip unreachables
no ip proxy-arp
no ip redirects
speed nonegotiate **USAGE: All ports that support command**
Network Switches - Layer 2 Trunk Port Configs

interface [interface]
description [see_description_guidelines]
switchport
switchport trunk allowed vlan [VLANs_needed_on_trunk]
switchport trunk native vlan [native_vlan]
switchport trunk encapsulation dot1q  **USAGE: Only needed on some models**
switchport mode trunk
spanning-tree guard loop
ip dhcp snooping trust **USAGE: All upstream trunk ports only**
Network Switches - Layer 2 User Port/Server port Configs

interface [interface]
description [see_description_guidelines]
switchport
switchport access vlan [VLAN#]
switchport mode access
switchport port-security
switchport port-security maximum 2
storm-control broadcast level 5.00
storm-control multicast level 80.00
spanning-tree portfast
ip dhcp snooping limit rate 15
Network Switches - Port-Channel Configs

Port-channels should be configured using the standard access or trunk configs from the sections above.  The differences are creating the port-channel interface, and adding the channel-group mode command to the physical interfaces.

interface Port-channel[number]
description [see_description_guidelines]
[config commands for appropriate port type]
interface [interface]
description [see_description_guidelines]
[config commands for appropriate port type]
channel-group [number] mode [mode]
Network Switches - Port Configs for Network Devices (Layer 2 switch, BNT switch etc)

This config assumes using network devices such as Layer 2 switch, BNT switch, SAN switch that need to connect to an access port on a specific VLAN.

interface [interface]
description [see_description_guidelines]
switchport
switchport access vlan [vlan_number]
switchport mode access
spanning-tree portfast
Network Switches - SVI Configs

interface Vlan[vlan_number]
description [see_description_guidelines]
ip address [ip_address] [netmask]
no ip redirects
no ip unreachables
no ip proxy-arp
Network Switches - Stacking Config

Switches in stack groups should be numbered according to their physical layout in the rack.  Switch 1 being at the top, with incremental switches going down.  In order to ensure the switches are numbered correctly, you may need to enter the following command to renumber switches:

switch [current_number] renumber [new_number]
There should be a master and backup master switch in the stack with  priorities configured statically.  Switch 1 should be master in all cases.  Backup master switch will depend on the number of switches in the stack.  These commands should be used to configure priority values:
switch 1 priority 14
switch [number] priority 10
Network Switches - Spanning Tree Config

Spanning tree config is included in the standard config section.  For Switch configurations that are using HSRP, spanning tree priority value should be 8192 (root) on the switch that is configured as HSRP active, and value 16384 on the switch that is configured as HSRP standby.  Spanning tree priorities are configured using the following command:

spanning-tree vlan 1-4094 priority 8192
Network Switches - Multicast

Multicast routing should be enabled globally on all layer-3 switches using the following commands:

ip multicast-routing
ip multicast route-limit 100
Customer Specific Configuration

Network Switches - SNMP

If custom SNMP configurations are required for the switches at a given site:
1. Configuration of SNMPV3

Then after that the commands configured for SNMPv3 on the switch are shown below:

#conf t

#snmp-server user VodafoneSNOC snmpgroup V3 auth md5 Vod@fone!@34 priv   aes 128 Vod@fone!@34

#snmp-server community Vod@fone ro

#snmp-server trap-source vlan 904

#snmp-server host 10.92.40.105 version 3  priv VodafoneSNOC

#snmp-server enable traps

In the above configuration VodafoneSNOC is the SNMPv3 username,SNMPV3 group name is snmpgroup, 

SNMP community is Vod@fone  which is a read-only community, authpriv security model of snmpv3 is used which supports both authentication and encryption of SNMP traffic, authentication used is md5 and encryption is aes-128.

In the running configuration we can verify that this configuration is done using the show run | inc snmp command as shown below:

[image: image1.png]CIS_3560_IEOCN L3 Ol#sh run | in snmp

stmp-server group snmpgroup v3 Priv notify *tv.FFEFFEFF.FFFEFFFE.FFFFFEFF.FFFFFFFFOF
somp-server comminity Vod@fone RO

snmp-server trap link iett

snmp-server trap-source V1ano0d

snmp-server packetsize 3072

somp-server location Hyderabad

snmp-server contact noc@vodafone.com

snmp-server system-shutdoun

snmp-server enable traps smmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps transceiver all

snmp-server enable traps tty

somp-server enable traps eigzp

snmp-server enable traps ospf state-change

somp-server enable traps ospf errors

snmp-server enable traps ospf retransmit

somp-server enable traps ospf lsa

snmp-server enable traps ospf cisco-specific state-change nssa-trans-change
snmp-server enable traps ospf cisco-specific state-change shamlink interface-old
snmp-server enable traps ospf cisco-specific state-change shamlink neighbor
somp-server enable traps ospf cisco-specific errors

smp-server enable traps ospf cisco-specific retransmit

snmp-server enable traps ospf cisco-specific lsa

somp-server enable traps cluster

somp-server enable traps entity

snmp-server enable traps cpu threshold

snmp-server enable traps power-ethernet group 1

snmp-server enable traps power-ethernet police

snmp-server enable traps rep

snmp-server enable traps vtp

somp-server enable traps vlancreate

snmp-server enable traps vlandelete

snmp-server enable traps flash insercion removal

snmp-server enable traps port-security

snmp-server enable traps auth-framework sec-viclation

snmp-server enable traps dotlx auth-fail-vlan guest-vlan no-auth-fail-vlan no-guest-vlan
snmp-server enable traps envmon fan shutdown supply temperature status
snmp-server enable traps bop

snmp-server enable traps cef resource-failure peer-state-change peer-fib-state-change inconsistency
snmp-server enable traps config-copy

somp-server enable traps config

snmp-server enable traps config-ctid
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The output contains a lot of configuration related to snmp because the snmp-server enable traps command enable all of the default traps which we can see in the running configuration

2.  Verification of SNMPV3 Configuration:
 Verification of snmpv3 done using various show commands of SNMP in Cisco IOS

a) Verifying the snmp community:

[image: image3.png]CIS_3560_IEOCN L3 0l#sh snmp community

Community name: Vod@fone
Community Index: Vod@fone

Community SecurityName: Vod@fone
storage-type: nonvolatile active




b) Verifying the snmpv3 Engine-ID:

[image: image4.png]CIS_3560_IEOCN L3_0Ol#sh somp engineID
Tocal SHP engineID: 500000030300ACAO1E45A603
Remove Engine D Tpadar  Porc




c) Verifying the snmpv3 user and Group, encryption(AES-128) & authentication(MD5):

[image: image5.png]CIS_3560_IEOCN L3 0l#sh snmp user

User name: VodafoneSNOC

Engine ID: 800000090300ACA01645A603
storage-type: nonvolatile active
Authentication Protocol: MDS

Privacy Protocol: AES128

Group-name: snmpgroup




Network Router - Netflow Configuration

ip flow-export source [Management Interface]
ip flow-export version 5
ip flow-export destination [netscout_collector_ip] 9991
AAA Configuration 
aaa new-model

!

aaa authentication login default group tacacs+ enable

aaa authentication login console group tacacs+ enable

aaa authentication enable default group tacacs+ enable

aaa authorization console

aaa authorization config-commands

aaa authorization exec default group tacacs+ none

aaa authorization commands 0 default group tacacs+ none

aaa authorization commands 1 default group tacacs+ none

aaa authorization commands 15 default group tacacs+ none

aaa accounting exec default stop-only group tacacs+

aaa accounting commands 0 default start-stop group tacacs+

aaa accounting commands 1 default start-stop group tacacs+

aaa accounting commands 15 default start-stop group tacacs+

aaa accounting system default start-stop group tacacs+

aaa session-id common

!

tacacs-server host [Tacacs Server IP Add]

tacacs-server directed-request

tacacs-server key [Tacacs server key provided by client]

ip tacacs source-interface [mgmt-interface]

!

2 Interface Descriptions - Guidelines

Switchports that are connecting to another network device port on a router or switch, should include the following:
Layer2 or Layer3, hostname of the remote device and port number of the remote device
examples:
description Layer3 to hostname of remote device, port number on remote deice
description Layer2 to hostname of remote switch, port number on remote switch
Switchports that are connecting to other network devices (Servers) should follow these examples:
description [server hostname]
Port channel descriptions should include the physical ports, and member port descriptions should include “Po”(port channel number) 
interface port-channel1
 description ports gi2/1-2 - Layer2 to [remote deice hostname] LAG
!
interface gi2/1
 description Po1 - Layer2 to [remote deice hostname] port1
!
interface gi2/2
 description Po1 - Layer2 to [remote deice hostname] port2
SVI’s should include descriptions about what the VLANs are used for:
description TXN-VLAN
description OAM
description Production
