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[bookmark: _Toc410647481]Document Overview


[bookmark: _Toc410647482]Purpose
The purpose of the document is to define the process of complete project implementation lifecycle. This would also include but not limited to the pre-requisite for solution specification, check-list for site readiness, Pre-requisite for sending an implementation engineer onsite and verification of the received hardware. 

[bookmark: _Toc410647483]Scope
This document defines the project implementation process and the scope consists of :

· Pre-requisite for Solution specification from DPM and PU
· Check-list for site readiness
· Pre-requisite check-list before sending an implementation engineer at site
· Hardware verification check-list at site
[bookmark: _Toc410647484]Definitions, Acronyms and Abbreviations
	Acronym
	Defination

	PO
	Purchase Order

	OAR
	

	SRB
	S Review Board

	PIC
	Pre-installation check-list

	SRM
	S Review Manager

	SOW
	Statement of Work

	UAT
	User Acceptance Test

	PU
	Product Unit

	DPM
	Delivery Project Management




[bookmark: _Toc410647485]Audience
This document is intended for Implementation Team. 
[bookmark: _Toc410647486]References

None































[bookmark: _Introduction][bookmark: prodovewrview]

[bookmark: _Toc410647487]Process Flow
[bookmark: _Introduction_1][bookmark: _Challenges]

[bookmark: _Toc410647488]Implementation Life cycle

The below process flow explains the complete life cycle for implementation process. It clearly segregates the tasks of Program Management, SRB and Implementation Manager.  
The process starts as soon as PO is received. OAR is generated by DPM and a client kick-off meeting is scheduled for discussion on exact requirements and necessary detail required. This kick-off meeting is attended by Client, DPM, SME for required domains. 
An initial list of documents is provided by DPM which are reviewed and further built in details for each domain involved in the project. 

	[bookmark: _Toc410647590]Figure 2‑1: Process Flow

	








[bookmark: _Solution][bookmark: _Toc410647489]Pre-requisite for Solution Specification
Below documents need to be provided by DPM to the Implementation group to understand the customer requirements and the agreed solution overview with customer. This information should be required before-hand to build domain specific solution document by the Implementation team. 



· Final BOM

· Agreed SOW with customer 

· Detailed Deployment approach with proposed architecture for this solution from PU

·  Technical proposal shared and RFP response shared with customer


[bookmark: _Product_Overview][bookmark: _Toc410647490]Documents to be prepared by Domain SME
On receipt of the above mentioned documents from DPM and PU Group, it is the responsibility for the domain SME to create below documents.

· PIC
· Solution Implementation document/configuration document
· Network Architecture diagram (Domain Specific)
· Audit/Action Tracker
Test Cases ( Platform test cases by Implementation and App by PVG/PU )
[bookmark: _Toc410647491]Check-list for site readiness
The attached sheet mentions the check-list for sit readiness before deployment can be initiated. The list covers check points for customer contact details at site, physical requirements, Data Center/Facilities requirement, Network requirements etc. The scope of the list attached is not limited to information documented. Points can be added as per the requirement. This would also include the PIC created by SMEs for their respective domains.  


 








[bookmark: _Features][bookmark: _Benefits][bookmark: _Toc410647492][bookmark: _Toc228091564][bookmark: _Ref228341436]Pre-requisites for resource mobilization
The below list provides the check-list of pre-requisites points/tasks that should to be completed before an Implementation Engineer is sent to the site. This would lower our implementation time by reducing time that is wasted in waiting for the site to be implementation-ready.    


[bookmark: _Toc410647515]Table 2‑5: Pre-requisites  for resource mobilization for platform deployment

	Sr No
	Pre-requisites
	Status
	Artefacts
	Remarks

	1
	Rack space allocation inside datacenter
	Open/Closed
	
	

	2
	Complete hardware availability at Data Centre ( Installation site)
	Open/Closed
	
	

	3
	Final comparison sheet between Packing list and agreed final BOM with customer
	Open/Closed
	

	

	4
	Power Availability form two redundant sources in Rack
	Open/Closed
	
	

	5
	Confirmation of Tile cutting at allocated Rack space
	Open/Closed
	
	

	6
	IP Pools allocation
	Open/Closed
	
	

	7
	Uplink cables from Customer Rack to Comviva rack on Ethernet drop
	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Open/Closed
	
	

	8
	Remote connectivity
	Open/Closed
	
	

	9
	Filled PIC
	Open/Closed
	
	



[bookmark: _Network_Architecture][bookmark: _Toc410647591]Figure 2‑2: Network Architecture
[bookmark: _System_Interfaces][bookmark: _Toc410647493]System UAT
The attached list mentions test tasks (not limited to) that need to be performed for user acceptance. The list can be modified as per specific customer requirements. The sheet mentions the ideal expected results and the actual results with outputs. 












Detailed activity plan





MBSS (minimum baseline security   standard) template






Network implementation template





 PPIC (Platform Pre installation checklist) template









 Pre-requisite from PU 
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Check-list for Site  Readiness.xlsx


Check-list for Site Readiness.xlsx
Sheet1

						Check List for Site readiness  

		S. NO		Category 		information required		Required		Collected		Remark

		1		Contact Person details 		Contact person Name, Phone Number, Email address.		NO		YES

						Site address / Mode of Conveyance 		Not Applicable		YES

		2		Physical 		Rack Position is identified.		YES		YES

						Rack Diagram is available.		YES		YES

						Service Area in front and back side of the rack.		YES		YES

						Which Power connectors are used for distibution the power to Rack. Is it Nema or normal Connector. Please refer the attached connector file. 		YES		YES

						Power Voltage range as per attach file, please select the Country.		YES		YES		Also mention AC or DC Type  

						Earthing as per attach file.		YES		YES

						Cutting Tile available for Rack placement.		YES		YES

						Airconditioning		YES		YES

						Network cable laying		YES		YES

						Fiber cable laying.		YES		YES		Fiber optic cable

						Signaling cable laying.		YES		YES		Use Cat-6 Network Cable.

						Balun requirement 		YES		YES		Please mention  75 ohms, 125 ohms impendence

						Power Voltage range as per attach file, please select the Country.		YES		YES

						E-1 cable laying.		YES		YES

		3		Facilities		Power Voltage range as per attach file, please select the Country.		YES		YES

						Sitting Arrangement for Engineers in Datacenter		YES		YES

						Access for datacenter.		YES		YES

						Power and LAN connections on office spaces available.

						Internet access with messangers in Engineer's Laptops (LAN Ports / IPs)		YES		YES

		4		Network 		IS working telephone available with ISD facility 		YES		YES

						Remote Access via VPN / any remote desktop sharing tool (Ports should be open)		YES		YES

						WAN Topology Diagrams. 		YES		YES

						LAN Topology Diagrams for managed locations / sites.		YES		YES

						Switch VLAN Configuration details.		YES		YES

						Fiber Diagram		YES		YES

						Signaling Diagram		YES		YES

						E-1 Diagram		YES		YES

		5		IP Interconnections		IP address of Network & Signaling		YES		YES

						Which DDF (Digital distribution frame) used for E-1 (mention the name of DDF in remark)		YES		YES

						Required IP addresses for servers		YES		YES

						Gateway IP connection.		YES		YES

		6		Document /Password		Web access URL.		YES		YES

						DNS entries for web access.		YES		YES

						Solution Document & Scope of Work (SOW) 

						Configuration Docs for Network, Server, Application and Security devices in detail.

								YES		YES		capture the rack utilization U wise

						Rack Layout 
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Microsoft_Office_Word_Document1.docx

CONTECT PERSON DETAILS


Employee Name (Onsite)	:	_________________________________________________________________


Address	:	_________________________________________________________________


		_________________________________________________________________


Contact Number	:	_________________________________________________________________


E-mail ID	:	_________________________________________________________________


Site Address	:	_________________________________________________________________


 		_________________________________________________________________


Any other Detail	:	_________________________________________________________________


		_________________________________________________________________
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Rack Diagram
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32 ampere Nema Connector 
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15 ampere Normal connector.





[image: ]





Three Ping Connector.
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Microsoft_Office_Excel_Worksheet4.xlsx

Sheet2


			Voltage Range & Power Connectors user across World


			S/N			Country / Region			Type(s) of plug / socket			Voltage			Frequency			Comments


			1			Albania			C, F			220 V			50 Hz


			2			Algeria			C, F			230 V			50 Hz


			3			American Samoa			A, B, F, I			120 V			60 Hz


			4			Andorra			C, F			230 V			50 Hz


			5			Angola			C			220 V			50 Hz


			6			Anguilla			A, B			110 V			60 Hz


			7			Antigua			A, B			230 V			60 Hz			Airport power is reportedly 110 V.


			8			Argentina			S			220 V			50 Hz			Live and neutral are reversed for socket outlet type I in comparison to most other countries.


			9			Armenia			C, F			230 V			50 Hz


			10			Aruba			A, B, F			127 V			60 Hz			Lago Colony 115 V.


			11			Australia			I			230 V			50 Hz			As of 2000, the mains supply voltage specified in AS 60038 is 230 V with a tolerance of +10% -6%[4]. This was done for voltage harmonisation - however 240 V is within tolerance and is commonly found. Mains voltage is still popularly referred to as being "two-forty volts". Bathrooms in hotels will often have a type I, C and A socket marked "for shavers only" as pictured on the right.


			12			Austria			C, F			230 V			50 Hz


			13			Azerbaijan			C			220 V			50 Hz


			14			Azores			C, F			220 V			50 Hz


			15			Bahamas			A, B			120 V			60 Hz			along with 50 Hz in some outlying areas


			16			Bahrain			G			230 V			50 Hz			Awali 110 V, 60 Hz.


			17			Balearic Islands			C, F			220 V			50 Hz


			18			Bangladesh			A, C, D, G, K			220 V			50 Hz


			19			Barbados			A, B			115 V			50 Hz


			20			Belarus			C			220 V			50 Hz


			21			Belgium			C, E			230 V			50 Hz


			22			Belize			A, B, G			110 V			60 Hz


			23									and


			24									220 V


			25			Benin			C, E			220 V			50 Hz


			26			Bermuda			A, B			120 V			60 Hz


			27			Bhutan			D, F, G, M			230 V			50 Hz


			28			Bolivia			A, C			220 V			50 Hz


			29			Bonaire						127 V			50 Hz			Receptacle is combination of B&C without ground connector.


			30			Bosnia			C, F			220 V			50 Hz


			31			Botswana			D, G, M			230 V			50 Hz


			32			Brazil			A, B, C, I - Older C,
NBR14136:2002  or 
IEC 60906-1 - Newer devices			127 V			60 Hz			Type I is becoming common for 220 V outlets and appliances in 127 V areas. Dual-voltage wiring is rather common for high-powered appliances, such as clothes dryers and electric showers which tend to be 220 V even in 127 V areas. Depending on the area, the exact voltage might be 115 V, 127 V, or 220 V. The A, B and C types are sometimes together (flat with rounder ends and ground pin) so that an A, B or C types can be used. Also note that by Jan 1st 2010, Brazil converted to the IEC 60906-1 international plug which looks similar to type J but is not compatible. Since then, all devices shall comply with new standard.


			33									and


			34									220 V


			35			Brunei			G			240 V			50 Hz


			36			Bulgaria			C, F			230 V			50 Hz


			37			Burkina Faso			C, E			220 V			50 Hz


			38			Burundi			C, E			220 V			50 Hz


			39			Cambodia			A, C, G			230 V			50 Hz


			40			Cameroon			C, E			220 V			50 Hz


			41			Canada			A, B			120 V			60 Hz			Standardized at 120 V. 240 V split phase used for applications such as clothes driers, air conditioning, electric heating, water heater, cook-stoves and machinery. Buildings and houses with more than one branch circuit have both voltages. Type A outlets are for repairs only (house from the 1950s or older), type B now required for new construction and renovation. A 20-Amp type B but with a T-slot is used in kitchens in new construction. [5]


			42			Canary Islands			C, E, F, L			220 V			50 Hz


			43			Cape Verde			C, F			220 V			50 Hz


			44			Cayman Islands			A, B			120 V			60 Hz


			45			Central African Republic			C, E			220 V			50 Hz


			46			Chad			D, E, F			220 V			50 Hz


			47			Channel Islands			C, G			230 V			50 Hz


			48			Chile			C, L			220 V			50 Hz


			49			China (mainland only)			A, C, I			220 V			50 Hz			Most wall outlets simultaneously support Types A and I. Some outlets support Type C as well (the holes in the outlets are flat in the middle and round on the sides) so that either a Type A, a Type C or a Type I (Unearthed) plug can be used. A second outlet only type I (Earthed) is next to the unearthed multi Type A\C\I outlet. Type A outlets only fit plugs with pins of the same width—a polarized Type A plug requires an adapter. NOTE: no matter the type of plug the socket will accept, voltage in china is always 220 volts. See photo at right.


			50			Colombia			A, B			120 V			60 Hz			High-power air conditioners, restaurant equipment, cookstoves and ovens use 240 volt supplies. Wiring conventions, practices and standards follow the Colombian Electrical Code (Codigo Electrico Colombiano) which is essentially a translation of the USA National Electric Code.


			51			Comoros			C, E			220 V			50 Hz


			52			Congo-Brazzaville			C, E			230 V			50 Hz


			53			Congo-Kinshasa			C, D			220 V			50 Hz


			54			Cook Islands			I			240 V			50 Hz


			55			Corfu			C			220 V			50 Hz


			56			Costa Rica			A, B			120 V			60 Hz


			57			Côte d'Ivoire			C, E			230 V			50 Hz


			58			Croatia			C, F			230 V			50 Hz


			59			Cuba			A, B			110 V			60 Hz


			60			Cyprus			G			240 V			50 Hz


			61			Czech Republic			C, E			230 V			50 Hz			Type C Plugs are common, especially for low-power devices. Type C wall sockets are very uncommon, and exist only in very old installations.


			62			Denmark			C, E, K			230 V			50 Hz			Type E is added from July 2008.[6]


			63			Djibouti			C, E			220 V			50 Hz


			64			Dominica			D, G			230 V			50 Hz


			65			Dominican Republic			A, B			110 V			60 Hz


			66			East Timor			C, E, F, I			220 V			50 Hz


			67			Ecuador			A, B			120 V			60 Hz


			68			Egypt			C			220 V			50 Hz


			69			El Salvador			A, B			115 V			60 Hz


			70			Equatorial Guinea			C, E			220 V			50 Hz


			71			Eritrea			C			230 V			50 Hz


			72			Estonia			C, F			230 V			50 Hz


			73			Ethiopia			C, E, F, L			220 V			50 Hz


			74			Faroe Islands			C, K			220 V			50 Hz


			75			Falkland Islands			G			240 V			50 Hz


			76			Fiji			I			240 V			50 Hz


			77			Finland			C, F			230 V			50 Hz


			78			France			C, E			230 V (formerly 220 V)			50 Hz			Type C wall sockets have been prohibited in new installations for more than 10 years.


			79			French Guiana			C, D, E			220 V			50 Hz


			80			Gaza Strip			C, H			230 V			50 Hz			(see Israel in this list)


			81			Gabon			C			220 V			50 Hz


			82			Gambia			G			230 V			50 Hz


			83			Georgia			C			220 V			50 Hz


			84			Germany			C, F			230 V (formerly 220 V)			50 Hz			Type F ("Schuko", short for "Schutzkontakt") is standard. Type C Plugs are common, especially for low-power devices. Type C wall sockets are very uncommon, and exist only in very old installations.


			85			Ghana			D, G			230 V			50 Hz


			86			Gibraltar			G, K			240 V			50 Hz			Type K was used in the Europort development by the Danish builders. Otherwise the United Kingdom fittings are used.


			87			Greece			C, F, (older)"Tripoliko" similar to type J and post-1989 type H			230 V (formerly 220 V)			50 Hz			Type F ("Schuko", Greek: Σούκο) is the de-facto standard for new installations' sockets. Type C sockets exist only in old installations. Light appliances use type C plug while more electricity-consuming ones use type E&F or F plugs.


			88			Greenland			C, K			220 V			50 Hz


			89			Grenada			G			230 V			50 Hz


			90			Guadeloupe			C, D, E			230 V			50 Hz


			91			Guam			A, B			110 V			60 Hz


			92			Guatemala			A, B			120 V			60 Hz


			93			Guinea			C, F, K			220 V			50 Hz


			94			Guinea-Bissau			C			220 V			50 Hz


			95			Guyana			A, B, D, G			240 V			60 Hz			Mixture of 50 Hz and 60 Hz distribution according to Guyana Power and Light [7] Conversion of 50 Hz distribution to 60 Hz is ongoing [8]


			96			Haiti			A, B			110 V			60 Hz


			97			Honduras			A, B			110 V			60 Hz


			98			Hong Kong			G is used in almost all products, while M is (rarely) used when required current rating is between 13~15A. D is now obsolete in Hong Kong.			220 V			50 Hz			Largely based on UK system. Occasionally, a 'shaver' socket (similar to Type C) is found in some bathrooms that provides low current to some other plug types. These almost always have a 110 V socket and a 220 V socket in the same unit, or a switch to select voltage, which are sometimes labelled as 110 V and 220 V. This duo installation is not as common in HK as in the UK. There was a smaller 2 A version of type D, now obsolete.


			99			Hungary			C, F			230 V (formerly 220 V)			50 Hz


			100			Iceland			C, F			230 V			50 Hz


			101			India			C, D, M			230 V			50 Hz			Residential power supplied in India is two wire 240 volts, permitted variation 6%, and maximum load 40 amperes. Frequency 50 Hz.


			102			Indonesia			C, F, G			220 V			50 Hz			Type G socket/plug is not common.


			103			Iran			C, F			220 V			50 Hz			Type C wall sockets are less common, and exist only in older installations. Type F is used for new installations. Type C Plugs are common for low-power devices.


			104			Iraq			C, D, G			230 V			50 Hz


			105			Ireland			G (obsolete or specialist installations may be D and M (as in the UK) or F)			230 V (formerly 220 V)			50 Hz			G Sockets and plugs standard as defined by NSAI I.S. 401 (Plug) I.S. 411 (Socket outlet). Type F ("Side Earth") plugs occasionally seen in old installations probably because much of the early Irish electrical network was heavily influenced by Siemens. ' A 'shaver' socket (similar to Type C) is sometimes found in bathrooms that will provide low current to some other plug types. These almost always have a 110 V socket and a 230 V socket in the same unit, or a switch to select voltage, which are sometimes labelled as 115 V and 230 V. The G type socket often has a on-off switch on the socket. 110 V centre point earthed transformers are often used for industrial portable tools.


			106			Isle of Man			G			240 V			50 Hz


			107			Israel			C, H, M			230 V			50 Hz			The standard for H plugs and sockets was recently modified to use round pins, so most modern sockets accept both type C and type H plugs. Type M sockets are used for air conditioners. Identical plugs and sockets also used in the Palestinian National Authority areas.


			108			Italy			C, F, L			230 V (formerly 220 V)[9]			50 Hz


			109			Jamaica			A, B			110 V and 220 V			50 Hz


			110			Japan			A, B			100 V			50 Hz			East Japan 50 Hz (Tokyo, Kawasaki, Sapporo, Yokohama, and Sendai); West Japan 60 Hz (Okinawa, Osaka, Kyoto, Kobe, Nagoya, Hiroshima). Older buildings have nonpolarized sockets, in which case American polarized plugs (one prong wider than the other) would not fit. Many buildings do not have the ground pin. Sockets and switches fit in American-sized standard boxes.


															and


															60 Hz


			113			Jordan			B, C, D, F, G, J			230 V			50 Hz


			114			Kazakhstan			C, E, F			220 V			50 Hz			No official standard. Voltage tolerance is 220 V ±10%. Actual voltage may vary (usually 150-200 V) because of unstable electrical system.


			115			Kenya			G			240 V			50 Hz


			116			Kiribati			I			240 V			50 Hz


			117			Kuwait			C, G			240 V			50 Hz


			118			Kyrgyzstan			C			220 V			50 Hz


			119			Laos			A, B, C, E, F			230 V			50 Hz


			120			Latvia			C, F			220 V			50 Hz


			121			Lebanon			A, B, C, D, G			240 V			50 Hz


			122			Lesotho			M			220 V			50 Hz


			123			Liberia			A, B, C, E, F			120 V			50 Hz			Previously 60 Hz, now officially 50 Hz. Many private power plants are still 60 Hz. A & B are used for 110 V; C & F are used for 230/240 V. Much of the centralized power system was destroyed during the civil wars starting in 1990, and public power supplies are still limited. Local supplies may vary and may not match the usual voltage for a particular wall socket. [10]


			124									and


			125									240 V


			126			Libya			D, L			127 V			50 Hz			Barca, Benghazi, Darnah, Sabha & Tobruk 230 V.


			127			Lithuania			C, F			230 V (formerly 220 V)			50 Hz


			128			Liechtenstein			C, J			230 V			50 Hz			Swiss Norm, C only in the form CEE 7/16.


			129			Luxembourg			C, F			230 V (formerly 220 V)			50 Hz


			130			Macau S.A.R. of China			D, M, G, a small number of F			220 V			50 Hz			No official standards there. However, in the Macao-HK Ferry Pier built by Portuguese Government before handover the standard was E & F. After handover, Macau adopted G in both government and private buildings. Before 1980s, 110 V was found in Macau but now obsolete.


			131			Macedonia			C, F			220 V			50 Hz


			132			Madagascar			C, D, E, J, K			127 V			50 Hz


			133									and


			134									220 V


			135			Madeira			C, F			220 V			50 Hz


			136			Malawi			G			230 V			50 Hz


			137			Malaysia			C, G (but M for air conditioners and clothes dryers)			240 V (although officially ratified as 230 V)			50 Hz			The official mains power voltage is AC 230 V with the tolerance of +10%,-6%.[11] However, the supplied voltage remains at 240 V, as the supplied voltage is within the allowed tolerance. Areas that rely on private power companies, like some parts of Penang and Kedah, receive a true 230 V supply. Remote villages which rely on off-grid localized diesel generators (i.e. small villages and/or isolated holiday resorts on islands too far away from the mainland to have viable underwater cabling) may receive unstable power with higher voltages, with some areas recorded to be as high as 260 V. Type C plugs are very common with audio/video equipment. Plugged into Type G outlets using widely available adapters or forced in by pushing down the shutter. The latter is widely practised, although hazardous. Since the late 90s, dedicated Type C sockets can also be found on some power strips sold in the country for convenience given the wide proliferation of devices with Type C plugs. Type C sockets can also be found on dedicated shaver sockets in bathrooms of many hotels. Type M sockets are normally used for air conditioning (especially if the air conditioner requires a magnetic starter), heavy industrial equipment, spotlights, and less commonly, washers and clothes driers. This is because most modern washers sold in the country are also fitted with Type G plugs and are two-in-one compact units which uses the same tub for washing and drying.


			138			Maldives			A, D, G, J, K, L			230 V			50 Hz


			139			Mali			C, E			220 V			50 Hz


			140			Malta			G			230 V			50 Hz


			141			Martinique			C, D, E			220 V			50 Hz


			142			Mauritania			C			220 V			50 Hz


			143			Mauritius			C, G			230 V			50 Hz


			144			Mexico			A, B			127 V			60 Hz			Type B is becoming more common. Voltage can legally vary by +/- 10% (giving a range of 114 to 140 volts). Split phase is commonly available and local electricians are apt to wire both to a type A/B socket to give 240 V for air conditioning or washing machine/dryers.


			145			Micronesia			A, B			120 V			60 Hz


			146			Moldova			C, F			220 V			50 Hz			Compatible with European and former Soviet Union (GOST) standards.


			147			Monaco			C, D, E, F			127 V			50 Hz


			148									and


			149									220 V


			150			Mongolia			C, E			220 V			50 Hz


			151			Montenegro			C, F			220 V			50 Hz


			152			Montserrat (Leeward Is.)			A, B			230 V			60 Hz


			153			Morocco			C, E			127 V			50 Hz			Conversion to 220 V only underway.


			154									and


			155									220 V


			156			Mozambique			C, F, M			220 V			50 Hz			Type M found especially near the border with South Africa, including in the capital, Maputo.


			157			Myanmar/Burma			C, D, F, G			230 V			50 Hz			Type G found primarily in better hotels. Also, many major hotels chains are said to have outlets that will take Type I plugs and perhaps other types.


			158			Namibia			D, M			220 V			50 Hz


			159			Nauru			I			240 V			50 Hz


			160			Nepal			C, D, M			230 V			50 Hz


			161			Netherlands			C, F			230 V (formerly 220 V)			50 Hz


			162			Netherlands Antilles			A, B, F			127 V			50 Hz			St. Martin 120 V, 60 Hz; Saba & St. Eustatius 110 V, 60 Hz, A, maybe B


			163									and


			164									220 V


			165			New Caledonia			E			220 V			50 Hz


			166			New Zealand			I			230 V			50 Hz			Electricity (Safety) Regulations 2010 state supply voltage is 230 V ±6%


			167			Nicaragua			A, B			120 V			60 Hz


			168			Niger			A, B, C, D, E, F			220 V			50 Hz


			169			Nigeria			D, G			240 V			50 Hz


			170			North Korea			C			220 V			50 Hz


			171			Norway			C, F			230 V			50 Hz			IT earthing system (most widespread)


			172															TN earthing system (new installations)


			173															TT earthing system (used in some installations in Bergen)


			174															Sockets lacking earth are prohibited in new installations.


			175			Okinawa			A, B			100 V			60 Hz			Military facilities 120 V.


			176			Oman			C, G			240 V			50 Hz			Voltage variations common.


			177			Pakistan			C, D, G, M			230 V			50 Hz			Official standard is 230 V / 50 Hz. Voltage tolerance is 230 V ±5% (218 V to 242 V). Frequency tolerance 50 Hz ±2% (49 Hz to 51 Hz) But Karachi Electric Supply Corporation (KESC) is 240 V / 50 Hz.


			178															Type C and D Plug / Socket are common for low-power devices. Type M Plug / Socket is common for air conditioners and high-power devices. Type G Plug / Socket is less common.


			179			Panama			A, B			110 V			60 Hz			Panama City 120 V.


			180			Papua New Guinea			I			240 V			50 Hz


			181			Paraguay			C			220 V			50 Hz


			182			Peru			A, B, C			220 V			50 Hz			Talara 110/220 V;


			183			Philippines			A, B, C			220 V			50 Hz			Most plugs and outlets are Type A, but some are C. Type B are commonly found in high powered appliances and computers. Some buildings have sockets that accepts Types A, B and C. Sockets and switches are built to USA dimensions and fit USA sized wall boxes.


			184			Poland			C, E			230 V (formerly 220 V)			50 Hz			Type C Plugs are common, especially for low-power devices. Type C ungrounded sockets could be seen in old houses and in countryside.


			185			Portugal			C, F			220 V[12]			50 Hz


			186			Puerto Rico			A, B			120 V			60 Hz


			187			Qatar			D, G			240 V			50 Hz


			188			Réunion			E			220 V			50 Hz


			189			Romania			C, F			230 V (formerly 220 V)			50 Hz			Virtually identical to German standards. Most household sockets still compatible with East European standards (4.0 mm pins).


			190			Russian Federation			C, F			220 V			50 Hz			USSR (along with much of Eastern Europe) used type GOST sockets with 4.0 mm pins similar to West European C type plugs and the 4.8mm standard used by West European type E/F Plugs[13]. The former Soviet sockets could be seen mainly in old houses and in countryside. Obsolete standard 127 V/50 Hz AC is used in some remote villages. Elsewhere it was replaced in 1970s by the 220 V standard.


			191			Rwanda			C, J			230 V			50 Hz


			192			St. Kitts and Nevis			A, B, D, G			110 V			60 Hz			Region plug is same as United States (2 pin) 110-120 V


			193									and


			194									230 V


			195			St. Lucia (Windward Is.)			G			240 V			50 Hz


			196			Saint Pierre and Miquelon			E			230 V			50 Hz


			197			St. Vincent (Windward Is.)			A, C, E, G, I, K			230 V			50 Hz


			198			São Tomé and Príncipe			C, F			220 V			50 Hz


			199			Saudi Arabia			A, B, F, G			127 V			60 Hz


			200									and


			201									220 V


			202			Senegal			C, D, E, K			230 V			50 Hz


			203			Serbia			C, F			220 V			50 Hz


			204			Seychelles			G			240 V			50 Hz


			205			Sierra Leone			D, G			230 V			50 Hz


			206			Singapore			C, G			230 V			50 Hz			Type C is used for audio/video equipment and plug adapters are widely available.


			207			Slovakia			C, E			230 V			50 Hz


			208			Slovenia			C, F			230 V			50 Hz


			209			Somalia			C			220 V			50 Hz


			210			South Africa			C, M			220 V			50 Hz			Type C used for some appliances. Adapters are widely available.


			211			South Korea			A, B, C, F (Types A & B are used for 110-volt installations and/or found in very old buildings. Types C & F are used for 220 Volts.)			220 V			60 Hz			Type F is normally found in offices, airports, hotels and homes. Type C (type CEE 7/17) sockets are obsolete and manufacture was discontinued as of 2008, but examples are still found in a lot of places. In cases where a Type C socket was replaced with a Type F, the ground contact is often not connected to anything. 220 volt power is distributed by using both "live" poles of a 110 volt system (neutral is not used). 110 V/60 Hz power with plugs A & B were previously used but has already been phased out. Some residents install their own step-down transformers and dedicated circuits, so that they can use 110 V appliances imported from Japan or North America. Most hotels only have 220 V outlets, but some hotels offer both 110 V (Type A or B) and 220 V (Type C or F) outlets. Switches and outlets fit American-sized boxes.


			212			Spain			C, F			230 V (formerly 220 V)			50 Hz


			213			Sri Lanka			D, M, G			230 V			50 Hz			Increased use of type G in new houses/establishments. Mainly in Colombo and high end hotels.


			214			Sudan			C, D			230 V			50 Hz


			215			Suriname			C, F			127 V			60 Hz


			216			Swaziland			M			230 V			50 Hz


			217			Sweden			C, F			230 V (formerly 220 V)			50 Hz			Sockets lacking earth are prohibited in new installations. 400 V for some washing machines and other fixed installations. In bathroom etc. 110-115 socket can be found and used for shavers and other "bathroom tools"


			218			Switzerland			C, J			230 V			50 Hz			C only in the form CEE 7/16. In some very old installations, type E sockets or sockets that are compatible with type J and type E plugs are found.


			219			Syria			C, E, L			220 V			50 Hz


			220			Tahiti			A, B, E			110 V			60 Hz/50 Hz			Marquesas Islands 50 Hz [14]


			221									and


			222									220 V


			223			Taiwan			A, B			110 V			60 Hz			Most outlets are Type A. When an outlet is Type B, the ground (earth) holes are usually not connected to anything in older houses but are grounded in modern houses. Most appliances have Type A plugs, but some appliances have Type B plugs. The ground prong on the Type B plus is often cut off to make it fit in Type A sockets in older buildings. Sockets and switches are built to USA dimensions and fit USA sized wall boxes. Dedicated sockets provide 220 V for air conditioning units.


			224			Tajikistan			C, I			220 V			50 Hz


			225			Tanzania			D, G			230 V			50 Hz


			226			Thailand			A, B, C, F, Unearthed I			220 V			50 Hz			Outlets in hotels and most buildings are usually a combination of types B and C which will accept plug types A, B, C and I, while outlets in older buildings are usually type A. Only Unearthed Type I plugs can be used in these combination sockets, earthed type I plugs will not fit. An equal proportion of appliances have type A or C plugs, or B if an Earth connection is required. Type F is mainly for high-powered appliances such as air conditioners, kettles and cookers. A 3-pin plug that only fits in B/C sockets is also seeing increased use, it differs from type B by having all the pins round. [15]. Receptacles and switches for in-wall use are built to USA dimensions and fit USA standard type wall boxes.


			227			Togo			C			220 V			50 Hz			Lome 127 V.


			228			Tonga			I			240 V			50 Hz


			229			Trinidad & Tobago			A, B			115 V			60 Hz


			230			Tunisia			C, E			230 V			50 Hz


			231			Turkey			C, F			230 V			50 Hz


			232			Turkmenistan			B, F			220 V			50 Hz


			233			Uganda			G			240 V			50 Hz


			234			Ukraine			C, F			220 V			50 Hz


			235			United Arab Emirates			C, D, G			220 V			50 Hz


			236			United Kingdom			G (D and M seen in very old installs and specialist applications)			230 V (formerly 240 V in mainland Britain and 220 V in Northern Ireland)			50 Hz			Voltage tolerance of 230 V +10%/−6% (216.2 V to 253 V), widened to 230 V ±10% (207 V to 253 V) in 2008. The system supply voltage remains centred on 240 V. [16] A "shaver socket" (similar to Type C) is sometimes found in bathrooms that will provide low current to some other plug types. These sometimes have a ~110 V socket and a ~240 V socket in the same unit, or a switch to select voltage for a single socket. The G type socket usually has an on-off switch. IEC 60309 plugs and connectors are used in industrial and construction locations as well as for outdoor use in domestic and other business premises. Plug types D and M were used until the 1960s and are still in preferred use for theatre and TV stage lighting applications due to lack of internal fuse.


			237			United States of America			A, B			120 V			60 Hz			Standardized at 120 V. Electricity suppliers aim to keep most customers supplied between 114 and 126 V most of the time. 240 V/60 Hz used for heavy duty applications such as air conditioners, clothes dryers, stoves, ovens, and water heaters. Buildings with more than one branch circuit will have both 120 and 240 V available. Since 1962, Type B outlets are required by code in new construction and renovation. A T-slot Type B is rated for 20 amperes for use in kitchens or other areas using large 120 V appliances.


			238			Uruguay			C, F, L (I only in very old installs)			230 V (formerly 220 V)			50 Hz			Type L is the most common in modern homes and type F is the second as a result of computer use. Neutral and live wires are reversed, as in Argentina.


			239			Uzbekistan			C, I			220 V			50 Hz


			240			Vanuatu			I			230 V			50 Hz


			241			Venezuela			A, B			120 V			60 Hz			Type G found in household 240 V service only for air conditioning and some high power appliances.


			242			Vietnam			A, C, G			220 V			50 Hz			Type A is the norm in Southern Vietnam and Type C is the norm in Northern Vietnam (according to the pre-unification border at 17 degrees North). Type G is found only in some new luxury hotels, primarily those built by Singaporean and Hong Kong developers. But Type G is never found in homes, shops, or offices.


			243			Virgin Islands			A, B			110 V			60 Hz


			244			Western Samoa			I			230 V			50 Hz


			245			Yemen			A, D, G			230 V			50 Hz


			246			Zambia			C, D, G			230 V			50 Hz


			247			Zimbabwe			D, G			220 V			50 Hz
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Data center Cooling  structure


[image: Plenum-to-Plenum Cooling Configuration]


A temperature range of 16–24 °C (61–75 °F) and humidity range of 40–55% with a maximum dew point of 15°C as optimal for data center conditions. The temperature in a data center will naturally rise because the electrical power used heats the air.
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		Part No.		Description		As per BOM		As per Packing list		Received at Site 		Required		Remarks 

		88524TA		IBM eServer BladeCenter(tm) H Chassis with 2x2980W PSU		1

		68Y6601		IBM BladeCenter H 2980W AC Power Modules w/Fan Pack		1

		39Y9314		Multi-Switch Interconnect Module for IBM BladeCenter		2

		39Y9324		Server Connectivity Module for IBM BladeCenter		4

		44X1920		Brocade 20-port 8 Gb SAN Switch Module for IBM BladeCenter		2

		44X1962		Brocade 8 Gb SFP+ SW Optical Transceiver		12

		2019A1X		IBM BladeCenter KVM/Advanced Management Module		1

		7870G2A		HS22, Xeon 4C E5620 80W 2.40GHz/1066MHz/12MB, 3x2GB, O/Bay 2.5in SAS		11

		46C0564		4GB (1x4GB, 2Rx8, 1.35V) PC3L-10600 CL9 ECC DDR3 1333MHz VLP RDIMM		49

		42D0637		IBM 300 GB 2.5in SFF Slim-HS 10K 6Gbps SAS HDD		35

		44X1940		QLogic Ethernet and 8Gb Fibre Channel Expansion Card (Cffh) for IBM BladeCenter		9

		44W4479		2/4 Port Ethernet Expansion Card (CFFh) For IBM BladeCenter		4

		2859-A21		IBM System Storage N3400 Model A21		1

		2857-003		IBM System Storage  EXN3000 SAS/SATA Expansion Unit		1

		4015		300 GB, 15K RPM SAS HDD		39

				X3650, Xeon 4C E5620 80W 2.40GHz/1066MHz/12MB, 3x2GB, O/Bay 2.5in SAS		3

				2GB (1x2GB, 2Rx8, 1.35V) PC3L-10600 CL9 ECC DDR3 1333MHz VLP RDIMM		3

				Emulex 8Gb FC Single-port HBA		1

		35732UL		TS3100 Tape Library Model L2U Driveless		1

		46X2682		LTO Ultrium 5 Fibre Channel Drive		1

		23R6998		3573 Rack Mount Kit		1

		23R7008		Ultrium Cleaning Cartridge		1

		46C2084		Ultrium 5 Data Cartridge (5-pack)		1

		23R7000		Rack to PDU Line Cord		1

		23R7137		13.0 m LC/LC Fibre Cable		1

				ServeRAID M5014 SAS/SATA Controller (Battery not included)		2

				Redundant 675W Power supply		2

				IBM UltraSlim Enhanced SATA Multi-Burner		4

				IBM Virtual Media Key		2

				ASA 5520 Firewall with IPS (without RPS)		2

				IP Based Load Balancer - 1 Gbps Throughput with one year support		2

				24 Port All Gig Managed LAN Switch		3

				Rack (42U), 15" LCD, Keyboard, Mouse , 2x AC PDU		1

				  CAT6 Cable - 305 meters		1

				7ft Patch Cable with Connector		30

				Intel Xeon 4C Processor Model E5620 80W  2.40GHz/1066MHz/12MB		2

		25R5785		2.8m, 200-240V, Triple 16A IEC 320-C20		2

		39Y8934		Front End Pdu's		2

		39Y8957		 DPI Uni Rack Power Nema L5-20P Hungary

		81Y6558 		 IBM 460W Redundant Power Supply Unit Hungary





Sheet2





Sheet3






image5.emf
System UAT.xlsx


System UAT.xlsx
Sheet1

		SNo.		Test Case		Input Data		Expected Result		Test Results  (Pass/Crash/Major/Minor/ Trivial)



		1.0 Test cases - Hardware & OS 

		1.1		Check the system hardware configuration		Go to  system BIOS  and check manually during system startup 		All the configuration including HDD , RAM ,CPU and attached peripheral will be displayed.

		1.2		To Check  memory		# free -m or                		Physical Memory will be displayed

						cat /proc/memeinfo or check systeminfo

		1.3		To check the number of CPU		cat /proc/cpuinfo		It will displays cpu information

		1.4		To Check the HDD information 		# fdisk –l , check the disk administrator in Windows 		it will display the hdd in the system

		1.5		To check Network Connectivity Failover		# tail –f /var/adm/messages                		This whole procedure will test Constant Network Connectivity if any single Physical Connectivity Failed

						# ping Service IP (From other Host         

						# Pull out the First or Primary Interface Physical cable from Server or Switch End                      

						#Check the message. 

		1.6		To check the Host name , Version 		# hostname                   		It will displays hostname with version

						#uname –n

		1.7		To Check Power Supply redundancy		# tail –f /var/log/messages           		This will demonstrate Single Power Supply or Power cable failure. 

						# Power Off the Switch of any of the Power Supply

		1.8		To check the Operating Release 		# uname –a                     		It will show the Operating System Release Version including kernel Level

						# cat /etc/redhat-release

		2.0 Fail over Test cases ( HA) - Network

		2.1		Services Status:Both the Network appliances (Switch/Firewall/LB)are running 

		2.2		One of the active Switch goes Down 		Switch off or unplug power cable of active switch 		Platform should be accessible  thru redundant switch configured in HA

		2.3		Standby switch  goes down		Switch off or unplug power cable of  switch 		Platform should be accessible  thru redundant switch configured in HA

		2.4		Active Firewall goes down .		Switch off or unplug power cable of active Firewall 		Platform should be accessible  thru redundant Firewall configured in HA

		2.5		Passive Firewall goes down .		Switch off or unplug power cable of Passive  Firewall 		Platform should be accessible  thru redundant Firewall configured in HA

		2.6		Active LB goes down .		Switch off or unplug power cable of Active  LB		Platform should be accessible  thru redundant LB configured in HA

		2.7		Passive LB goes down .		Switch off or unplug power cable of Passive  LB		Platform should be accessible  thru redundant LB configured in HA



		3.0 Fail over Test cases ( HA) - Database

		3.1		Services Status:Database are running in active active mode Two node Oracle RAC 

		3.2		RAC availability test		Connect the database with VIP and application thru RAC instancaes 		Application should be running.

		3.3		Functional test		Generated all the reports from the application using RAC database		Report should be generated from the database

		3.3		Performance test		Checked the database performance 		Check the application connection status  across all nodes 

		3.4		Service failover testing 		Shutdown one instance  of RAC database		Application should run on 2nd node and connection should be available .

		3.5		Database Load balancing testing 		check the RAC load balancing 		Check all the aplication session is properly disrtributed between two instances or not 

		4.0 Fail over Test cases ( HA) - Application 

		4.1		Services Status:Application are running in active active mode and load will be distributed thru LB

		4.2		 One application server goes down		Shutdown the one othe active aplication server		Check the services and this should be available , all the load and request are on another active node 

		4.3		 Second  application server goes down		Shutdown the another active aplication server 		Check the services and this should be available , all the load and request are on another active node 
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[bookmark: _Toc413061093]Document Overview




[bookmark: _Toc413061094]Purpose

The purpose of the document is to define the detailed list of activities that need to be performed during a project deployment. The list of activities could be varying based on project requirement, however the document highlights the activities common for most of the deployments. 



[bookmark: _Toc413061095]Scope

This document defines the detailed activity plan and the scope consists of :



· List of activities to be performed during deployment at a client site.

· Check-list for site readiness. 

· Pre-requisite check-list before sending an implementation engineer at site.



[bookmark: _Toc413061096]Definitions, Acronyms and Abbreviations

		Acronym

		Defination



		PO

		Purchase Order



		OAR

		



		SRB

		Service Review Board



		PIC

		Pre-installation check-list



		SRM

		Service Review Manager



		SOW

		Statement of Work



		UAT

		User Acceptance Test



		PU

		Product Unit



		DPM

		Delivery Project Management









[bookmark: _Toc413061097]Audience

This document is intended for Implementation Team. 

[bookmark: _Toc413061098]References



None
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[bookmark: _Toc413061099]Activity Plan

[bookmark: _Introduction_1][bookmark: _Challenges]








[bookmark: _Toc413061100]Check-list for site readiness

The attached sheet mentions the check-list for sit readiness before deployment can be initiated. The list covers check points for customer contact details at site, physical requirements, Data Center/Facilities requirement, Network requirements etc. The scope of the list attached is not limited to information documented. Points can be added as per the requirement. This would also include the PIC created by SMEs for their respective domains.  











[bookmark: _Features][bookmark: _Benefits][bookmark: _Toc413061101][bookmark: _Toc228091564][bookmark: _Ref228341436]Pre-requisites for resource mobilization

The below list provides the check-list of pre-requisites points/tasks that should to be completed before an Implementation Engineer is sent to the site. This would lower our implementation time by reducing time that is wasted in waiting for the site to be implementation-ready.    



[bookmark: _Toc413067964]Table 2‑2: Pre-requisites  for resource mobilization for platform deployment

		Sr No

		Pre-requisites

		Status

		Artefacts

		Remarks



		1

		Rack space allocation inside datacenter

		Open/Closed

		

		



		2

		Complete hardware availability at Data Centre ( Installation site)

		Open/Closed

		

		



		3

		Final comparison sheet between Packing list and agreed final BOM with customer

		Open/Closed

		



		



		4

		Power Availability from two redundant sources in Rack

		Open/Closed

		

		



		5

		Confirmation of Tile cutting at allocated Rack space

		Open/Closed

		

		



		6

		IP Pools allocation

		Open/Closed

		

		



		7

		Uplink cables from Customer Rack to Comviva rack on Ethernet/fiber drop

		Open/Closed

		

		



		8

		Filled PIC

		Open/Closed

		

		







[bookmark: _Network_Architecture][bookmark: _Toc413070970]Figure 2‑2: Network Architecture

[bookmark: _System_Interfaces][bookmark: _Toc413061102]Detailed Activity list

The attached list mentions detailed list of activities that need to be performed by an implementation engineer at customer site. 

The activity list plan is build assuming the below count of devices to be deployed. 



· Two Switches

· Two Load Balancers

· Two Firewalls

· Ten Servers

· Two SAN Switches

· Storage





Also, the detailed plan is build assuming the requirements from customer end are fulfilled as agreed during Scope Finalization. 
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									Check List for Site readiness  


			S. NO			Category 			information required			Required			Collected			Remark


			1			Contact Person details 			Contact person Name, Phone Number, Email address.			NO			YES


									Site address / Mode of Conveyance 			Not Applicable			YES


			2			Physical 			Rack Position is identified.			YES			YES


									Rack Diagram is available.			YES			YES


									Service Area in front and back side of the rack.			YES			YES


									Which Power connectors are used for distibution the power to Rack. Is it Nema or normal Connector. Please refer the attached connector file. 			YES			YES


									Power Voltage range as per attach file, please select the Country.			YES			YES			Also mention AC or DC Type  


									Earthing as per attach file.			YES			YES


									Cutting Tile available for Rack placement.			YES			YES


									Airconditioning			YES			YES


									Network cable laying			YES			YES


									Fiber cable laying.			YES			YES			Fiber optic cable


									Signaling cable laying.			YES			YES			Use Cat-6 Network Cable.


									Balun requirement 			YES			YES			Please mention  75 ohms, 125 ohms impendence


									Power Voltage range as per Country Standard			YES			YES


									E-1 cable laying.			YES			YES


			3			Facilities			Power Voltage range as per Country Standard			YES			YES


									Sitting Arrangement for Engineers in Datacenter			YES			YES


									Access for datacenter.			YES			YES


									Power and LAN connections on office spaces available.


									Internet access with messangers in Engineer's Laptops (LAN Ports / IPs)			YES			YES


			4			Network 			IS working telephone available with ISD facility 			YES			YES


									Remote Access via VPN / any remote desktop sharing tool (Ports should be open)			YES			YES


									WAN Topology Diagrams. 			YES			YES


									LAN Topology Diagrams for managed locations / sites.			YES			YES


									Switch VLAN Configuration details.			YES			YES


									Fiber Diagram			YES			YES


									Signaling Diagram			YES			YES


									E-1 Diagram			YES			YES


			5			IP Interconnections			IP address of Network & Signaling			YES			YES


									Which DDF (Digital distribution frame) used for E-1 (mention the name of DDF in remark)			YES			YES


									Required IP addresses for servers			YES			YES


									Gateway IP connection.			YES			YES


			6			Document /Password			Web access URL.			YES			YES


									DNS entries for web access.			YES			YES


									Solution Document & Scope of Work (SOW) 


									Configuration Docs for Network, Server, Application and Security devices in detail.
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CONTECT PERSON DETAILS



Employee Name (Onsite)	:	_________________________________________________________________



Address	:	_________________________________________________________________



		_________________________________________________________________



Contact Number	:	_________________________________________________________________



E-mail ID	:	_________________________________________________________________



Site Address	:	_________________________________________________________________



 		_________________________________________________________________



Any other Detail	:	_________________________________________________________________



		_________________________________________________________________
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32 ampere Nema Connector 
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15 ampere Normal connector.







[image: ]







Three Ping Connector.
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				Voltage Range & Power Connectors user across World



				S/N				Country / Region				Type(s) of plug / socket				Voltage				Frequency				Comments



				1				Albania				C, F				220 V				50 Hz



				2				Algeria				C, F				230 V				50 Hz



				3				American Samoa				A, B, F, I				120 V				60 Hz



				4				Andorra				C, F				230 V				50 Hz



				5				Angola				C				220 V				50 Hz



				6				Anguilla				A, B				110 V				60 Hz



				7				Antigua				A, B				230 V				60 Hz				Airport power is reportedly 110 V.



				8				Argentina				S				220 V				50 Hz				Live and neutral are reversed for socket outlet type I in comparison to most other countries.



				9				Armenia				C, F				230 V				50 Hz



				10				Aruba				A, B, F				127 V				60 Hz				Lago Colony 115 V.



				11				Australia				I				230 V				50 Hz				As of 2000, the mains supply voltage specified in AS 60038 is 230 V with a tolerance of +10% -6%[4]. This was done for voltage harmonisation - however 240 V is within tolerance and is commonly found. Mains voltage is still popularly referred to as being "two-forty volts". Bathrooms in hotels will often have a type I, C and A socket marked "for shavers only" as pictured on the right.



				12				Austria				C, F				230 V				50 Hz



				13				Azerbaijan				C				220 V				50 Hz



				14				Azores				C, F				220 V				50 Hz



				15				Bahamas				A, B				120 V				60 Hz				along with 50 Hz in some outlying areas



				16				Bahrain				G				230 V				50 Hz				Awali 110 V, 60 Hz.



				17				Balearic Islands				C, F				220 V				50 Hz



				18				Bangladesh				A, C, D, G, K				220 V				50 Hz



				19				Barbados				A, B				115 V				50 Hz



				20				Belarus				C				220 V				50 Hz



				21				Belgium				C, E				230 V				50 Hz



				22				Belize				A, B, G				110 V				60 Hz



				23												and



				24												220 V



				25				Benin				C, E				220 V				50 Hz



				26				Bermuda				A, B				120 V				60 Hz



				27				Bhutan				D, F, G, M				230 V				50 Hz



				28				Bolivia				A, C				220 V				50 Hz



				29				Bonaire								127 V				50 Hz				Receptacle is combination of B&C without ground connector.



				30				Bosnia				C, F				220 V				50 Hz



				31				Botswana				D, G, M				230 V				50 Hz



				32				Brazil				A, B, C, I - Older C,
NBR14136:2002  or 
IEC 60906-1 - Newer devices				127 V				60 Hz				Type I is becoming common for 220 V outlets and appliances in 127 V areas. Dual-voltage wiring is rather common for high-powered appliances, such as clothes dryers and electric showers which tend to be 220 V even in 127 V areas. Depending on the area, the exact voltage might be 115 V, 127 V, or 220 V. The A, B and C types are sometimes together (flat with rounder ends and ground pin) so that an A, B or C types can be used. Also note that by Jan 1st 2010, Brazil converted to the IEC 60906-1 international plug which looks similar to type J but is not compatible. Since then, all devices shall comply with new standard.



				33												and



				34												220 V



				35				Brunei				G				240 V				50 Hz



				36				Bulgaria				C, F				230 V				50 Hz



				37				Burkina Faso				C, E				220 V				50 Hz



				38				Burundi				C, E				220 V				50 Hz



				39				Cambodia				A, C, G				230 V				50 Hz



				40				Cameroon				C, E				220 V				50 Hz



				41				Canada				A, B				120 V				60 Hz				Standardized at 120 V. 240 V split phase used for applications such as clothes driers, air conditioning, electric heating, water heater, cook-stoves and machinery. Buildings and houses with more than one branch circuit have both voltages. Type A outlets are for repairs only (house from the 1950s or older), type B now required for new construction and renovation. A 20-Amp type B but with a T-slot is used in kitchens in new construction. [5]



				42				Canary Islands				C, E, F, L				220 V				50 Hz



				43				Cape Verde				C, F				220 V				50 Hz



				44				Cayman Islands				A, B				120 V				60 Hz



				45				Central African Republic				C, E				220 V				50 Hz



				46				Chad				D, E, F				220 V				50 Hz



				47				Channel Islands				C, G				230 V				50 Hz



				48				Chile				C, L				220 V				50 Hz



				49				China (mainland only)				A, C, I				220 V				50 Hz				Most wall outlets simultaneously support Types A and I. Some outlets support Type C as well (the holes in the outlets are flat in the middle and round on the sides) so that either a Type A, a Type C or a Type I (Unearthed) plug can be used. A second outlet only type I (Earthed) is next to the unearthed multi Type A\C\I outlet. Type A outlets only fit plugs with pins of the same width—a polarized Type A plug requires an adapter. NOTE: no matter the type of plug the socket will accept, voltage in china is always 220 volts. See photo at right.



				50				Colombia				A, B				120 V				60 Hz				High-power air conditioners, restaurant equipment, cookstoves and ovens use 240 volt supplies. Wiring conventions, practices and standards follow the Colombian Electrical Code (Codigo Electrico Colombiano) which is essentially a translation of the USA National Electric Code.



				51				Comoros				C, E				220 V				50 Hz



				52				Congo-Brazzaville				C, E				230 V				50 Hz



				53				Congo-Kinshasa				C, D				220 V				50 Hz



				54				Cook Islands				I				240 V				50 Hz



				55				Corfu				C				220 V				50 Hz



				56				Costa Rica				A, B				120 V				60 Hz



				57				Côte d'Ivoire				C, E				230 V				50 Hz



				58				Croatia				C, F				230 V				50 Hz



				59				Cuba				A, B				110 V				60 Hz



				60				Cyprus				G				240 V				50 Hz



				61				Czech Republic				C, E				230 V				50 Hz				Type C Plugs are common, especially for low-power devices. Type C wall sockets are very uncommon, and exist only in very old installations.



				62				Denmark				C, E, K				230 V				50 Hz				Type E is added from July 2008.[6]



				63				Djibouti				C, E				220 V				50 Hz



				64				Dominica				D, G				230 V				50 Hz



				65				Dominican Republic				A, B				110 V				60 Hz



				66				East Timor				C, E, F, I				220 V				50 Hz



				67				Ecuador				A, B				120 V				60 Hz



				68				Egypt				C				220 V				50 Hz



				69				El Salvador				A, B				115 V				60 Hz



				70				Equatorial Guinea				C, E				220 V				50 Hz



				71				Eritrea				C				230 V				50 Hz



				72				Estonia				C, F				230 V				50 Hz



				73				Ethiopia				C, E, F, L				220 V				50 Hz



				74				Faroe Islands				C, K				220 V				50 Hz



				75				Falkland Islands				G				240 V				50 Hz



				76				Fiji				I				240 V				50 Hz



				77				Finland				C, F				230 V				50 Hz



				78				France				C, E				230 V (formerly 220 V)				50 Hz				Type C wall sockets have been prohibited in new installations for more than 10 years.



				79				French Guiana				C, D, E				220 V				50 Hz



				80				Gaza Strip				C, H				230 V				50 Hz				(see Israel in this list)



				81				Gabon				C				220 V				50 Hz



				82				Gambia				G				230 V				50 Hz



				83				Georgia				C				220 V				50 Hz



				84				Germany				C, F				230 V (formerly 220 V)				50 Hz				Type F ("Schuko", short for "Schutzkontakt") is standard. Type C Plugs are common, especially for low-power devices. Type C wall sockets are very uncommon, and exist only in very old installations.



				85				Ghana				D, G				230 V				50 Hz



				86				Gibraltar				G, K				240 V				50 Hz				Type K was used in the Europort development by the Danish builders. Otherwise the United Kingdom fittings are used.



				87				Greece				C, F, (older)"Tripoliko" similar to type J and post-1989 type H				230 V (formerly 220 V)				50 Hz				Type F ("Schuko", Greek: Σούκο) is the de-facto standard for new installations' sockets. Type C sockets exist only in old installations. Light appliances use type C plug while more electricity-consuming ones use type E&F or F plugs.



				88				Greenland				C, K				220 V				50 Hz



				89				Grenada				G				230 V				50 Hz



				90				Guadeloupe				C, D, E				230 V				50 Hz



				91				Guam				A, B				110 V				60 Hz



				92				Guatemala				A, B				120 V				60 Hz



				93				Guinea				C, F, K				220 V				50 Hz



				94				Guinea-Bissau				C				220 V				50 Hz



				95				Guyana				A, B, D, G				240 V				60 Hz				Mixture of 50 Hz and 60 Hz distribution according to Guyana Power and Light [7] Conversion of 50 Hz distribution to 60 Hz is ongoing [8]



				96				Haiti				A, B				110 V				60 Hz



				97				Honduras				A, B				110 V				60 Hz



				98				Hong Kong				G is used in almost all products, while M is (rarely) used when required current rating is between 13~15A. D is now obsolete in Hong Kong.				220 V				50 Hz				Largely based on UK system. Occasionally, a 'shaver' socket (similar to Type C) is found in some bathrooms that provides low current to some other plug types. These almost always have a 110 V socket and a 220 V socket in the same unit, or a switch to select voltage, which are sometimes labelled as 110 V and 220 V. This duo installation is not as common in HK as in the UK. There was a smaller 2 A version of type D, now obsolete.



				99				Hungary				C, F				230 V (formerly 220 V)				50 Hz



				100				Iceland				C, F				230 V				50 Hz



				101				India				C, D, M				230 V				50 Hz				Residential power supplied in India is two wire 240 volts, permitted variation 6%, and maximum load 40 amperes. Frequency 50 Hz.



				102				Indonesia				C, F, G				220 V				50 Hz				Type G socket/plug is not common.



				103				Iran				C, F				220 V				50 Hz				Type C wall sockets are less common, and exist only in older installations. Type F is used for new installations. Type C Plugs are common for low-power devices.



				104				Iraq				C, D, G				230 V				50 Hz



				105				Ireland				G (obsolete or specialist installations may be D and M (as in the UK) or F)				230 V (formerly 220 V)				50 Hz				G Sockets and plugs standard as defined by NSAI I.S. 401 (Plug) I.S. 411 (Socket outlet). Type F ("Side Earth") plugs occasionally seen in old installations probably because much of the early Irish electrical network was heavily influenced by Siemens. ' A 'shaver' socket (similar to Type C) is sometimes found in bathrooms that will provide low current to some other plug types. These almost always have a 110 V socket and a 230 V socket in the same unit, or a switch to select voltage, which are sometimes labelled as 115 V and 230 V. The G type socket often has a on-off switch on the socket. 110 V centre point earthed transformers are often used for industrial portable tools.



				106				Isle of Man				G				240 V				50 Hz



				107				Israel				C, H, M				230 V				50 Hz				The standard for H plugs and sockets was recently modified to use round pins, so most modern sockets accept both type C and type H plugs. Type M sockets are used for air conditioners. Identical plugs and sockets also used in the Palestinian National Authority areas.



				108				Italy				C, F, L				230 V (formerly 220 V)[9]				50 Hz



				109				Jamaica				A, B				110 V and 220 V				50 Hz



				110				Japan				A, B				100 V				50 Hz				East Japan 50 Hz (Tokyo, Kawasaki, Sapporo, Yokohama, and Sendai); West Japan 60 Hz (Okinawa, Osaka, Kyoto, Kobe, Nagoya, Hiroshima). Older buildings have nonpolarized sockets, in which case American polarized plugs (one prong wider than the other) would not fit. Many buildings do not have the ground pin. Sockets and switches fit in American-sized standard boxes.



																				and



																				60 Hz



				113				Jordan				B, C, D, F, G, J				230 V				50 Hz



				114				Kazakhstan				C, E, F				220 V				50 Hz				No official standard. Voltage tolerance is 220 V ±10%. Actual voltage may vary (usually 150-200 V) because of unstable electrical system.



				115				Kenya				G				240 V				50 Hz



				116				Kiribati				I				240 V				50 Hz



				117				Kuwait				C, G				240 V				50 Hz



				118				Kyrgyzstan				C				220 V				50 Hz



				119				Laos				A, B, C, E, F				230 V				50 Hz



				120				Latvia				C, F				220 V				50 Hz



				121				Lebanon				A, B, C, D, G				240 V				50 Hz



				122				Lesotho				M				220 V				50 Hz



				123				Liberia				A, B, C, E, F				120 V				50 Hz				Previously 60 Hz, now officially 50 Hz. Many private power plants are still 60 Hz. A & B are used for 110 V; C & F are used for 230/240 V. Much of the centralized power system was destroyed during the civil wars starting in 1990, and public power supplies are still limited. Local supplies may vary and may not match the usual voltage for a particular wall socket. [10]



				124												and



				125												240 V



				126				Libya				D, L				127 V				50 Hz				Barca, Benghazi, Darnah, Sabha & Tobruk 230 V.



				127				Lithuania				C, F				230 V (formerly 220 V)				50 Hz



				128				Liechtenstein				C, J				230 V				50 Hz				Swiss Norm, C only in the form CEE 7/16.



				129				Luxembourg				C, F				230 V (formerly 220 V)				50 Hz



				130				Macau S.A.R. of China				D, M, G, a small number of F				220 V				50 Hz				No official standards there. However, in the Macao-HK Ferry Pier built by Portuguese Government before handover the standard was E & F. After handover, Macau adopted G in both government and private buildings. Before 1980s, 110 V was found in Macau but now obsolete.



				131				Macedonia				C, F				220 V				50 Hz



				132				Madagascar				C, D, E, J, K				127 V				50 Hz



				133												and



				134												220 V



				135				Madeira				C, F				220 V				50 Hz



				136				Malawi				G				230 V				50 Hz



				137				Malaysia				C, G (but M for air conditioners and clothes dryers)				240 V (although officially ratified as 230 V)				50 Hz				The official mains power voltage is AC 230 V with the tolerance of +10%,-6%.[11] However, the supplied voltage remains at 240 V, as the supplied voltage is within the allowed tolerance. Areas that rely on private power companies, like some parts of Penang and Kedah, receive a true 230 V supply. Remote villages which rely on off-grid localized diesel generators (i.e. small villages and/or isolated holiday resorts on islands too far away from the mainland to have viable underwater cabling) may receive unstable power with higher voltages, with some areas recorded to be as high as 260 V. Type C plugs are very common with audio/video equipment. Plugged into Type G outlets using widely available adapters or forced in by pushing down the shutter. The latter is widely practised, although hazardous. Since the late 90s, dedicated Type C sockets can also be found on some power strips sold in the country for convenience given the wide proliferation of devices with Type C plugs. Type C sockets can also be found on dedicated shaver sockets in bathrooms of many hotels. Type M sockets are normally used for air conditioning (especially if the air conditioner requires a magnetic starter), heavy industrial equipment, spotlights, and less commonly, washers and clothes driers. This is because most modern washers sold in the country are also fitted with Type G plugs and are two-in-one compact units which uses the same tub for washing and drying.



				138				Maldives				A, D, G, J, K, L				230 V				50 Hz



				139				Mali				C, E				220 V				50 Hz



				140				Malta				G				230 V				50 Hz



				141				Martinique				C, D, E				220 V				50 Hz



				142				Mauritania				C				220 V				50 Hz



				143				Mauritius				C, G				230 V				50 Hz



				144				Mexico				A, B				127 V				60 Hz				Type B is becoming more common. Voltage can legally vary by +/- 10% (giving a range of 114 to 140 volts). Split phase is commonly available and local electricians are apt to wire both to a type A/B socket to give 240 V for air conditioning or washing machine/dryers.



				145				Micronesia				A, B				120 V				60 Hz



				146				Moldova				C, F				220 V				50 Hz				Compatible with European and former Soviet Union (GOST) standards.



				147				Monaco				C, D, E, F				127 V				50 Hz



				148												and



				149												220 V



				150				Mongolia				C, E				220 V				50 Hz



				151				Montenegro				C, F				220 V				50 Hz



				152				Montserrat (Leeward Is.)				A, B				230 V				60 Hz



				153				Morocco				C, E				127 V				50 Hz				Conversion to 220 V only underway.



				154												and



				155												220 V



				156				Mozambique				C, F, M				220 V				50 Hz				Type M found especially near the border with South Africa, including in the capital, Maputo.



				157				Myanmar/Burma				C, D, F, G				230 V				50 Hz				Type G found primarily in better hotels. Also, many major hotels chains are said to have outlets that will take Type I plugs and perhaps other types.



				158				Namibia				D, M				220 V				50 Hz



				159				Nauru				I				240 V				50 Hz



				160				Nepal				C, D, M				230 V				50 Hz



				161				Netherlands				C, F				230 V (formerly 220 V)				50 Hz



				162				Netherlands Antilles				A, B, F				127 V				50 Hz				St. Martin 120 V, 60 Hz; Saba & St. Eustatius 110 V, 60 Hz, A, maybe B



				163												and



				164												220 V



				165				New Caledonia				E				220 V				50 Hz



				166				New Zealand				I				230 V				50 Hz				Electricity (Safety) Regulations 2010 state supply voltage is 230 V ±6%



				167				Nicaragua				A, B				120 V				60 Hz



				168				Niger				A, B, C, D, E, F				220 V				50 Hz



				169				Nigeria				D, G				240 V				50 Hz



				170				North Korea				C				220 V				50 Hz



				171				Norway				C, F				230 V				50 Hz				IT earthing system (most widespread)



				172																				TN earthing system (new installations)



				173																				TT earthing system (used in some installations in Bergen)



				174																				Sockets lacking earth are prohibited in new installations.



				175				Okinawa				A, B				100 V				60 Hz				Military facilities 120 V.



				176				Oman				C, G				240 V				50 Hz				Voltage variations common.



				177				Pakistan				C, D, G, M				230 V				50 Hz				Official standard is 230 V / 50 Hz. Voltage tolerance is 230 V ±5% (218 V to 242 V). Frequency tolerance 50 Hz ±2% (49 Hz to 51 Hz) But Karachi Electric Supply Corporation (KESC) is 240 V / 50 Hz.



				178																				Type C and D Plug / Socket are common for low-power devices. Type M Plug / Socket is common for air conditioners and high-power devices. Type G Plug / Socket is less common.



				179				Panama				A, B				110 V				60 Hz				Panama City 120 V.



				180				Papua New Guinea				I				240 V				50 Hz



				181				Paraguay				C				220 V				50 Hz



				182				Peru				A, B, C				220 V				50 Hz				Talara 110/220 V;



				183				Philippines				A, B, C				220 V				50 Hz				Most plugs and outlets are Type A, but some are C. Type B are commonly found in high powered appliances and computers. Some buildings have sockets that accepts Types A, B and C. Sockets and switches are built to USA dimensions and fit USA sized wall boxes.



				184				Poland				C, E				230 V (formerly 220 V)				50 Hz				Type C Plugs are common, especially for low-power devices. Type C ungrounded sockets could be seen in old houses and in countryside.



				185				Portugal				C, F				220 V[12]				50 Hz



				186				Puerto Rico				A, B				120 V				60 Hz



				187				Qatar				D, G				240 V				50 Hz



				188				Réunion				E				220 V				50 Hz



				189				Romania				C, F				230 V (formerly 220 V)				50 Hz				Virtually identical to German standards. Most household sockets still compatible with East European standards (4.0 mm pins).



				190				Russian Federation				C, F				220 V				50 Hz				USSR (along with much of Eastern Europe) used type GOST sockets with 4.0 mm pins similar to West European C type plugs and the 4.8mm standard used by West European type E/F Plugs[13]. The former Soviet sockets could be seen mainly in old houses and in countryside. Obsolete standard 127 V/50 Hz AC is used in some remote villages. Elsewhere it was replaced in 1970s by the 220 V standard.



				191				Rwanda				C, J				230 V				50 Hz



				192				St. Kitts and Nevis				A, B, D, G				110 V				60 Hz				Region plug is same as United States (2 pin) 110-120 V



				193												and



				194												230 V



				195				St. Lucia (Windward Is.)				G				240 V				50 Hz



				196				Saint Pierre and Miquelon				E				230 V				50 Hz



				197				St. Vincent (Windward Is.)				A, C, E, G, I, K				230 V				50 Hz



				198				São Tomé and Príncipe				C, F				220 V				50 Hz



				199				Saudi Arabia				A, B, F, G				127 V				60 Hz



				200												and



				201												220 V



				202				Senegal				C, D, E, K				230 V				50 Hz



				203				Serbia				C, F				220 V				50 Hz



				204				Seychelles				G				240 V				50 Hz



				205				Sierra Leone				D, G				230 V				50 Hz



				206				Singapore				C, G				230 V				50 Hz				Type C is used for audio/video equipment and plug adapters are widely available.



				207				Slovakia				C, E				230 V				50 Hz



				208				Slovenia				C, F				230 V				50 Hz



				209				Somalia				C				220 V				50 Hz



				210				South Africa				C, M				220 V				50 Hz				Type C used for some appliances. Adapters are widely available.



				211				South Korea				A, B, C, F (Types A & B are used for 110-volt installations and/or found in very old buildings. Types C & F are used for 220 Volts.)				220 V				60 Hz				Type F is normally found in offices, airports, hotels and homes. Type C (type CEE 7/17) sockets are obsolete and manufacture was discontinued as of 2008, but examples are still found in a lot of places. In cases where a Type C socket was replaced with a Type F, the ground contact is often not connected to anything. 220 volt power is distributed by using both "live" poles of a 110 volt system (neutral is not used). 110 V/60 Hz power with plugs A & B were previously used but has already been phased out. Some residents install their own step-down transformers and dedicated circuits, so that they can use 110 V appliances imported from Japan or North America. Most hotels only have 220 V outlets, but some hotels offer both 110 V (Type A or B) and 220 V (Type C or F) outlets. Switches and outlets fit American-sized boxes.



				212				Spain				C, F				230 V (formerly 220 V)				50 Hz



				213				Sri Lanka				D, M, G				230 V				50 Hz				Increased use of type G in new houses/establishments. Mainly in Colombo and high end hotels.



				214				Sudan				C, D				230 V				50 Hz



				215				Suriname				C, F				127 V				60 Hz



				216				Swaziland				M				230 V				50 Hz



				217				Sweden				C, F				230 V (formerly 220 V)				50 Hz				Sockets lacking earth are prohibited in new installations. 400 V for some washing machines and other fixed installations. In bathroom etc. 110-115 socket can be found and used for shavers and other "bathroom tools"



				218				Switzerland				C, J				230 V				50 Hz				C only in the form CEE 7/16. In some very old installations, type E sockets or sockets that are compatible with type J and type E plugs are found.



				219				Syria				C, E, L				220 V				50 Hz



				220				Tahiti				A, B, E				110 V				60 Hz/50 Hz				Marquesas Islands 50 Hz [14]



				221												and



				222												220 V



				223				Taiwan				A, B				110 V				60 Hz				Most outlets are Type A. When an outlet is Type B, the ground (earth) holes are usually not connected to anything in older houses but are grounded in modern houses. Most appliances have Type A plugs, but some appliances have Type B plugs. The ground prong on the Type B plus is often cut off to make it fit in Type A sockets in older buildings. Sockets and switches are built to USA dimensions and fit USA sized wall boxes. Dedicated sockets provide 220 V for air conditioning units.



				224				Tajikistan				C, I				220 V				50 Hz



				225				Tanzania				D, G				230 V				50 Hz



				226				Thailand				A, B, C, F, Unearthed I				220 V				50 Hz				Outlets in hotels and most buildings are usually a combination of types B and C which will accept plug types A, B, C and I, while outlets in older buildings are usually type A. Only Unearthed Type I plugs can be used in these combination sockets, earthed type I plugs will not fit. An equal proportion of appliances have type A or C plugs, or B if an Earth connection is required. Type F is mainly for high-powered appliances such as air conditioners, kettles and cookers. A 3-pin plug that only fits in B/C sockets is also seeing increased use, it differs from type B by having all the pins round. [15]. Receptacles and switches for in-wall use are built to USA dimensions and fit USA standard type wall boxes.



				227				Togo				C				220 V				50 Hz				Lome 127 V.



				228				Tonga				I				240 V				50 Hz



				229				Trinidad & Tobago				A, B				115 V				60 Hz



				230				Tunisia				C, E				230 V				50 Hz



				231				Turkey				C, F				230 V				50 Hz



				232				Turkmenistan				B, F				220 V				50 Hz



				233				Uganda				G				240 V				50 Hz



				234				Ukraine				C, F				220 V				50 Hz



				235				United Arab Emirates				C, D, G				220 V				50 Hz



				236				United Kingdom				G (D and M seen in very old installs and specialist applications)				230 V (formerly 240 V in mainland Britain and 220 V in Northern Ireland)				50 Hz				Voltage tolerance of 230 V +10%/−6% (216.2 V to 253 V), widened to 230 V ±10% (207 V to 253 V) in 2008. The system supply voltage remains centred on 240 V. [16] A "shaver socket" (similar to Type C) is sometimes found in bathrooms that will provide low current to some other plug types. These sometimes have a ~110 V socket and a ~240 V socket in the same unit, or a switch to select voltage for a single socket. The G type socket usually has an on-off switch. IEC 60309 plugs and connectors are used in industrial and construction locations as well as for outdoor use in domestic and other business premises. Plug types D and M were used until the 1960s and are still in preferred use for theatre and TV stage lighting applications due to lack of internal fuse.



				237				United States of America				A, B				120 V				60 Hz				Standardized at 120 V. Electricity suppliers aim to keep most customers supplied between 114 and 126 V most of the time. 240 V/60 Hz used for heavy duty applications such as air conditioners, clothes dryers, stoves, ovens, and water heaters. Buildings with more than one branch circuit will have both 120 and 240 V available. Since 1962, Type B outlets are required by code in new construction and renovation. A T-slot Type B is rated for 20 amperes for use in kitchens or other areas using large 120 V appliances.



				238				Uruguay				C, F, L (I only in very old installs)				230 V (formerly 220 V)				50 Hz				Type L is the most common in modern homes and type F is the second as a result of computer use. Neutral and live wires are reversed, as in Argentina.



				239				Uzbekistan				C, I				220 V				50 Hz



				240				Vanuatu				I				230 V				50 Hz



				241				Venezuela				A, B				120 V				60 Hz				Type G found in household 240 V service only for air conditioning and some high power appliances.



				242				Vietnam				A, C, G				220 V				50 Hz				Type A is the norm in Southern Vietnam and Type C is the norm in Northern Vietnam (according to the pre-unification border at 17 degrees North). Type G is found only in some new luxury hotels, primarily those built by Singaporean and Hong Kong developers. But Type G is never found in homes, shops, or offices.



				243				Virgin Islands				A, B				110 V				60 Hz



				244				Western Samoa				I				230 V				50 Hz



				245				Yemen				A, D, G				230 V				50 Hz



				246				Zambia				C, D, G				230 V				50 Hz



				247				Zimbabwe				D, G				220 V				50 Hz
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				SN				Action				Status 



				1				0-2 				Good 



				2				>2 <5				Accepteble



				3				>5				Not Accepteble 
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Data center Cooling  structure



[image: Plenum-to-Plenum Cooling Configuration]



A temperature range of 16–24 °C (61–75 °F) and humidity range of 40–55% with a maximum dew point of 15°C as optimal for data center conditions. The temperature in a data center will naturally rise because the electrical power used heats the air.
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Rack Diagram
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Sheet1


			Part No.			Description			As per BOM			As per Packing list			Received at Site 			Required			Remarks 


			88524TA			IBM eServer BladeCenter(tm) H Chassis with 2x2980W PSU			1


			68Y6601			IBM BladeCenter H 2980W AC Power Modules w/Fan Pack			1


			39Y9314			Multi-Switch Interconnect Module for IBM BladeCenter			2


			39Y9324			Server Connectivity Module for IBM BladeCenter			4


			44X1920			Brocade 20-port 8 Gb SAN Switch Module for IBM BladeCenter			2


			44X1962			Brocade 8 Gb SFP+ SW Optical Transceiver			12


			2019A1X			IBM BladeCenter KVM/Advanced Management Module			1


			7870G2A			HS22, Xeon 4C E5620 80W 2.40GHz/1066MHz/12MB, 3x2GB, O/Bay 2.5in SAS			11


			46C0564			4GB (1x4GB, 2Rx8, 1.35V) PC3L-10600 CL9 ECC DDR3 1333MHz VLP RDIMM			49


			42D0637			IBM 300 GB 2.5in SFF Slim-HS 10K 6Gbps SAS HDD			35


			44X1940			QLogic Ethernet and 8Gb Fibre Channel Expansion Card (Cffh) for IBM BladeCenter			9


			44W4479			2/4 Port Ethernet Expansion Card (CFFh) For IBM BladeCenter			4


			2859-A21			IBM System Storage N3400 Model A21			1


			2857-003			IBM System Storage  EXN3000 SAS/SATA Expansion Unit			1


			4015			300 GB, 15K RPM SAS HDD			39


						X3650, Xeon 4C E5620 80W 2.40GHz/1066MHz/12MB, 3x2GB, O/Bay 2.5in SAS			3


						2GB (1x2GB, 2Rx8, 1.35V) PC3L-10600 CL9 ECC DDR3 1333MHz VLP RDIMM			3


						Emulex 8Gb FC Single-port HBA			1


			35732UL			TS3100 Tape Library Model L2U Driveless			1


			46X2682			LTO Ultrium 5 Fibre Channel Drive			1


			23R6998			3573 Rack Mount Kit			1


			23R7008			Ultrium Cleaning Cartridge			1


			46C2084			Ultrium 5 Data Cartridge (5-pack)			1


			23R7000			Rack to PDU Line Cord			1


			23R7137			13.0 m LC/LC Fibre Cable			1


						ServeRAID M5014 SAS/SATA Controller (Battery not included)			2


						Redundant 675W Power supply			2


						IBM UltraSlim Enhanced SATA Multi-Burner			4


						IBM Virtual Media Key			2


						ASA 5520 Firewall with IPS (without RPS)			2


						IP Based Load Balancer - 1 Gbps Throughput with one year support			2


						24 Port All Gig Managed LAN Switch			3


						Rack (42U), 15" LCD, Keyboard, Mouse , 2x AC PDU			1


						  CAT6 Cable - 305 meters			1


						7ft Patch Cable with Connector			30


						Intel Xeon 4C Processor Model E5620 80W  2.40GHz/1066MHz/12MB			2


			25R5785			2.8m, 200-240V, Triple 16A IEC 320-C20			2


			39Y8934			Front End Pdu's			2


			39Y8957			 DPI Uni Rack Power Nema L5-20P Hungary


			81Y6558 			 IBM 460W Redundant Power Supply Unit Hungary
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Activity List.xlsx

Implementation plan


			Implementation plan 


			Plan of the activity			Duration			Date			SPOC			Remarks


			Verify checklist for site readiness 			3 Days						OS  


			Rack Position is identified.


			Service Area in front and back side of the rack.


			Feasibility check on dual power supply from different source


			Power Voltage range and earthing as per standard.


			Hardware verification as per BOM & Packing list												 Can be extended subject to the issue


			Mounting of devices in the respective Racks


			Cabling & Dressing of devices in the respective Racks


			Labelling of devices in respective racks


			Redundant Power connectivity to all the devices


			Post Test of all the devices


			IOS / Firmware upgradation of all OS devices as per standard			1 Day						OS  


			IOS / Firmware upgradation of all network devices as per standard			1 Day						Network  


			Basic hardening implementation on servers			1 Day						OS  


			Basic hardening implementation on Network devices			1 Day						Network  


			Configuration of New OS devices / Servers			2 Day						OS  








			Configuration of New Network devices 			2 Day						Network 





			Uplink connectivity and testing + Remote access ( Integration with Comviva VPN )			1 Day						Network


			Troubleshooting / Testing after implementation			1 Day						OS / Network 			 Can be extended subject to the issue


			SAN switch configuration + Storage configuration			1 Day 						Storage


			Storage integration with servers + Mount point testing			0.5 Day						Storage


			Failover testing 			1 Day						OS / Network 








			Number of Days for OS + Storage Deployment			10.5 Days


			Number of Days for Network Deployment			7 Days


			Total Days of Deployment			17.5 Days





			Assumtion : We are assuming Comviva statndard architecture where :


			10 Servers, 2 Firewalls, 2 Switches, 2 Load Balancers, 2 SAN Switches and Storage
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				INTRODUCTION & Business Requirement
This document represents minimum baseline security standard set by Mahindra Comviva GPD unit for Firewall, Switch & Linux implementation. This document can be used to verify / provide baselines for firewall and switch implementation from an organization IT security point of view.

Each Minimum Baseline Security Standard statement comprises of:

 A control standard, 
 An risk statement, and 
 Implementation procedures. 

The Control Standard specifies uniform control practices and system parameters to enforce security.  Compliance with defined control standards is considered necessary within an organization unless their implementation unfavourably impacts business and operational requirements.  Any exceptions or deviations from the stated control standard will require formal approval from respective Information Security Group of organization, who will guide the implementation team regarding the security configuration of the asset under consideration.

The Risk Statement provides details on the risk being addressed by the control standard and the possible negative implications of not following the defined control standard.

Implementation Procedures are high-level concepts, provided as guidance to the asset owners who would need to perform or configure into the asset to comply with the control standards.

The Minimum Baseline Standards are designed as a benchmark and where necessary, exceptions may have to be considered for individual assets as
a result of operational requirements.  Additional security configuration will be required over and above minimum baseline 
standards to address the unique information security requirements of a specific asset and to enhance the security to a level corresponding to its risk 
classification and control requirement. 

Modifications recommended in this document should be tested in a test domain before implementing them in the production environment.








































Firewall MBSS

		Technical Baseline - Firewall

		1 GENERAL ARCHITECTURE

		S. No.		Control Standard		Risk 		Implementation Procedure		Procedure to implement setting on Juniper		Procedure to implement setting on Fortigate		Procedure to Implement setting on ASA		Applied Settings on Production Firewall		Remark

		1.1		Network Address Translation (NAT) / Port forwarding:		Failure to implement Network Address Translation (NAT) could enable external hosts to connect directly to internal systems using spoofed packets.  This significantly increases the likelihood of an individual obtaining unauthorized access to an organization's information assets and network resources.		NAT is implemented on the firewall, assigning non-routable IP addresses to internal systems and publishing only a limited number of registered IP addresses externally.

		1.2		Boot Security: The appropriate default filters should be enabled to prevent any security compromise during the boot process and during maintenance		Failure to enable the appropriate access may render the firewall vulnerable to malicious activity		Password should be placed for CONSOL login and physical access to firewall should be restricted to authorized personal.		Normal username and passwords are been used to login to console. In Juniper SSG, console password can not be kept separate / left blank.		type “config system admin”
type “edit” followed by a user you want to reset the password for, e.g. “edit Joe”
type “set password” followed by a new password, e.g. “set password NewPass1“
type “end” to finish the procedure		There are no line commands in the ASA. 
The console is only protected by the enable password (to gain level 15 access).



		2 AUTHENTICATION, IDENTIFICATION AND ACCOUNT MANAGEMENT

		Authentication, identification, and account management standards address the control requirements related to legitimate user credentials, and the definition of users having similar access requirements into manageable groups.

		S. No.		Control Standard		Risk 		Implementation Procedure		Procedure to implement setting on Juniper		Procedure to implement setting on Fortigate		Procedure to Implement setting on ASA		Applied Settings on Production Firewall		Remark

		2.1		Unique Administrator and normal user (used for firewall policy auth) Accounts: Every admin user is uniquely and unambiguously identifiable through a user account and has a password associated with the account.		In the absence of uniquely identifiable administrators on the system, it will be difficult to establish users’ accountability for their actions as more than one user-id can be responsible for an activity on the system.		All users should be authenticated via the active directory services or through AAA+ system such as TACACs+ / RADIUS or from LDAP		set auth-server ldap1 type ldap
set auth-server ldap1 account-type admin
set auth-server ldap1 server-name 10.9.222.49
set auth-server ldap1 timeout 10

set auth-server ldap1 ldap port 389
set auth-server ldap1 ldap cn cn
set auth-server ldap1 ldap dn ou=networks;dc=home;dc=com

set admin auth server "ldap1"		config user tacacs+

    edit "tacacs+"

        set authorization enable

        set key ENC 

        set server "192.118.67.39"

    next

end

config user group

    edit "Netsec"

        set member "tacacs+"

            config match

                edit 1

                    set server-name "tacacs+"

                    set group-name "Netsec"

                next

            end

    next

end

config user local

    edit "jackw"

        set type tacacs+

        set tacacs+-server "tacacs+"

    next

end
		hostname(config)# aaa authentication enable console {LOCAL | server_group [LOCAL]}
hostname(config)# aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group [LOCAL]}


								No account should be left without password. That includes system accounts such as daemon, monitor which otherwise can be abused. The guest account should not be available, altogether.

								Verify the existing users on the local database of the firewall system for uniqueness prior to creating additional users. Also if possible place password policy (strong password and expiration) on local database users.



		3 Management / ACCESS CONTROL

		This section contains standards designed to protect the confidentiality and integrity of information by introducing controls that restrict access to authorized users and limit the possibility of unauthorized access at the system level.

		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Firewall		Remark

		3.1		Access to the firewall is restricted by strong identification, authentication and authorization controls and all administrative access passes through an encrypted channel.		Failure to restrict access to the firewall through effective authentication and authorization controls increases the risk of an individual gaining inappropriate or unauthorized access to an organization's information assets and network resources. If administrative access is not encrypted, sensitive information about the configuration of the firewall may become available to inappropriate individuals, thereby compromising access security.		STEP 1: Define specific roles for each administrator on the firewall.



								STEP 2: Create those roles within the firewall configuration.



								STEP 3: Either:

								- Require that all management activities are performed directly on the firewall system and not from remote systems so that no administrative traffic passes across a network.

								OR

								Create strong authentication methods for firewall access if access must occur from remote systems by means of active directory / RADIUS / TACACS integration. Use of SSH / SSL for connecting to firewall / security devices.



								STEP 4: Verify that all administrative communication with the firewall (i.e. transfer of logs, configuration, and login for authentication) occurs over a private link and is encrypted by using SSH / SSL.  If encryption is not possible then use a private link that is limited to a system specific for administration and/or logging. The encryption level must be set to 128-bit key or stronger



		4 SECURITY OF THE FIREWALL SYSTEM



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Firewall		Remark

		4.1		Stealth Rule: Any traffic directed to the firewall system itself is dropped. 		Failure to drop traffic directed to the firewall system itself (except the administrative traffic generated from the administrator workstations in the inside network) could lead to launch of attacks such as Distributed Denial of Service (DDoS), compromising the availability of the firewall system.		Verify if the stealth rule is the first policy configured on the firewall through global configuration.



		4.2		Clean-Up Rule: The firewall supports a "Deny all services except those explicitly permitted" security paradigm.		Unnecessary services (that could potentially result in security compromises) are more likely to be inadvertently left open during the configuration of a firewall that permits all services except those specifically closed.		Verify if the firewall is configured to support a "deny all services except those explicitly permitted" security paradigm.

								Verify if the Clean-Up rule is the last policy configured on the firewall through global configuration.

		4.3		Secure Remote Configuration: Remote management / configuration of the firewall systems should carried out through secure protocols.		Most network protocols have weak identification and authentication mechanisms. Remote unprotected / unencrypted configuration of firewalls leaves user information susceptible to "sniffing" and "session hijacking" attacks.		Where necessary for operational reasons, perform remote management / configuration with secure protocols such as Secure Socket layer (SSL) and Secure Shell (SSH).

		4.4		Anti-spoofing is used to protect the network against IP spoofing attacks.		Spoofing is a technique where an unauthorized individual attempts to gain unauthorized access by altering the IP address of a packet to make it appear that the packet originated in part of the network with higher access privileges,  For example, an external packet may be disguised as an internal packet. Failure to implement anti-spoofing measures increases the risk that the organization may be the subject of a successful IP spoofing attack.		Implement anti-spoofing rules to prevent external network hosts from pretending to be internal hosts.  Enable the spoof tracking settings to assist the detection of spoofing attacks.

		4.5		The encryption and authentication functions (VPN) are standards-compliant and allow interoperation with other firewalls.		As new connections and additional VPN solutions develop, devices that do not comply with standards may not be able to communicate with the new technology securely. This will increase the risk of a breakdown in encryption and authentication control, potentially resulting in unauthorized access.		Implement a policy to ensure that encryption and key negotiation methods comply with recognized standards such as IPSec and triple-DES.



		4.6		FTP / SSH rules limit traffic to only that which is necessary according to business requirements. An FTP server in the DMZ can be used to increase security.		Failure to properly configure FTP / SSH rules increases the risk that unauthorized access will be granted.		If there is a requirement to allow connections from the intranet to public FTP / SSH servers, this should only be allowed from FTP clients / SSH V2 in the intranet (using static IP address) to specific FTP servers in the Internet.

								Connections from the Internet should only be allowed to specific FTP servers in the DMZ.  Logs for these servers should be checked daily.  Public directories on the FTP servers should be deleted to prevent unauthorized individuals from using them for storage.

		4.7		ICMP is explicitly controlled with its own rule.  An implicit rule exists; however it is not logged and may be forgotten during setup or operation.		Failure to implement an explicit ICMP rule may result in uncontrolled ICMP traffic passing through the firewall.		Ensure that ICMP traffic is restricted appropriately (in accordance with the organization's security policy).  If the policy is that no ICMP traffic should be allowed, this can be included in the security settings. 

		4.8		An appropriate legal notice, validated by discussions with the organization's legal department, is consistently applied across all platforms.		Failure to utilize an effective legal barrier increases the risk of criminal prosecution of an unauthorized individual being unsuccessful. System banner messages should not divulge information that could be used to circumvent security and should place on notice any would-be malevolent user that these communications are for the sole use of authorized users. Such messages should not provide specific information about the organization, the computer operating system, the network configuration, or other internal matters until the user has successfully provided both a user-ID and a password.		 For authorized use only; 
 Unauthorized access is not permitted; 
 Unauthorized users may be prosecuted; 
 Use of systems may be monitored; 
 By connecting, user agrees to comply with company policies.










		4.9		Non-business related services are limited or disabled on systems directly connected to the Internet.		Failure to limit or disable non-business related services on systems directly connected to the Internet increases the risk of an individual gaining unauthorized or inappropriate access to an organization's information assets and network resources.		Allow only business required services in firewall policies. Remaining services should be blocked via Clean UP rule.







		4.10		The firewall supports a 'deny all services except those explicitly permitted' security paradigm.		If an alternative paradigm is in use, such as 'permit all services except those explicitly denied', the overall level of protection offered by the firewall is reduced, which increases the risk of security breaches.		It is best to create an explicit rule in the rule base that drops these connections and logs them as well.





		5 SYSTEM AVAILABILITY

		System availability standards address the requirement for recovery mechanisms to ensure the continuity and availability of resources.



		S. No.		Control Standard		Risk 		Implementation Procedure		Procedure to implement setting on Juniper		Procedure to implement setting on Fortigate		Procedure to Implement setting on ASA		Applied Settings on Production Firewall		Remark

		5.1		High Availability: The firewall system functions in High Availability mode.		Failure to have redundant firewall systems working in tandem with each other increases the risk of disruption to the day-to-day business operations 		Firewall should be configured in HA to provide disruption free services.		http://kb.juniper.net/InfoCenter/index?page=content&id=KB6015		config system ha
set mode a-p
set group-name example1.com
set password HA_pass_1
end		failover
failover lan unit primary
failover lan interface failover GigabitEthernet0/3
failover polltime unit msec 200 holdtime 3
failover polltime interface msec 500 holdtime 5
failover replication http
failover link failover GigabitEthernet0/3
failover interface ip failover 192.168.0.1 255.255.255.252 standby 192.168.0.2
monitor-interface inside
monitor-interface Outside

								Interface / link monitoring should be enabled for HA failover.

								Session table of both devices should be in Sync.



		6 AUDITING, LOGGING AND MONITORING

		This feature entails proper activation, maintenance, and usage of the security features of the asset, to be conducted by a highly privileged and authorized security administrator. The administrator needs to perform functions such as overriding vendor-supplied defaults, keeping the security parameters up to date, monitoring suspected activities, and generating security audits when needed. In order to facilitate the task of security administration, it is necessary that the administrator be able to perform these functions. In addition, the asset environment needs to generate alarms adequate to alert the administrator as to the actions to be taken.  



		S. No.		Control Standard		Risk 		Implementation Procedure		Procedure to implement setting on Juniper		Procedure to implement setting on Fortigate		Procedure to Implement setting on ASA		Applied Settings on Production Firewall		Remark

		6.1		Enable Logging : Enable syslog and SNMP logging.		Without logging facilities being enabled, no audit trails exists to track security events or perform real-time monitoring.		Ensure that all traffic (Allowed & Deny), system and administrator log been monitored in Syslog and SNMP monitoring tool.

		6.2		Firewall System Time Synchronization: Network Time Protocol is used to synchronize time on the firewall system.		It is critical that the organization’s firewall system keeps the correct time and that all servers are synchronized. If Network Time Protocol (NTP) is not used, or used in an insecure fashion, there is a risk that unauthorized users may be able to manipulate services that rely on time synchronization and gain / mask access to firewall system.		Use NTP to synchronize the time on all firewall systems.		set ntp server IP.IP.IP.IP
set ntp server backup1 IP.IP.IP.IP
set ntp server src-interface eth0/0 		To synchronize with an NTP server, enter the following commands:
config system time ntp
set ntpsync enable
set ntpserver {<server_fqdn> | <server_ipv4>}
set syncinterval 5
set source-ip 192.168.4.5
end
where {<server_fqdn> | <server_ipv4>} is a choice of either the IP address or fully qualified domain name (FQDN) of the NTP server, such as pool.ntp.org.
If your NTP query succeeds, the new clock time should appear when you enter the command:
get system status		Step 1 To configure authentication with an NTP server, perform the following steps:

a. To enable authentication, enter the following command:

 hostname(config)# ntp authenticate

b. To specify an authentication key ID to be a trusted key, which is required for authentication with an NTP server, enter the following command:

 hostname(config)# ntp trusted-key key_id

Where the key_id is between 1 and 4294967295. You can enter multiple trusted keys for use with multiple servers.

c. To set a key to authenticate with an NTP server, enter the following command:

 hostname(config)# ntp authentication-key key_id md5 key

Where key_id is the ID you set in Step 1b using the ntp trusted-key command, and key is a string up to 32 characters in length.

Step 2 To identify an NTP server, enter the following command:

 hostname(config)# ntp server ip_address [key key_id] [source interface_name] [prefer]









		7 Remote Access / Site to Site Connectivity (VPN)

		This feature describes connectivity between Intranet / Extranet sites and NOMAD users to their home network via VPN.



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Firewall		Remark

		7.1		Site to Site VPN: VPN / Encryption should be used to connect between two sites (Intranet / Extranet) (if leased line not been used.		Without encryption sending traffic over public network is not secure and vulnerable to man in the middle attack, spoofing and session hijacking.		Traffic between two sites should be encrypted. A strong encryption method and PSK should be used. If possible PKI based authentication will be added advantage

								Only required services / IP addresses should be allowed with in VPN tunnel

								If possible internal network IP addresses should be NATed.

		7.2		Client to Site VPN: IPSec / SSL VPN should be used for NOMAD / roaming clients.		A VPN should be used to connect to home network from internet for NOMAD client. They should not be allowed with open access. Without encryption sending traffic over public network is not secure and vulnerable to man in the middle attack, spoofing and session hijacking.		IPSec VPN can be used with strong encryption algorithm and PSK / digital certificates.

								If SSL VPN is in use then strong Host Checker policy should be implied on user machine before connecting to VPN.

		8 UTM Features / Scanning of traffic at gateway level

		This section describe the additional layer of traffic scanning and filtering the traffic while entering or leaving the organization network.



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Firewall		Remark

		8.1		Enabling UTM Features: Enable IPS, URL filtering, AV and application control at gateway level.		The aim for this feature will enable additional layer of security at organization gateway. If UTM features not been applied then organization is more prone to malware attack, Intrusion and E-reputation loss.		URL Filtering : Enable URL filtering on all web traffic. All malicious, SPAM, Phishing, Adult, sites should be blocked.

								IPS: Enable IPS on all incoming traffic to organization form Internet / Intranet or Extranet.

								Anti Virus: Enable AV scan on all files download and uploads.

								Application Control: Apply application control on firewall and allow only necessary applications from Trust side. P2P, Bot net and Proxy should be blocked.





Switch MBSS

		Technical Baseline - Switch



		1 GENERAL ARCHITECTURE

		S. No.		Control Standard		Risk 		Implementation Procedure		Implementation Procedure for CISCO		Implementation Procedure for HP		Implementation Procedure for Juniper		Applied Settings on Production Switch		Remark

		1.1		Boot Security: The appropriate default filters should be enabled to prevent any security compromise during the boot process and during maintenance		Failure to enable the appropriate access may render the switch vulnerable to malicious activity		Password should be placed for CONSOL login and physical access to Switch should be restricted to authorized personal.		cisco(config)# line con 0                          cisco(config-line)# password xyz		user-interface aux 0                   authentication mode password                                      set authentication password simple xyz		cli configure
set system root-authentication plain-text-password

		2 AUTHENTICATION, IDENTIFICATION AND ACCOUNT MANAGEMENT

		Authentication, identification, and account management standards address the control requirements related to legitimate user credentials, and the definition of users having similar access requirements into manageable groups.

		S. No.		Control Standard		Risk 		Implementation Procedure		Implementation Procedure for CISCO		Implementation Procedure for HP		Implementation Procedure for Juniper		Applied Settings on Production Switch		Remark

		2.1		Unique Administrator Accounts: Every admin user is uniquely and unambiguously identifiable through a user account and has a password associated with the account.		In the absence of uniquely identifiable administrators on the system, it will be difficult to establish users’ accountability for their actions as more than one user-id can be responsible for an activity on the system.		All users should be authenticated via the active directory services or through AAA+ system such as TACACs+ / RADIUS		Cisco(config)#aaa new-model             
Cisco(config)#radius-server host x.x.x.x auth-port 1812 acct-port 1813 key  XYZ   		[Comware5]radius scheme radius-auth 
[Comware5-radius-radiusauth]primary authentication X.X.X.X 1812  
[Comware5-radius-radiusauth]primary accounting X.X.X.X 1813
[Comware5-radius-radiusauth]key authentication XYZ
[Comware5-radius-radiusauth]key accounting xyz
[Comware5-radius-radiusauth]user-name-format without-domain
[Comware5-radius-radiusauth]server-type extended 		user@host#set access profile Profile-1 authentication-order radius  
user@host#set radius-server x.x.x.x secret xyz  

								No account should be left without password. That includes system accounts such as daemon, monitor which otherwise can be abused. The guest account should not be available, altogether.										N/A

								Verify the existing users on the local database of the switch system for uniqueness prior to creating additional users. Also if possible place password policy (strong password and expiration) on local database users.										N/A



		3 Management / ACCESS CONTROL

		This section contains standards designed to protect the confidentiality and integrity of information by introducing controls that restrict access to authorized users and limit the possibility of unauthorized access at the system level.

		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Switch		Remark

		3.1		Access to the switch is restricted by strong identification, authentication and authorization controls and all administrative access passes through an encrypted channel.		Failure to restrict access to the switch through effective authentication and authorization controls increases the risk of an individual gaining inappropriate or unauthorized access to an organization's information assets and network resources. If administrative access is not encrypted, sensitive information about the configuration of the switch may become available to inappropriate individuals, thereby compromising access security.		STEP 1: Define specific roles for each administrator on the switch.



								STEP 2: Create those roles within the switch configuration.



								STEP 3: Either:

								- Require that all management activities are performed directly on the switch system and not from remote systems so that no administrative traffic passes across a network.

								OR

								Create strong authentication methods for switch access if access must occur from remote systems by means of active directory / RADIUS / TACACS integration. Use of SSH / SSL for connecting to switch / security devices.



								STEP 4: Verify that all administrative communication with the switch (i.e. transfer of logs, configuration, and login for authentication) occurs over a private link and is encrypted by using SSH / SSL.  If encryption is not possible then use a private link that is limited to a system specific for administration and/or logging. The encryption level must be set to 128-bit key or stronger

		4 SECURITY OF THE SWITCH SYSTEM



		S. No.		Control Standard		Risk 		Implementation Procedure		Implementation Procedure for CISCO		Implementation Procedure for HP		Implementation Procedure for Juniper		Applied Settings on Production Switch		Remark

		4.1		Secure Remote Configuration: Remote management / configuration of the Switch systems should carried out through secure protocols.		Most network protocols have weak identification and authentication mechanisms. Remote unprotected / unencrypted configuration of Switches leaves user information susceptible to "sniffing" and "session hijacking" attacks.		Where necessary for operational reasons, perform remote management / configuration with secure protocols such as Secure Socket layer (SSL) and Secure Shell (SSH).

		4.2		VLAN & Port Security: VLANs should be configured and Port security should be enabled to allow only legitimate machines to be connected on required port and communicate with in VLAN.		VLAN : If this feature is not in use then there may be slowness in network due to ARP flood and machines may communicate with any other unauthorized devices.		Required VLANs should be configured in switch with their proper description. Inter VLAN routing should be limited as per least requirement.		Enable
Configure terminal
Vlan101
Name XYZ
		[Comware5]vlan xyz
[Comware5-vlan220]name xyz		Configure 
set vlans XYZ vlan-id 101
commit


						Port Security : If port security is not in use then any machine can connect to any port any may result in spoofing, man in the middle, sniffing or in extreme cases complete network outage situation.		Port security should be enabled at least in data centre or where critical machines are connected.		Switch(config)# interface interface_id   Switch(config)#switchport port-security mac-address X.X.X.X 		<Hp> system-view
[Hp] port-security enable
[Hp] interface Ethernet1/0/1
[Hp-Ethernet1/0/1] port-security port-mode autolearn
[Hp-Ethernet1/0/1] mac-address security 0001-0001-0001 vlan 1		edit ethernet-switching-options secure-access-port
set interface ge-0/0/1 mac-limit 4
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80

		4.3		An appropriate legal notice, validated by discussions with the organization's legal department, is consistently applied across all platforms.		Failure to utilize an effective legal barrier increases the risk of criminal prosecution of an unauthorized individual being unsuccessful. System banner messages should not divulge information that could be used to circumvent security and should place on notice any would-be malevolent user that these communications are for the sole use of authorized users. Such messages should not provide specific information about the organization, the computer operating system, the network configuration, or other internal matters until the user has successfully provided both a user-ID and a password.		 For authorized use only; 
 Unauthorized access is not permitted; 
 Unauthorized users may be prosecuted; 
 Use of systems may be monitored; 
 By connecting, user agrees to comply with company policies.










		4.4		Root & BPDU Guard: In case of multiple link towards a destination which are introduced to provide multiple paths a root switch selection will happen. Hence root guard needs to be enabled to avoid any intruder switch becoming Root.		If this feature not used then any intruder switch may get connected in topology and might disturb / change complete topology of redundant link.		Root Guard should be enabled on root switch and BPDU guard should be enabled on other network switches to avoid listening BPDUs from intruder switches.		Cisco(config)# spanning-tree portfast bpduguard            Cisco#configure terminal
Cisco(config)# interface fastethernet 3/1
Cisco#(config-if)# spanning-tree guard root		N/A		N/A









		4.5		VTP mode:  VTP feature provide a replica of VLAN configuration to be replicated from one switch to other.		If VTP is enabled then it is possible that any intruder may connect his switch in VTP server mode and other switches update VLAN information from this switch		VTP mode should be transparent i.e. no replication of VLAN information from one switch to other. If this feature needs to be enabled then strong authentication must be used.		cisco(config)#vtp domain name
cisco(config)#vtp mode [client | server | transparent]
cisco(config)#vtp password xyz		N/A		N/A





		4.6		Password Encryption: All password stored in config file should be encrypted.		If passwords in config files are not encrypted then unauthorized user may gain access to other privileged user credentials and hence unauthorized access to switch.		Use service password encryption command to enable encryption for all passwords.		Cisco(config)#enable secret 0 <password>		[Comware5]local-user <name>		root@# set root-authentication encrypted-password password

												[Comware5-lusermanager]password cipher <password>

												[Comware5-lusermanager]authorization attribute level 3



		5 SYSTEM AVAILABILITY

		System availability standards address the requirement for recovery mechanisms to ensure the continuity and availability of resources.



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Production Switch		Remark

		5.1		High Availability / Stacking: The Switch system functions in High Availability mode.		Failure to have redundant Switch systems working in tandem with each other increases the risk of disruption to the day-to-day business operations 		Switch should be configured in HA to provide disruption free services.





		6 AUDITING, LOGGING AND MONITORING

		This feature entails proper activation, maintenance, and usage of the security features of the asset, to be conducted by a highly privileged and authorized security administrator. The administrator needs to perform functions such as overriding vendor-supplied defaults, keeping the security parameters up to date, monitoring suspected activities, and generating security audits when needed. In order to facilitate the task of security administration, it is necessary that the administrator be able to perform these functions. In addition, the asset environment needs to generate alarms adequate to alert the administrator as to the actions to be taken.  



		S. No.		Control Standard		Risk 		Implementation Procedure								Applied Settings on Production Switch		Remark

		6.1		Enable Logging : Enable syslog and SNMP logging.		Without logging facilities being enabled, no audit trails exists to track security events or perform real-time monitoring.		Ensure that all traffic, system and administrator log been monitored in Syslog and SNMP monitoring tool.

		6.2		Switch System Time Synchronization: Network Time Protocol is used to synchronize time on the Switch system.		It is critical that the organization’s Switch system keeps the correct time and that all servers are synchronized. If Network Time Protocol (NTP) is not used, or used in an insecure fashion, there is a risk that unauthorized users may be able to manipulate services that rely on time synchronization.		Use NTP to synchronize the time on all Switch systems.		Cisco(config)#ntp server X.X.X.X		[Comware5]ntp-service unicast-server X.X.X.X		user@switch# set ntp boot-server X.X.X.X











Linux OS MBSS

		Technical Baseline - Linux OS



		1 GENERAL ARCHITECTURE

		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Linux OS (Artefacts)		Remark

		1.1		grub Security: The appropriate default filters should be enabled to prevent any security compromise during the boot process and during maintenance		Failure to enable the appropriate access may render the OS vulnerable to malicious activity		GRUB Password:
[root@tecmint ~]#  grub-md5-crypt
[root@tecmint ~]# grub-md5-crypt
Password: 
Retype password: 
$1$19oD/1$NklcucLPshZVoo5LvUYEp1
[root@tecmint ~]# vi /boot/grub/grub.conf
Add the newly created MD5 password in GRUB configuration file. Please paste copied password below timeout line and save it and exit.

		2 AUTHENTICATION, IDENTIFICATION AND ACCOUNT MANAGEMENT

		Authentication, identification, and account management standards address the control requirements related to legitimate user credentials, and the definition of users having similar access requirements into manageable groups.

		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Linux OS (Artefacts)		Remark

		2.1		Unique Administrator Accounts: Every admin user is uniquely and unambiguously identifiable through a user account and has a password associated with the account.		In the absence of uniquely identifiable administrators on the system, it will be difficult to establish users’ accountability for their actions as more than one user-id can be responsible for an activity on the system.		No account should be left without password. That includes system accounts such as daemon, monitor which otherwise can be abused. The All system accounts & guest account should not be available, altogether.

/etc/password
All the unwanted users should /sbin/nologin



		2.2		Disable Root login: 
Never login directly as root unless necessary. Use “sudo” to execute commands. sudo are specified in /etc/sudoers file also can be edited with the “visudo” utility which opens in VI editor.		If root user is directly used to modify OS config then it is pron to compromise and attacker may gain privilege access of system.		# vi /etc/ssh/sshd_config

Disable root Login
PermitRootLogin no

Use SSH Protocol 2 Version
Protocol 2

		2.3		Checking Accounts for Empty Passwords:
		Any account having an empty password means its opened for unauthorized access to anyone on the web and it’s a part of security within a Linux server. So, you must make sure all accounts have strong passwords and no one has any authorized access. Empty password accounts are security risks and that can be easily hack able.		Use below command to verify this:

# cat /etc/shadow | awk -F: '($2==""){print $1}'

		2.4		Make Sure No Non-Root Accounts Have UID Set To 0		Only root account have UID 0 with full permissions to access the system.		Type the following command to display all accounts with UID set to 0:
# awk -F: '($3 == "0") {print}' /etc/passwd

You should only see one line as follows:
root:x:0:0:root:/root:/bin/bash

If you see other lines, delete them or make sure other accounts are authorized by you to use UID 0.

		2.5		Password Complexity & Policy		Strong Password should be applied.		A password policy needs to be defined with below definition:
Password Age: 60 days
Letters: Alpha numeric (atleast Two Capital and special character)
Min Length: 8
Min Life: 0
History: 5
Max Consecutive failure: 5
Warning days: 7
Account lockout duration: 60 Min
Procedure to achieve it:

/etc/login.defs  >>
 PASS_MAX_DAYS 60
PASS_MIN_DAYS 0
PASS_MIN_LEN 8
PASS_WARN_AGE 7
ENCRYPT_METHOD SHA512

/etc/pam.d/system-auth >>
password requisite pam_cracklib.so try_first_pass retry=5 type= minlength=8 lcredit=-1 ucredit=-1 dcredit=-1 ocredit=-1
password sufficient pam_unix.so sha512 shadow nullok try_first_pass use_authtok remember=5




		3 Management / ACCESS CONTROL

		This section contains standards designed to protect the confidentiality and integrity of information by introducing controls that restrict access to authorized users and limit the possibility of unauthorized access at the system level.

		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Linux OS (Artefacts)		Remark

		3.1		Access to the Linux OS is restricted by strong identification, authentication and authorization controls and all administrative access passes through an encrypted channel.		Failure to restrict access to the Linux OS through effective authentication and authorization controls increases the risk of an individual gaining inappropriate or unauthorized access to an organization's information assets and network resources. If administrative access is not encrypted, sensitive information about the configuration of the Linux OS may become available to inappropriate individuals, thereby compromising access security.		Define specific roles for each administrator on the Linux OS and use ssh to access Linux. Disable Telnet.















		4 SECURITY OF THE Linux OS SYSTEM



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Linux OS (Artefacts)		Remark

		4.1		Secure Remote Configuration: Remote management / configuration of the Linux OS systems should carried out through secure protocols.		Most network protocols have weak identification and authentication mechanisms. Remote unprotected / unencrypted configuration of Linux OSes leaves user information susceptible to "sniffing" and "session hijacking" attacks.		Where necessary for operational reasons, perform remote management / configuration with secure protocols such as Secure Socket layer (SSL) and Secure Shell (SSH).

		4.2		Check Listening Network Ports: 
Disable all unwanted ports.		If any unused port is open then system is more vulnerable to attack on that port.		Command to view open ports and respective service:
# netstat -tulpn

Command to disable not required service:
# service serviceName stop
# chkconfig serviceName off

		4.3		An appropriate legal notice (Banner), validated by discussions with the organization's legal department, is consistently applied across all servers.		Failure to utilize an effective legal barrier increases the risk of criminal prosecution of an unauthorized individual being unsuccessful. System banner messages should not divulge information that could be used to circumvent security and should place on notice any would-be malevolent user that these communications are for the sole use of authorized users. Such messages should not provide specific information about the organization, the computer operating system, the network configuration, or other internal matters until the user has successfully provided both a user-ID and a password.		 For authorized use only; 
 Unauthorized access is not permitted; 
 Unauthorized users may be prosecuted; 
 Use of systems may be monitored; 
 By connecting, user agrees to comply with company policies.










		4.4		Disk Partition: It’s important to have different partitions to obtain higher data security in case if any disaster happens. By creating different partitions, data can be separated and grouped. 		When an unexpected accident occurs, only data of that partition will be damaged, while the data on other partitions survived. 		Make sure you must have following separate partitions and sure that third party applications should be installed on separate file systems under /opt.
/
/boot
/usr
/var
/home
/tmp
/opt

OR Configure partitions provided by application team.









		4.5		Minimize Packages to Minimize Vulnerability:		This may minimize risk that compromise of one service may lead to compromise of other services.		Commands to find all services running with runlevel 3:
# /sbin/chkconfig --list |grep '3:on'

Command to disable a service:
# service serviceName stop
# chkconfig serviceName off

Command to remove RPM package:
# yum -y remove package-name
# sudo apt-get remove package-name





		4.6		Password Encryption: All password stored in OS should be encrypted.		If passwords in config files are not encrypted then unauthorized user may gain access to other privileged user credentials and hence unauthorized access to Linux OS.		Use shadow file to store all passwords. Where all password will have its hash value only.





		4.7		Turn OFF SELinux:
Security-Enhanced Linux (SELinux) is a compulsory access control security mechanism provided in the kernel. 
SELinux provides three basic modes of operation and they are.
Enforcing: This is default mode which enable and enforce the SELinux security policy on the machine.
Permissive: In this mode, SELinux will not enforce the security policy on the system, only warn and log actions. This mode is very useful in term of troubleshooting SELinux related issues.
Disabled: SELinux is turned off.		SELinux feature provide ad on security features. But major of the applications are not compatible with this. Hence it is recommended to disable it and apply security measures ex antivirus and firewall. 		You can view current status of SELinux mode from the command line using ‘system-config-selinux‘, ‘getenforce‘ or ‘sestatus‘ commands.
# sestatus

# setenforce 0

OR

# vi /etc/sysconfig/selinux
And set / update it as follows:
SELINUX=disabled

OR 

Apply client specific settings.

		4.8		Password Policy: (Remember Old Password, Expiration and Strong Password)
A password policy must be applied for all users authentication. It allows system to remember 5 old passwords and also set password expiration date.		If password policy not been applied then there is high risk of user password been compromised.		This is very useful if you want to disallow users to use same old passwords. The old password file is located at /etc/security/opasswd. This can be achieved by using PAM module.

Open ‘/etc/pam.d/system-auth‘ file under RHEL / CentOS / Fedora.
# vi /etc/pam.d/system-auth
Open ‘/etc/pam.d/common-password‘ file under Ubuntu/Debian/Linux Mint.
# vi /etc/pam.d/common-password

Add the following line to ‘auth‘ section.
auth        sufficient    pam_unix.so likeauth nullok

Add the following line to ‘password‘ section to disallow a user from re-using last 5 password of his or her.
password   sufficient    pam_unix.so nullok use_authtok md5 shadow remember=5

Only last 5 passwords are remember by server. If you tried to use any of last 5 old passwords, you will get an error like.
Password has been already used. Choose another.

In Linux, user’s passwords are stored in ‘/etc/shadow‘ file in encrypted format. To check password expiration of user’s, you need to use ‘chage‘ command. It displays information of password expiration details along with last password change date. These details are used by system to decide when a user must change his/her password.
To view any existing user’s aging information such as expiry date and time, use the following command.
#chage -l username

To change password aging of any user, use the following command.
#chage -M 60 username
#chage -M 60 -m 7 -W 7 userName

Parameters
-M Set maximum number of days
-m Set minimum number of days
-W Set the number of days of warning

A number of users use soft or weak passwords and their password might be hacked with a dictionary based or brute-force attacks. The ‘pam_cracklib‘ module is available in PAM (Pluggable Authentication Modules) module stack which will force user to set strong passwords.

# vi /etc/pam.d/system-auth

And add line using credit parameters as (lcredit, ucredit, dcredit and/or ocredit respectively lower-case, upper-case, digit and other)
/lib/security/$ISA/pam_cracklib.so retry=3 minlen=8 lcredit=-1 ucredit=-2 dcredit=-2 ocredit=-1

		4.9		Disable Ctrl+Alt+Delete in Inittab:
In most Linux distributions, pressing ‘CTRL-ALT-DELETE’ will takes your system to reboot process. So, it’s not a good idea to have this option enabled at least on production servers, if someone by mistakenly does this.
		If some one do it by mistake then there would be an production impact.		This is defined in ‘/etc/inittab‘ file, if you look closely in that file you will see a line similar to below. By default line is not commented out. We have to comment it out. This particular key sequence signalling will shut-down a system.
# Trap CTRL-ALT-DELETE
#ca::ctrlaltdel:/sbin/shutdown -t3 -r now

		4.10		Keep /boot as read-only:
Linux kernel and its related files are in /boot directory which is by default as read-write.		Changing it to read-only reduces the risk of unauthorized modification of critical boot files.		To do this, open “/etc/fstab” file.
# vi /etc/fstab

Add the following line at the bottom, save and close it.
LABEL=/boot     /boot     ext2     defaults,ro     1 2

Please note that you need to reset the change to read-write if you need to upgrade the kernel in future.

		4.11		No owner Files		Files not owned by any user or group can pose a security problem. 		Just find them with the following command which do not belong to a valid user and a valid group
find /dir -xdev \( -nouser -o -nogroup \) -print

You need to investigate each reported file and either assign it to an appropriate user and group or remove it.



		5 AUDITING, LOGGING AND MONITORING

		This feature entails proper activation, maintenance, and usage of the security features of the asset, to be conducted by a highly privileged and authorized security administrator. The administrator needs to perform functions such as overriding vendor-supplied defaults, keeping the security parameters up to date, monitoring suspected activities, and generating security audits when needed. In order to facilitate the task of security administration, it is necessary that the administrator be able to perform these functions. In addition, the asset environment needs to generate alarms adequate to alert the administrator as to the actions to be taken.  



		S. No.		Control Standard		Risk 		Implementation Procedure		Applied Settings on Linux OS (Artefacts)		Remark

		5.1		Enable Logging : Enable syslog and SNMP logging.		Without logging facilities being enabled, no audit trails exists to track security events or perform real-time monitoring.		Ensure that all traffic, system and administrator log been monitored in Syslog and SNMP monitoring tool.

		5.2		Linux OS System Time Synchronization: Network Time Protocol is used to synchronize time on the Linux OS system.		It is critical that the organization’s Linux OS system keeps the correct time and that all servers are synchronized. If Network Time Protocol (NTP) is not used, or used in an insecure fashion, there is a risk that unauthorized users may be able to manipulate services that rely on time synchronization.		Use NTP to synchronize the time on all Linux OS systems.
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				INTRODUCTION & Business Requirement

This document contains a checklist which is required for developing a site infrastructure. This document been created to overcome the gap identified between the expectation of client and actual implementation of a network device with in the client premises. This document needs to be filled by client representative to provide all basic and necessary information for developing a site infrastructure.



















Device Checklist



				Client Name								Network Architecture Diagram (Please attach here)

				Number of Sites

				Project Name

				Point of Contact from Client side





				Physical Requirement (Count)		Device IOS		Make & Model		Site 1 (Name)		Site 2 (Name)		Site 3 (Name)		Site 4 (Name)

				Firewall

				Router

				Switch L3

				Switch L2

				Load Balancer





				Device Host Name (If client is having their own host name specification, please attach a document here)		Recommanded - ClientName_Location_SiteType_DeviceType_Zone_DeviceNumber										Attachment if client is having their own Specification

						Ex- Com_GGN_PR_SW_DMZ_01 (Company - Comviva, Location - Gurgaon, Site Type - Primary / DR, Device Type - Switch, Zone - DMZ, Device Number - 01









				Master VLAN & IP Sheet (Please fill attached or provide if you have any)								Link Details		Termination Point (Firewall / Router)		Firewall / Router Untrust Interface IP address		Next hop / Gateway		External DNS

												ISP 1

												ISP 2

												Leased Line								NA

												MPLS								NA



				HA Configuration								Optional Configuration

				Device		Active - Active / Active - Passive						Device		SNMP Server IP		NTP Server

				Firewall								Firewall

				Router								Router

				Switch L3								Switch L3

				Switch L2								Switch L2

				Load Balancer								Load Balancer





Routing Tables



		S. No.		Device Type		Zone		Device IP Address		Routing Table

		1		Firewall

		2		Router

		3		L3 Switch





VPN Requirement



				VPN Tunnel Configuration

				VPN Tunnel Type		Termination Point		Zone		Parameters

				Site to Site

				Client to Site





Site Specific Config



				S. No.		Device		Configuration

								Site 1 (Name)		Site 2 (Name)		Site 3 (Name)		Site 4 (Name)

				1		Firewall

				2		Router

				3		Switch L3

				4		Load Balancer
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Master Sheet


			S. No.			Network ID			Subnet Mask			VLAN ID			VLAN Type (L2 / L3)			VLAN IP			Details			Location










































































Intranet


			S. No.			IP Address Subnet			Subnet Mask			Server / device Host name			VLAN ID			Description			Location
























































Extranet


			S. No.			IP Address Subnet			Subnet Mask			VLAN ID			Description			Location
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VLAN - IP Segment 


Master Sheet.xlsx
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Routing Table


			S. No.			Destination Address			Subnet Mask			Next Hope / gateway			Exit Interface / Virtual Firewall			Matrix			Prefrence
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Routing Table


			S. No.			Destination Address			Subnet Mask			Next Hope / gateway			Exit Interface / Virtual Firewall			Matrix			Prefrence
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Routing Table


			S. No.			Destination Address			Subnet Mask			Next Hope / gateway			Exit Interface / Virtual Firewall			Matrix			Prefrence
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VPN Request Form






1. Contact Details: 



			Contact Information


			Site A (Name)


			Peer Company





			


			Name


			


			





			


			Email Address


			


			





			


			Desk Phone


			


			





			


			Cell Phone


			


			





			


			Alternate Phone/Pager


			


			





			Secondary


			Name


			


			





			


			Email Address


			


			





			


			Desk Phone


			


			





			


			Cell Phone


			


			





			


			Alternate Phone


			


			








2. Technical Information:



			VPN Gateway Device Information


			Site A (Name)


			Peer Company





			Name / FQDN


			


			





			IP Address


			


			





			VPN Device Description


			


			





			VPN feature / License Enabled


			


			





			Encryption Domain / Interesting traffic (e.g 192.168.1.0/24, NATed IP address)


			


			








			Tunnel Properties


			Site A (Name)


			Peer Company





			Phase 1


			Authentication Method


			Pre-Shared Key


			Pre-Shared Key





			


			Encryption Scheme


			IKE


			IKE





			


			Diffie-Hellman Group


			Group 2


			Group 2





			


			Encryption Algorithm


			3DES


			3DES





			


			Hashing Algorithm


			SHA


			SHA





			


			Main or Aggressive Mode


			Main Mode


			Main Mode





			


			Lifetime (for renegotiation)


			86400 seconds


			86400 seconds





			Phase 2


			Encapsulation (ESP or AH)


			ESP


			ESP





			


			Encryption Algorithm


			3DES


			3DES





			


			Authentication Algorithm


			SHA


			SHA





			


			Perfect Forward Secrecy


			NO PFS


			NO PFS





			


			Lifetime (for renegotiation)


			3600 seconds


			3600 seconds





			


			Lifesize in KB (for renegotiation)


			Not used


			Not used








3. Access Rules  required over VPN:



			Firewall/VPN Policy Rules


			Source/Destination


(IP Address & FQDN) or



Network


			Source/Destination



(IP Address & FQDN) or



Network


			Service (TCP, UDP, or ICMP and port #)


			Action (Allow/Deny)


			NAT





			Example IP Address


			


			


			


			


			





			Rule 1


			


			


			


			


			





			Rule 2


			


			


			


			


			





			Rule 3


			


			


			


			


			





			Rule 4


			


			


			


			


			





			Rule 5
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Client to Site VPN Request Form






1. Contact Details: 



			Contact Information


			Organization Details





			


			Name


			





			


			Email Address


			





			


			Desk Phone


			





			


			Cell Phone


			





			


			Alternate Phone/Pager


			





			Secondary


			Name


			





			


			Email Address


			





			


			Desk Phone


			





			


			Cell Phone


			





			


			Alternate Phone


			








2. Technical Information:



			VPN Gateway Device Information


			Site A Gateway





			Name / FQDN


			





			IP Address


			





			VPN Device Description


			





			VPN feature / License Enabled


			





			Encryption Domain / Interesting traffic (e.g 192.168.1.0/24, NATed IP address)


			








			Tunnel Properties


			Site A Gateway


			Client Settings





			Phase 1


			Authentication Method


			Pre-Shared Key


			Pre-Shared Key





			


			Encryption Scheme


			IKE


			IKE





			


			Diffie-Hellman Group


			Group 2


			Group 2





			


			Encryption Algorithm


			3DES


			3DES





			


			Hashing Algorithm


			SHA


			SHA





			


			Main or Aggressive Mode


			Aggressive Mode


			Aggressive mode





			


			Lifetime (for renegotiation)


			86400 seconds


			86400 seconds





			Phase 2


			Encapsulation (ESP or AH)


			ESP


			ESP





			


			Encryption Algorithm


			3DES


			3DES





			


			Authentication Algorithm


			SHA


			SHA





			


			Perfect Forward Secrecy


			NO PFS


			NO PFS





			


			Lifetime (for renegotiation)


			3600 seconds


			3600 seconds





			


			Lifesize in KB (for renegotiation)


			Not used


			Not used








3. Client Settings:



· Client IP address schema (DHCP / IP Address / Without IP address)



· IP Subnet details



· Split tunnel Enable / Disable



4. Access Rules  required over VPN:



			Firewall/VPN Policy Rules


			Source/Destination


(IP Address & FQDN) or



Network


			Source/Destination



(IP Address & FQDN) or



Network


			Service (TCP, UDP, or ICMP and port #)


			Action (Allow/Deny)


			NAT





			Example IP Address


			


			


			


			


			





			Rule 1


			


			


			


			


			





			Rule 2


			


			


			


			


			





			Rule 3


			


			


			


			


			





			Rule 4


			


			


			


			


			





			Rule 5
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Microsoft_Office_Excel_Worksheet12.xlsx

LB Requirement


			S.No			Query			Client Response			Remarks


			1			For Management


			1.1			Management IP /subnet


			1.2			Management Gateway





			2			For Network 


			2.1			LB Mode ( Single arm / Routed mode)


			2.2			Production VLAN ID


			2.3			Interface mode (tagged /untagged )


			2.4			Trunk Interfaces required (port channel LACP )


			2.5			3 Self IP per vlan  ( 2 physical and 1 HA IP)





			3			For Production


			3.1			Application architecture and flow 


			3.2			Load balancing requirements


			3.3			Virtual server IP


			3.4			Virtual server port


			3.5			Load balancing pool


			3.6			Load balancing method


			3.7			Pool Members details 


			3.8			Persistancy requirement 


			3.9			SNAT required ( SNAT pool / Automap )
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Microsoft_Office_Excel_Worksheet13.xlsx

New Firewall Setup


			S.No			Query			Client Response			Remarks


			1			How many Zones needs to be configured in firewall. Please provide IP Schema and next hop details.


			2			Do we require Security functionality (Web filtering, Deep Inspection, AV scanning) to be configured on firewall? ( Note: Additional feature license will be required)


			3			Firewall Policies to be Opened (Please fill the attached excel Sheet)








Microsoft_Office_Excel_Worksheet1.xlsx


Interface Details



				S. No.				Interface 				Alias				IP Address				Subnet Mask				Management services				Route / NAT mode				Zone				MTU				VLAN
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Sheet1



				S. No.				Source Host Name				Source IP Real				Source NAT				Destination Host Name				Destination IP Real				Destination NAT				Services				Action				Security Feature				Schedule
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Zones_Interface 



Details.xlsx
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Microsoft_Office_Excel_Worksheet14.xlsx

Setup New Router





			S.No			Query			Client Response			Remarks


			1			How many interface needs to be configured in router. Please provide IP Schema and next hop details.


			2			Access list to be configure(Please fill the attached excel Sheet)
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C:\Users\



Administrator\



Desktop\Access-



List-On-Router.xlsx
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Microsoft_Office_Excel_Worksheet15.xlsx

Switch


			S.No			Query			Client Response			Remarks


			Physical Requirements


			1			Stackable 


			2			Number of 10/100/1000 ethernet ports 


			3			Number of Fiber (SFP) ports 


			4			Funtionality Type (L2 / L3)


			5			L3 Funtionality (Static/Rip/Eigrp/Ospf/Bgp)


			6			Placement (Core/Distribution/Access)


			Basic Requirements


			7			Management Access via    Telnet / SSH / HTTP / HTTPS


			8			Management IP add and Subnet mask


			9			Stacking details ( No of switches need to be stack in one group)


			Advanced Requirements


			10			Interface connectivity Details ( Access/Trunk )


			11			Etherchannel protocol { Lacp / Pagp (cisco only) }


			12			Aggrgation mode ( Active/Passive )


			Security Requirements


			13			Management Acces control List


			14			Vlan Access control List


			15			Virtual tranking Protocol mode ( Server/Client/Transparent/off)


			16			Spanning Tree protocol ( Common STP / PVST+)


			17			Rapid STP


			18			Multiple STP


			19			Port Fast


			20			BPDU Guard 
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Sheet1



				Interface				VLAN				Switch port mode (Access/ Trunk)				Peer Device Name				Peer Device Port No				Description



				ge-0/0/0



				ge-0/0/1



				ge-0/0/2



				ge-0/0/3



				ge-0/0/4



				ge-0/0/5



				ge-0/0/6



				ge-0/0/7



				ge-0/0/8



				ge-0/0/9



				ge-0/0/10



				ge-0/0/11



				ge-0/0/12



				ge-0/0/13



				ge-0/0/14



				ge-0/0/15



				ge-0/0/16



				ge-0/0/17



				ge-0/0/18



				ge-0/0/19



				ge-0/0/20



				ge-0/0/21



				ge-0/0/22



				ge-0/0/23



				ge-0/0/24



				ge-0/0/25



				ge-0/0/26



				ge-0/0/27



				ge-0/0/28



				ge-0/0/29



				ge-0/0/30



				ge-0/0/31



				ge-0/0/32



				ge-0/0/33



				ge-0/0/34



				ge-0/0/35



				ge-0/0/36



				ge-0/0/37



				ge-0/0/38



				ge-0/0/39



				ge-0/0/40



				ge-0/0/41



				ge-0/0/42



				ge-0/0/43



				ge-0/0/44



				ge-0/0/45



				ge-0/0/46



				ge-0/0/47
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Microsoft_Office_Excel_Worksheet16.xlsx

LB Requirement


			S.No			Query			Client Response			Remarks


			1			For Management


			1.1			Management IP /subnet


			1.2			Management Gateway





			2			For Network 


			2.1			LB Mode ( Single arm / Routed mode)


			2.2			Production VLAN ID


			2.3			Interface mode (tagged /untagged )


			2.4			Trunk Interfaces required (port channel LACP )


			2.5			3 Self IP per vlan  ( 2 physical and 1 HA IP)





			3			For Production


			3.1			Application architecture and flow 


			3.2			Load balancing requirements


			3.3			Virtual server IP


			3.4			Virtual server port


			3.5			Load balancing pool


			3.6			Load balancing method


			3.7			Pool Members details 


			3.8			Persistancy requirement 


			3.9			SNAT required ( SNAT pool / Automap )
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Microsoft_Office_Excel_Worksheet17.xlsx

New Firewall Setup


			S.No			Query			Client Response			Remarks


			1			How many Zones needs to be configured in firewall. Please provide IP Schema and next hop details.


			2			Do we require Security functionality (Web filtering, Deep Inspection, AV scanning) to be configured on firewall? ( Note: Additional feature license will be required)


			3			Firewall Policies to be Opened (Please fill the attached excel Sheet)








Microsoft_Office_Excel_Worksheet1.xlsx


Interface Details



				S. No.				Interface 				Alias				IP Address				Subnet Mask				Management services				Route / NAT mode				Zone				MTU				VLAN
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Sheet1



				S. No.				Source Host Name				Source IP Real				Source NAT				Destination Host Name				Destination IP Real				Destination NAT				Services				Action				Security Feature				Schedule







































































































Sheet2











Sheet3














image1.png


Mahindra
COMVIVA








image2.emf


Zones_Interface 



Details.xlsx






image3.emf


Firewall Policies.xlsx








Microsoft_Office_Excel_Worksheet18.xlsx

Setup New Router





			S.No			Query			Client Response			Remarks


			1			How many interface needs to be configured in router. Please provide IP Schema and next hop details.


			2			Access list to be configure(Please fill the attached excel Sheet)
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Microsoft_Office_Excel_Worksheet19.xlsx

Switch


			S.No			Query			Client Response			Remarks


			Physical Requirements


			1			Stackable 


			2			Number of 10/100/1000 ethernet ports 


			3			Number of Fiber (SFP) ports 


			4			Funtionality Type (L2 / L3)


			5			L3 Funtionality (Static/Rip/Eigrp/Ospf/Bgp)


			6			Placement (Core/Distribution/Access)


			Basic Requirements


			7			Management Access via    Telnet / SSH / HTTP / HTTPS


			8			Management IP add and Subnet mask


			9			Stacking details ( No of switches need to be stack in one group)


			Advanced Requirements


			10			Interface connectivity Details ( Access/Trunk )


			11			Etherchannel protocol { Lacp / Pagp (cisco only) }


			12			Aggrgation mode ( Active/Passive )


			Security Requirements


			13			Management Acces control List


			14			Vlan Access control List


			15			Virtual tranking Protocol mode ( Server/Client/Transparent/off)


			16			Spanning Tree protocol ( Common STP / PVST+)


			17			Rapid STP


			18			Multiple STP


			19			Port Fast


			20			BPDU Guard 
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				Interface				VLAN				Switch port mode (Access/ Trunk)				Peer Device Name				Peer Device Port No				Description



				ge-0/0/0



				ge-0/0/1



				ge-0/0/2



				ge-0/0/3



				ge-0/0/4



				ge-0/0/5



				ge-0/0/6



				ge-0/0/7



				ge-0/0/8



				ge-0/0/9



				ge-0/0/10



				ge-0/0/11



				ge-0/0/12



				ge-0/0/13



				ge-0/0/14



				ge-0/0/15



				ge-0/0/16



				ge-0/0/17



				ge-0/0/18



				ge-0/0/19



				ge-0/0/20



				ge-0/0/21



				ge-0/0/22



				ge-0/0/23



				ge-0/0/24



				ge-0/0/25



				ge-0/0/26



				ge-0/0/27



				ge-0/0/28



				ge-0/0/29



				ge-0/0/30



				ge-0/0/31



				ge-0/0/32



				ge-0/0/33



				ge-0/0/34



				ge-0/0/35



				ge-0/0/36



				ge-0/0/37



				ge-0/0/38



				ge-0/0/39



				ge-0/0/40



				ge-0/0/41



				ge-0/0/42



				ge-0/0/43



				ge-0/0/44



				ge-0/0/45



				ge-0/0/46



				ge-0/0/47
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LB Requirement


			S.No			Query			Client Response			Remarks


			1			For Management


			1.1			Management IP /subnet


			1.2			Management Gateway





			2			For Network 


			2.1			LB Mode ( Single arm / Routed mode)


			2.2			Production VLAN ID


			2.3			Interface mode (tagged /untagged )


			2.4			Trunk Interfaces required (port channel LACP )


			2.5			3 Self IP per vlan  ( 2 physical and 1 HA IP)





			3			For Production


			3.1			Application architecture and flow 


			3.2			Load balancing requirements


			3.3			Virtual server IP


			3.4			Virtual server port


			3.5			Load balancing pool


			3.6			Load balancing method


			3.7			Pool Members details 


			3.8			Persistancy requirement 


			3.9			SNAT required ( SNAT pool / Automap )
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Microsoft_Office_Excel_Worksheet5.xlsx

New Firewall Setup


			S.No			Query			Client Response			Remarks


			1			How many Zones needs to be configured in firewall. Please provide IP Schema and next hop details.


			2			Do we require Security functionality (Web filtering, Deep Inspection, AV scanning) to be configured on firewall? ( Note: Additional feature license will be required)


			3			Firewall Policies to be Opened (Please fill the attached excel Sheet)
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Interface Details



				S. No.				Interface 				Alias				IP Address				Subnet Mask				Management services				Route / NAT mode				Zone				MTU				VLAN
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				S. No.				Source Host Name				Source IP Real				Source NAT				Destination Host Name				Destination IP Real				Destination NAT				Services				Action				Security Feature				Schedule
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Microsoft_Office_Excel_Worksheet6.xlsx

Setup New Router





			S.No			Query			Client Response			Remarks


			1			How many interface needs to be configured in router. Please provide IP Schema and next hop details.


			2			Access list to be configure(Please fill the attached excel Sheet)
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Microsoft_Office_Excel_Worksheet7.xlsx

Switch


			S.No			Query			Client Response			Remarks


			Physical Requirements


			1			Stackable 


			2			Number of 10/100/1000 ethernet ports 


			3			Number of Fiber (SFP) ports 


			4			Funtionality Type (L2 / L3)


			5			L3 Funtionality (Static/Rip/Eigrp/Ospf/Bgp)


			6			Placement (Core/Distribution/Access)


			Basic Requirements


			7			Management Access via    Telnet / SSH / HTTP / HTTPS


			8			Management IP add and Subnet mask


			9			Stacking details ( No of switches need to be stack in one group)


			Advanced Requirements


			10			Interface connectivity Details ( Access/Trunk )


			11			Etherchannel protocol { Lacp / Pagp (cisco only) }


			12			Aggrgation mode ( Active/Passive )


			Security Requirements


			13			Management Acces control List


			14			Vlan Access control List


			15			Virtual tranking Protocol mode ( Server/Client/Transparent/off)


			16			Spanning Tree protocol ( Common STP / PVST+)


			17			Rapid STP


			18			Multiple STP


			19			Port Fast


			20			BPDU Guard 








Microsoft_Office_Excel_Worksheet1.xlsx


Sheet1



				Interface				VLAN				Switch port mode (Access/ Trunk)				Peer Device Name				Peer Device Port No				Description
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LB Requirement


			S.No			Query			Client Response			Remarks


			1			For Management


			1.1			Management IP /subnet


			1.2			Management Gateway





			2			For Network 


			2.1			LB Mode ( Single arm / Routed mode)


			2.2			Production VLAN ID


			2.3			Interface mode (tagged /untagged )


			2.4			Trunk Interfaces required (port channel LACP )


			2.5			3 Self IP per vlan  ( 2 physical and 1 HA IP)





			3			For Production


			3.1			Application architecture and flow 


			3.2			Load balancing requirements


			3.3			Virtual server IP


			3.4			Virtual server port


			3.5			Load balancing pool


			3.6			Load balancing method


			3.7			Pool Members details 


			3.8			Persistancy requirement 


			3.9			SNAT required ( SNAT pool / Automap )











image1.png


Mahindra
COMVIVA










Microsoft_Office_Excel_Worksheet9.xlsx

New Firewall Setup


			S.No			Query			Client Response			Remarks


			1			How many Zones needs to be configured in firewall. Please provide IP Schema and next hop details.


			2			Do we require Security functionality (Web filtering, Deep Inspection, AV scanning) to be configured on firewall? ( Note: Additional feature license will be required)


			3			Firewall Policies to be Opened (Please fill the attached excel Sheet)
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Interface Details



				S. No.				Interface 				Alias				IP Address				Subnet Mask				Management services				Route / NAT mode				Zone				MTU				VLAN
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Setup New Router





			S.No			Query			Client Response			Remarks


			1			How many interface needs to be configured in router. Please provide IP Schema and next hop details.


			2			Access list to be configure(Please fill the attached excel Sheet)








image1.emf


C:\Users\



Administrator\



Desktop\Access-



List-On-Router.xlsx






image2.emf


C:\Users\



Administrator\



Desktop\Interface 



Details'.xlsx






image3.png


Mahindra
COMVIVA










Microsoft_Office_Excel_Worksheet11.xlsx

Switch


			S.No			Query			Client Response			Remarks


			Physical Requirements


			1			Stackable 


			2			Number of 10/100/1000 ethernet ports 


			3			Number of Fiber (SFP) ports 


			4			Funtionality Type (L2 / L3)


			5			L3 Funtionality (Static/Rip/Eigrp/Ospf/Bgp)


			6			Placement (Core/Distribution/Access)


			Basic Requirements


			7			Management Access via    Telnet / SSH / HTTP / HTTPS


			8			Management IP add and Subnet mask


			9			Stacking details ( No of switches need to be stack in one group)


			Advanced Requirements


			10			Interface connectivity Details ( Access/Trunk )


			11			Etherchannel protocol { Lacp / Pagp (cisco only) }


			12			Aggrgation mode ( Active/Passive )


			Security Requirements


			13			Management Acces control List


			14			Vlan Access control List


			15			Virtual tranking Protocol mode ( Server/Client/Transparent/off)


			16			Spanning Tree protocol ( Common STP / PVST+)


			17			Rapid STP


			18			Multiple STP


			19			Port Fast


			20			BPDU Guard 
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[bookmark: _Toc381012246][bookmark: _Toc415953786]1. Introduction 

This document describes requirements related to IP addresses, network integration, power, air-conditioning and integration with other nodes. 

		[bookmark: _Toc359848043][bookmark: _Toc381012247]Figure 1‑1: Hardware Layout in Racks



		













[bookmark: _Toc381012248]


1.2 [bookmark: _Toc415953787]Architecture Diagram
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1.3 [bookmark: _Toc415953788]Physical requirements

1.3.1 [bookmark: _Toc381012251][bookmark: _Toc415953789][bookmark: _Toc176773817]Environment Requirement  



		Table 1: Hardware Layout in Racks



		Power Input Type

		AC 



		Cooling

		 1.5 to 2 TR



		Heat Dispatching

		This is taken care by the heat sink designed for the server, provide the room environment temperature is maintained around 18 Deg C (i.e. the mean value of 10 - 35 Deg C range). Heat dissipation is done through FORCED AIR COOLING provide through FANS



		Humidity

		<Standard Requirement to live provided>



		Earthing

		<Standard Requirement to be provided>



		Rack Serviceable Area

		<Standard Requirement to be provided>



		Power Connector Type and Rating

		<Standard Requirement to be provided>



		Source: Mahindra ComvivaTM









1.4 [bookmark: _Toc415953790]Power Supply Requirements



		Systems

		Qty

		Unit Rack Space (U)

		Total Rack Space (U)

		Unit Power Consumption (W)

		Total Power Consumption (W)

		Per Unit Weight Kg.

		Total

Weight

Kg.

		Heat Decipation

BTU/h



		HP-DL 380 G8

		10

		2

		20

		450

		4500

		30

		300

		15345



		T5-2

		2

		3

		6

		1927

		3854

		37

		74

		13143



		KVM+ TFT

		2

		4

		2

		30

		60

		5

		10

		205



		LAN Switch

		4

		1

		4

		180

		720

		3

		6 

		2456



		 RACK - 42U

		1

		42

		NA

		NA

		NA

		NA

		      NA

		NA



		LTO-5 Tape Library

		1

		1

		2

		230

		230

		6

		6

		785



		EMC VNX5400 Storage

		1

		2

		2

		650

		650

		40 

		40 

		2217



		Load Balancer

		2

		1

		2

		300

		600

		20

		40

		2046



		Total

		

		

		

		

		

		

		

		36197












1.5 [bookmark: _Toc415953791]LAN Physical Connection



		[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Table 2: LAN Physical Connection



		Server

		No of Servers

		No of Physical Connections



		HP server

		10

		50



		DB Server

		2

		14



		EMC Storage

		1

		2



		Tape Library

		1

		2



		Onsite Engineer (reserve port)

		4

		4



		Source: Mahindra ComvivaTM







1.6 [bookmark: _Toc381012254][bookmark: _Toc415953792][bookmark: _Toc381012255]Facilities

[bookmark: _Toc415953793]       1.6.1 Site equipment for installation

For Application

Operator is required to provide office space with table, chair, power and LAN connections for 4 team members. All LAN connections shall be able to access Internet services e.g. browsing and yahoo messenger.

	 Laptops supplied by Mahindra comviva shall be installed at the office space.



1.7 [bookmark: _Toc381012256][bookmark: _Toc415953794]Remote support



[bookmark: _Toc90452898][bookmark: _Toc381012257]Remote Access

Remote Access to Platform shall be made available to Comviva on all  servers



Public IP access



It is recommended that all servers should not be exposed on public IPs. 

A Public IP access should be provided to application server. Shared IP of application servers should be netted to public IP. Comviva shall use this public IP to reach application server.

Database and web servers would be accessed from application server. Hence Telnet and ssh access between database and application servers should be open.



Comviva IP



Comviva shall use Public IP 202.56.229.146 (Proxy Server) to access application servers.

















Access Tools





Comviva proposed to use open ssh or telnet to access application server. Operator confirmation is required on the same. If any other method e.g. VPN is to be used then Operator is required to provide the details.


1.8 [bookmark: _Toc415953795]IP Interconnections



[bookmark: _Toc90452902][bookmark: _Toc93822839][bookmark: _Toc95215439][bookmark: _Toc381012258][bookmark: _Toc415953796]1.8.1 IP Configuration elements



The following elements have to be allotted by the operator in its addressing plan.

Subnet for Application server.



      

		[bookmark: _Toc283633381]IP No.

		Item

		IP Address

		Subnet Mask

		Gateway

		Hostname



		IP1

		FW 01 - MGMT

		 

		 

		 

		 



		IP2

		FW02 – MGMT

		 

		 

		 

		 



		IP3

		FW01 – INSIDE

		 

		 

		 

		 



		IP4

		FW02 – INSIDE 

		 

		 

		 

		 



		IP5

		LAN SWITCH 01 - MGMT

		 

		 

		 

		 



		IP6

		LAN SWITCH 02 -MGMT

		 

		 

		 

		 



		IP7

		LAN SWITCH 03 - MGMT

		 

		 

		 

		 



		IP8

		LAN SWITCH 04 - MGMT

		 

		 

		 

		 



		IP9

		SAN Switch 01 - MGMT

		 

		 

		 

		 



		IP10

		SAN Switch 02 - MGMT

		 

		 

		 

		 



		IP11

		Load Balancer 01 MGMT IP

		 

		 

		 

		 



		IP12

		Load Balancer 02 MGMT IP

		 

		 

		 

		 



		IP13

		Load Balancer 01 Self IP

		 

		 

		 

		 



		IP14

		Load Balancer 02 Self IP

		 

		 

		 

		 



		IP15

		Load Balancer Floating IP

		 

		 

		 

		 



		IP16

		Load Balancer VS IP 1

		 

		 

		 

		 



		IP17

		Load Balancer VS IP 2

		 

		 

		 

		 



		IP18

		Load Balancer VS IP 3

		 

		 

		 

		 



		IP19

		IVR Srvr01

		 

		 

		 

		 



		IP20

		IVR Srvr01 - OAM

		 

		 

		 

		 



		IP21

		IVR Srvr01 - ILO

		 

		 

		 

		 



		IP22

		IVR Srvr02

		 

		 

		 

		 



		IP23

		IVR Srvr02 - OAM

		 

		 

		 

		 



		IP24

		IVR Srvr02 - ILO

		 

		 

		 

		 



		IP25

		Testbed Server

		 

		 

		 

		 



		IP26

		Testbed Server - OAM

		 

		 

		 

		 



		IP27

		Testbed Server - ILO

		 

		 

		 

		 



		IP28

		Tape Library01 IP1

		 

		 

		 

		 



		IP29

		Tape Library01 IP2

		 

		 

		 

		 



		IP30

		Backup Server San

		 

		 

		 

		 



		IP31

		Backup Server San - OAM

		 

		 

		 

		 



		IP32

		Backup Server San - ILO

		 

		 

		 

		 



		IP33

		Storage Controller 1

		 

		 

		 

		 



		IP34

		Storage Controller 2

		 

		 

		 

		 



		IP35

		DB01

		 

		 

		 

		 



		IP36

		DB01 HB IP

		 

		 

		 

		 



		IP37

		DB01-OAM

		 

		 

		 

		 



		IP38

		DB01-ILOM

		 

		 

		 

		 



		IP39

		DB02

		 

		 

		 

		 



		IP40

		DB02 HB IP

		 

		 

		 

		 



		IP41

		DB02-OAM

		 

		 

		 

		 



		IP42

		DB02-ILO

		 

		 

		 

		 



		IP43

		DB-VIP - OAM

		 

		 

		 

		 



		IP44

		App Server 01 

		 

		 

		 

		 



		IP45

		App Server 01  - OAM

		 

		 

		 

		 



		IP46

		App Server 01  - ILO

		 

		 

		 

		 



		IP47

		App Server02

		 

		 

		 

		 



		IP48

		App Server02 - OAM

		 

		 

		 

		 



		IP49

		App Server02 - ILO

		 

		 

		 

		 



		IP50

		App Server03

		 

		 

		 

		 



		IP51

		App Server03 - OAM

		 

		 

		 

		 



		IP52

		App Server03 - ILO

		 

		 

		 

		 



		IP53

		Appserver04

		 

		 

		 

		 



		IP54

		Appserver04 - OAM

		 

		 

		 

		 



		IP55

		Appserver04 - ILO

		 

		 

		 

		 



		IP56

		Web Server01

		 

		 

		 

		 



		IP57

		Web Server 01 OAM

		 

		 

		 

		 



		IP58

		Web Server01 ILO

		 

		 

		 

		 



		IP59

		Web Server02

		 

		 

		 

		 



		IP60

		Web Server 02 OAM

		 

		 

		 

		 



		IP61

		Web Server02 ILO

		 

		 

		 

		 



		IP62

		Web Server03

		 

		 

		 

		 



		IP63

		Web Server 03 OAM

		 

		 

		 

		 



		IP64

		Web Server03 ILO

		 

		 

		 

		 



		IP65

		Monitoring  & Logging Svr01 ILO

		 

		 

		 

		 



		IP66

		Monitoring  & Logging Svr01 OAM

		 

		 

		 

		 



		IP67

		Monitoring  & Logging Svr02 ILO

		 

		 

		 

		 



		IP68

		Monitoring  & Logging Svr02 OAM

		 

		 

		 

		 



		IP69

		Monitoring  & Logging Svr - VIP - OAM

		 

		 

		 

		 






Annexure A1: Checklist



		Table 2: Lan Physical connection



		Server

		No of Servers

		No of Physical Connections



		Physical

		Rack Position is identified

		|_|



		

		Power connection for Rack available

		|_|



		

		Required Air conditioning available 

		|_|



		

		LAN connections for all server available

		|_|



		Facilities

		Office space with table, chair for 3 team members available

		|_|



		

		Power and LAN connections for 3 team members available

		|_|



		

		Internet browsing and Skype messenger access on office space LAN Ports / IP available.

		|_|



		

		Remote Access to Comviva is given[footnoteRef:2] [2: ] 


		|_|



		IP Interconnections[footnoteRef:3] [3: ] 


		Required IP addresses have been allotted

		|_|



		

		IP integration as specified is configured

		|_|



		

		Web access URL is defined

		|_|



		

		DNS entries for web access made

		|_|



		Source: Comviva
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Switch Requirement sheet.xlsx
Switch Pre-requisite

				S.No.		Switches		Quantity		Vendor		Functionality

				1		Rack Switches

				2

				S. No.		VLAN details		Requirements		Subnet Details		Port mode		Remarks

				1		Production

						Sigtran A

						Sigtran B

						OAM

						Stagging

						DMZ

						HA (Heart beat Sync of DB)























																		Yes 

																		No

														1		CISCO		L2 Switch		/24		Trunk

												Rack Switches		2		JUNIPER		L3 Switch		/25		Access

												Blade Switches		3		HP				/26

														4		IBM				/27

														5						/28

														6						/29

																				/30
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LB Requirement sheet.xlsx
LB-Pre

		VS IP		Application port		Persistancy ( If required )		Load Balancing Method 		Virtual server name 		Pool Name attached 		Nodes 		SNAT mode 		         Remarks

















































































































































































































































































































































Example

		VS IP		Application port		Persistancy ( If required )		Load Balancing Method		Virtual server name 		Pool Name attached 		Nodes 		SNAT mode		Remarks

		10.77.62.45		9101		Cookies		Round Robin		VS-http-9101		Pool-http		10.77.62.38:9101		Automap		Tcp idle timeout should be 300s

														10.77.62.39:9102

														10.77.62.40:9103

														10.77.62.41:9104



		10.77.62.45		5101		source IP 		Round Robin		VS1-5101		Pool1-5101		10.77.62.38:5101		SNAT list

														10.77.62.39:5101

														10.77.62.40:5101

														10.77.62.41:5101



		10.77.62.75		5503		source IP		Round Robin		VS2-9002		Pool2-9002		10.77.62.38:9002		None ( LB should be in routed mode )

														10.77.62.39:9002

														10.77.62.40:9002

														10.77.62.41:9002








