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1 Document Overview

This document provides all diagrams related to ROBI 500 TPS solution with Primary, DR and Reporting Solution

System Architecture – Primary Site
[image: image1.jpg]Customer’s G/W

Access Channel External Web
e
System Users

Firewall

Txn Server in N+1 Web Server in (N+1) Active
Active
o Q g
f l 1t

e

2 Node Database server

10 Gops.

| Database
| Replication

Backup
Server Tape Library 1

DR Setup





1.2 System Architecture – DR Site
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1.3 System Architecture – Reporting Site
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2 RACK Diagrams

Rack Diagram Primary Site
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Rack Diagram DR Site
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Rack Diagram Reporting Solution
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3 Deployment Diagrams
Complete Solution High Level Deployment Diagram
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Low Level Deployment Diagram – Primary Site
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Low Level Deployment Diagram – DR Site
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Low Level Deployment Diagram – Reporting Site
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4 Database Deployment Diagram
Complete Solution Database Deployment Diagram
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Shared Storage Partition Details

5 Network Diagram

High Level Network Diagram – Primary Site
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High Level Network Diagram – DR Site
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Low Level Network Diagram – Primary Site
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Low Level Network Diagram – DR Site
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IP Plan

Primary Site:
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DR + RPT Site:
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SAN Connectivity Diagram

Primary Site
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Network Fault Test Cases with Network Flow Diagrams
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6 Application Deployment Diagram

Transaction Servers - Primary Site
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WEB Servers - Primary Site
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SMSC Gateway Deployment Diagram - Primary Site/DR Site
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7 Application Configurations

Application Capacity Design

Primary Site

PRIMARY SITE: Full HA
PreTUPS Application TPS: 500

PreTUPS WEB Concurrent Connections: 500

Database TPS: 500

Internal Network Bandwidth: 10 Gbps

DR Site

DR Site: Without HA

PreTUPS Application TPS: 500

PreTUPS WEB Concurrent Connections: 500

Database TPS: 500

Internal Network Bandwidth: 10 Gbps

Reporting Site

Reporting Solution: With HA

PreTUPS Application TPS: Not Applicable
PreTUPS WEB Concurrent connections: 125

Database TPS: Not Applicable

Internal Network Bandwidth: 10 Gbps

SMSC Configuration

Primary Site:
	SMSC Sessions Details for Easlyload Pubail site

	SL
	SMSC IP
	Port
	User ID
	SMSC Name
	Type of Account
	No. of Sessions Required
	EL Server Type
	EL Total Sessions used

	1
	10.16.103.10
	5019
	pPreTups_1
	EL Pubail SMSC
	Receive Only (8383)
	35
	TRX
	30

	2
	10.16.103.10
	5019
	pPreTups_2
	
	Receive Only (8387)
	35
	TRX
	30

	3
	10.16.103.10
	5019
	pPreTups_3
	
	Send Only
	14
	TRX
	5

	4
	10.16.103.10
	5019
	pPreTups_4
	
	Send Only
	14
	TRX
	5

	5
	10.16.103.10
	5019
	pPreTups_5
	
	Send Only
	14
	TRX
	5

	6
	10.16.103.10
	5019
	pPreTups_6
	
	Send Only
	14
	TRX
	5

	7
	10.16.103.10
	5019
	pPreTups_7
	
	Send Only
	14
	TRX
	5

	8
	10.16.103.10
	5019
	pPreTups_8
	
	Send Only
	14
	WEB/MON
	8

	9
	10.16.103.10
	5019
	pPreTups_9
	
	Send Only
	14
	WEB/MON
	8

	10
	10.16.102.10
	5019
	vPreTups_1
	EL Vulta SMSC
	Receive Only (8383)
	35
	TRX
	30

	11
	10.16.102.10
	5019
	vPreTups_2
	
	Receive Only (8387)
	35
	TRX
	30

	12
	10.16.102.10
	5019
	vPreTups_3
	
	Send Only
	14
	TRX
	5

	13
	10.16.102.10
	5019
	vPreTups_4
	
	Send Only
	14
	TRX
	5

	14
	10.16.102.10
	5019
	vPreTups_5
	
	Send Only
	14
	TRX
	5

	15
	10.16.102.10
	5019
	vPreTups_6
	
	Send Only
	14
	TRX
	5

	16
	10.16.102.10
	5019
	vPreTups_7
	
	Send Only
	14
	TRX
	5

	17
	10.16.102.10
	5019
	vPreTups_8
	
	Send Only
	14
	WEB/MON
	8

	18
	10.16.102.10
	5019
	vPreTups_9
	
	Send Only
	14
	WEB/MON
	8


DR Site:

	SMSC Sessions Details for Easlyload DR site

	SL
	SMSC IP
	Port
	User ID
	SMSC Name
	Type of Account
	No. of Sessions Required
	EL Server Type

	1
	10.16.103.10
	5019
	pPreTupsDR_1
	EL Pubail SMSC
	Receive Only (8383)
	40
	TRX

	2
	10.16.103.10
	5019
	pPreTupsDR_2
	
	Receive Only (8387)
	40
	TRX

	3
	10.16.103.10
	5019
	pPreTupsDR_3
	
	Send Only
	14
	TRX

	4
	10.16.103.10
	5019
	pPreTupsDR_4
	
	Send Only
	14
	TRX

	5
	10.16.103.10
	5019
	pPreTupsDR_5
	
	Send Only
	14
	TRX

	6
	10.16.103.10
	5019
	pPreTupsDR_6
	
	Send Only
	14
	TRX

	7
	10.16.103.10
	5019
	pPreTupsDR_7
	
	Send Only
	14
	TRX

	8
	10.16.103.10
	5019
	pPreTupsDR_8
	
	Send Only
	14
	WEB/MON

	9
	10.16.103.10
	5019
	pPreTupsDR_9
	
	Send Only
	14
	WEB/MON

	10
	10.16.102.10
	5019
	vPreTupsDR_1
	EL Vulta SMSC
	Receive Only (8383)
	40
	TRX

	11
	10.16.102.10
	5019
	vPreTupsDR_2
	
	Receive Only (8387)
	40
	TRX

	12
	10.16.102.10
	5019
	vPreTupsDR_3
	
	Send Only
	14
	TRX

	13
	10.16.102.10
	5019
	vPreTupsDR_4
	
	Send Only
	14
	TRX

	14
	10.16.102.10
	5019
	vPreTupsDR_5
	
	Send Only
	14
	TRX

	15
	10.16.102.10
	5019
	vPreTupsDR_6
	
	Send Only
	14
	TRX

	16
	10.16.102.10
	5019
	vPreTupsDR_7
	
	Send Only
	14
	TRX

	17
	10.16.102.10
	5019
	vPreTupsDR_8
	
	Send Only
	14
	WEB/MON

	18
	10.16.102.10
	5019
	vPreTupsDR_9
	
	Send Only
	14
	WEB/MON


Reporting Site:
NA
OCS/IN Configuration

Flow Diagram:
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Primary Site:
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	PUBAIL EASYLOAD OCS DETAILS

	S No
	OCS/IN IP
	Port
	No. of Sessions required
	User ID
	NEW EL IP
	EL INSTANCE ID
	EL Port
	Remarks

	1
	10.16.26.57
	8801
	80
	easyload
	10.101.25.32
	11
	9898
	 

	2
	10.16.26.54
	8801
	80
	easyload
	10.101.25.32
	12
	9999
	 

	3
	10.16.22.82
	8801
	80
	easyload
	10.101.25.32
	13
	8888
	 

	4
	10.16.22.85
	8801
	80
	easyload
	10.101.25.33
	14
	9898
	 

	5
	10.16.26.57
	8803
	80
	easyload
	10.101.25.33
	15
	9999
	 

	6
	10.16.26.54
	8803
	80
	easyload
	10.101.25.33
	16
	8888
	 

	7
	10.16.22.82
	8803
	80
	easyload
	10.101.25.34
	17
	9898
	 

	8
	10.16.22.85
	8803
	80
	easyload
	10.101.25.34
	18
	9999
	 

	9
	10.16.26.57
	8804
	80
	easyload
	10.101.25.34
	19
	8888
	 

	10
	10.16.26.54
	8804
	80
	easyload
	10.101.25.35
	20
	9898
	 

	11
	10.16.22.82
	8804
	80
	easyload
	10.101.25.35
	21
	9999
	 

	12
	10.16.22.85
	8804
	80
	easyload
	10.101.25.35
	22
	8888
	 

	13
	10.16.26.57
	8802
	80
	easyload
	10.101.25.36
	23
	9898
	 

	14
	10.16.26.54
	8802
	80
	easyload
	10.101.25.36
	24
	9999
	 

	15
	10.16.22.82
	8802
	80
	easyload
	10.101.25.36
	25
	8888
	 

	16
	10.16.26.57
	8805
	80
	easyload
	10.101.25.47
	26
	9898
	Rack server (standby in case chassis is down)

	14
	10.16.26.54
	8802
	80
	easyload
	10.101.25.47
	27
	9999
	Rack server (standby in case chassis is down)

	15
	10.16.22.82
	8802
	80
	easyload
	10.101.25.48
	28
	9898
	Rack server (standby in case chassis is down)

	16
	10.16.22.85
	8802
	80
	easyload
	10.101.25.48
	29
	9999
	Rack server (standby in case chassis is down)


DR Site:
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	DR Site LIVE OCS Session requirement

	S No
	OCS/IN IP
	Port
	No. of Sessions required
	NEW EL IP
	EL Instance ID
	EL Port

	1
	10.16.30.112
	8801
	80
	10.101.25.132
	61
	9898

	2
	10.16.30.111
	8801
	80
	10.101.25.132
	62
	9999

	3
	10.16.30.44
	8801
	80
	10.101.25.132
	63
	8888

	4
	10.16.30.45
	8801
	80
	10.101.25.133
	64
	9898

	5
	10.16.30.112
	8802
	80
	10.101.25.133
	65
	9999

	6
	10.16.30.111
	8802
	80
	10.101.25.133
	66
	8888

	7
	10.16.30.44
	8802
	80
	10.101.25.134
	67
	9898

	8
	10.16.30.45
	8802
	80
	10.101.25.134
	68
	9999

	9
	10.16.30.112
	8803
	80
	10.101.25.135
	69
	9898

	10
	10.16.30.111
	8803
	80
	10.101.25.135
	70
	9999

	11
	10.16.30.44
	8803
	80
	10.101.25.136
	71
	9898

	12
	10.16.30.45
	8803
	80
	10.101.25.136
	72
	9999

	13
	10.16.30.112
	8804
	80
	10.101.25.136
	73
	8888

	14
	10.16.30.111
	8804
	80
	10.101.25.137
	74
	9898

	15
	10.16.30.44
	8804
	80
	10.101.25.137
	75
	9999

	16
	10.16.30.45
	8804
	80
	10.101.25.137
	76
	8888


Billing System Configuration

Flow Diagram:
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Primary Site:

	S No
	PBS IP
	Port
	No. of Sessions required

	1
	IP
	Port
	30


DR Site:
	S No
	PBS IP
	Port
	No. of Sessions required

	1
	IP
	Port
	32


USSD System Configuration

Flow Diagram:
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USSD API Document:

[image: image28.emf]PreTUPS_USSD_Inte rface_Robi_v1.0.doc


External Interface System Configuration

Flow Diagram:
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External Interface API Document:
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Application Instance Configuration Diagram
Primary Site:
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DR Site:
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Communication Matrix

This matrix will provide details of the IP’s and Ports connectivity from and to PreTUPS Nodes to other elements.

Primary Site:
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DR Site:
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Note: Highlighted Yellow IP’s in DR Communication matrix need to be filled by ROBI
Application Parameter Configuration Details
Application Instance ID/Port Details – Primary Site
	S No
	Type Of Server
	Hostname
	Instance Type
	Instance ID
	Port

	1
	Transaction
	ELTRANS-PR-01
	SMSR
	11
	9898

	2
	Transaction
	ELTRANS-PR-01
	SMSR1
	12
	9999

	3
	Transaction
	ELTRANS-PR-01
	SMSR2
	13
	8888

	4
	Transaction
	ELTRANS-PR-02
	SMSR
	14
	9898

	5
	Transaction
	ELTRANS-PR-02
	SMSR1
	15
	9999

	6
	Transaction
	ELTRANS-PR-02
	SMSR2
	16
	8888

	7
	Transaction
	ELTRANS-PR-03
	SMSR
	17
	9898

	8
	Transaction
	ELTRANS-PR-03
	SMSR1
	18
	9999

	9
	Transaction
	ELTRANS-PR-03
	SMSR2
	19
	8888

	10
	Transaction
	ELTRANS-PR-04
	SMSR
	20
	9898

	11
	Transaction
	ELTRANS-PR-04
	SMSR1
	21
	9999

	12
	Transaction
	ELTRANS-PR-04
	SMSR2
	22
	8888

	13
	Transaction
	ELTRANS-PR-05
	SMSR
	23
	9898

	14
	Transaction
	ELTRANS-PR-05
	SMSR1
	24
	9999

	15
	Transaction
	ELTRANS-PR-05
	SMSR2
	25
	8888

	16
	WEB
	ELWEB-PR-01
	WEB
	41
	5555

	17
	WEB
	ELWEB-PR-01
	WEB1
	42
	6666

	18
	WEB
	ELWEB-PR-02
	WEB
	43
	5555

	19
	WEB
	ELWEB-PR-02
	WEB1
	44
	6666

	20
	WEB
	ELWEB-PR-03
	WEB
	45
	5555

	21
	WEB
	ELWEB-PR-03
	WEB1
	46
	6666

	22
	Monitoring & Logging
	ELMON-PR-01
	OAM WEB
	1
	5555

	23
	Monitoring & Logging
	ELMON-PR-01
	SNMP
	NA
	4545

	24
	Monitoring & Logging
	ELMON-PR-02
	OAM WEB
	1
	5555

	25
	Monitoring & Logging
	ELMON-PR-02
	SNMP
	NA
	4545


Application Instance ID/Port Details – DR Site

	S No
	Type Of Server
	Hostname
	Instance Type
	Instance ID
	Port

	1
	Transaction
	ELTRANS-DR-01
	SMSR
	61
	9898

	2
	Transaction
	ELTRANS-DR-01
	SMSR1
	62
	9999

	3
	Transaction
	ELTRANS-DR-01
	SMSR2
	63
	8888

	4
	Transaction
	ELTRANS-DR-02
	SMSR
	64
	9898

	5
	Transaction
	ELTRANS-DR-02
	SMSR1
	65
	9999

	6
	Transaction
	ELTRANS-DR-02
	SMSR2
	66
	8888

	7
	Transaction
	ELTRANS-DR-03
	SMSR
	67
	9898

	8
	Transaction
	ELTRANS-DR-03
	SMSR1
	68
	9999

	9
	Transaction
	ELTRANS-DR-03
	SMSR2
	69
	8888

	10
	Transaction
	ELTRANS-DR-04
	SMSR
	70
	9898

	11
	Transaction
	ELTRANS-DR-04
	SMSR1
	71
	9999

	12
	Transaction
	ELTRANS-DR-04
	SMSR2
	72
	8888

	13
	Transaction
	ELTRANS-DR-05
	SMSR
	73
	9898

	14
	Transaction
	ELTRANS-DR-05
	SMSR1
	74
	9999

	15
	Transaction
	ELTRANS-DR-06
	SMSR
	75
	9898

	16
	Transaction
	ELTRANS-DR-06
	SMSR1
	76
	9999

	17
	WEB
	ELWEB-DR-01
	WEB
	91
	5555

	18
	WEB
	ELWEB-DR-01
	WEB1
	92
	6666

	19
	WEB
	ELWEB-DR-02
	WEB
	93
	5555

	20
	WEB
	ELWEB-DR-02
	WEB1
	94
	6666

	21
	Monitoring & Logging
	ELMON-DR-01
	OAM WEB
	99
	5555

	22
	Monitoring & Logging
	ELMON-DR-01
	SNMP
	NA
	4545


SNMP Alarm Details

Deployment Diagram:

[image: image35.emf]NMS System

Monitoring user

TRX 1 TRX 2 TRX 3 TRX 4 TRX 5 WEB 1 WEB 2 WEB 3

Active Passive

Alarms From TRX Nodes

Alarms From WEB Nodes

SNMP Alarms

Monitoring and Logging 

Servers

Transaction Servers WEB Servers

HA

SMS Alerts to SMSC

SMSC


SNMP Deployment-Integration Document:

[image: image36.emf]PreTUPS_Robi_SNMP _document_v1.0.docx


Sample MIB File:

[image: image37.emf]PRETUPS-MIB.MIB


8 Hardware/Operating System Configurations

RACK Diagram Primary Site
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RACK Diagram DR Site
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RACK Diagram Reporting Site
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OS Package List
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OS Tuning
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Switch Port Mapping

[image: image43.emf]Switch Port Mapping  PR site.xlsx


Partition Details
Primary Site

[image: image44.emf]Primary Site Partition  Details.doc


DR Site


[image: image45.emf]Robi Partition  -DR.doc


Reporting Site 


[image: image46.emf]Reporting Site  Partition Details.doc


Load Balancer Configuration Details


[image: image47.emf]HLB_Config_Details_ Application_Side_05FEB2014.xlsx


9 Database Related Details

Data Retention Policy

Primary Site

Transaction Data: 1 + Current Month

History/Summary Data: 1 + Current Month

DR Site

Transaction Data: 1 + Current Month

History/Summary Data: 1 + Current Month

Reporting Site
Transaction Data: 5 + Current Month

History/Summary Data: 11 + Current Month

Data Purging Policy


[image: image48.emf]Purging Policy.docx


Data Replication Policy


[image: image49.emf]Data Replication  Policy.docx


Database Backup Policy

[image: image50.emf]Database backup  policy.docx


Bandwidth Requirement between Primary and DR site for Data Replication

Bandwidth Requirement for Data replication from Primary to DR is 200 Mbps (Throughput 16 MB).
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Document Overview


1.1 Scope


The objective of this document is to describe the interface between PreTUPS and USSD Interface. This document covers RP2P Services. 


1.2 Abbreviations and Conventions 


		Abbreviations

		Description



		O

		Optional



		M

		Mandatory



		PreTUPS

		Pre Paid TopUp System



		

		



		

		





1.3 References


Not applicable


Architecture and Communication Protocol


1.4 Architecture
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                             XML Over HTTP

· USSD System: The system, which sends the RP2P Transaction request to PreTUPS System.


· PreTUPS System: The PreTUPS System includes PreTUPS Application and PreTUPS Database. The Interaction between PreTUPS Application and Database is internal.


1.5 Communication 


The communication between USSD Interface and PreTUPS is XML over HTTP. The USSD System makes the HTTP connection with PreTUPS and sends the request content as XML. Response of each request is also sent as XML. 


PreTUPS will send following response (acknowledgement) to USSD system for Request. Final response would be delivering through SMS.


1.6 Authentication


To authenticate the USSD System, PreTUPS will define a Gateway for USSD System. PreTUPS will give the defined gateway information details to USSD system users.  USSD System will send this gateway information while making HTTP connection with PreTUPS for each request.  Authentication information will be send by URL. Details of authentication information are as follows


· LOGIN


· PASSWORD


· REQUEST_GATEWAY_CODE


· REQUEST_GATEWAY_TYPE


· SERVICE_PORT


· SOURCE_TYPE


· Details of above-mentioned field are described in Connection procedure section.

1.7 Connection procedure


The USSD system calls the specific URL to make the HTTP Connection with PreTUPS. The details of HTTP Header and URL are mentioned below.


HTTP Header Information


POST <URL> HTTP


Content-type: text/xml


Connection: close

URL


http://Pretupshost/C2SReceiver?LOGIN=<Login>&Password=<Password>&Request_Gateway_Code=<RequestGatewayCode>&Request_Gateway_Type=<RequestGatewayType>&Service_Port=<ServicePort>&Source_Type=<SourceType>


Note: URL will be common for all services; only XML content will be changed, XML content should be POST method. 

Example


http://Pretupshost/C2SReceiver?LOGIN=123&Password=123&Request_Gateway_Code=USSD&Request_Gateway_Type=USSD&Service_Port=190&Source_Type=<SourceType>


		Fields

		Description

		Example

		Optional/


Mandatory

		Max Length

		Remarks



		PreTUPSHost

		The IP, port and host name. The IP and Port on which PreTUPS application is running

		172.16.1.109:5555/pretups/

		M

		N.A

		N.A



		LOGIN

		Login Id

		Test

		M

		10

		This must be registered into  Pretups System



		PASSWORD

		Password

		Test

		M

		10

		This must be registered into Pretups System



		REQUEST_GATEWAY_CODE

		Request Gateway Code. This field is used by Pretups system to identify request interface.

		USSD001

		M

		10

		This must be defined in the Pretups System



		REQUEST_GATEWAY_TYPE

		Request Gateway Type. This field is used by Pretups system to identify request interface.

		USSD

		M

		10

		This must be defined in the Pretups System



		SERVICE_PORT

		Service port 

		126

		M

		10

		This must be defined in the Pretups System



		SOURCE_TYPE

		Source Type

		BROWSER

		M

		10

		This field can have value either BROWSER or SHORTCODE.depending on USSD browse or USSD short code request. This will be stored in PreTUPS for information purpose. 





· The URL will remain same for all RP2P Transactions.XML Content  will be differed for the Request

RP2P Services


1.8 Customer Recharge


USSD system can send the recharge request of a subscriber. Recharge of a subscriber can be done by the channel users.


1.8.1 XML Request Syntax


The USSD system will send the following request for Customer Recharge. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>RCTRFREQ</TYPE>


<MSISDN1><Retailer MSISDN></MSISDN1>


<PIN><Retailer PIN></PIN>


<MSISDN2>< Payee MSISDN></MSISDN2>


<AMOUNT><Amount></AMOUNT>


<LANGUAGE1><Retailer Language></LANGUAGE1>


<LANGUAGE2><Payee Language></LANGUAGE2>


<SELECTOR><Selector></SELECTOR>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		RCTRFREQ

		RCTRFREQ

		10

		M

		Request Type



		MSISDN1

		Retailer MSISDN

		9942222

		15

		M

		All MSISDN should be without country code.


(National dial format)



		PIN

		Retailer PIN

		3946

		4 to 6

		O (Tag is mandatory)

		Numeric Only.



		MSISDN2

		Payee MSISDN

		9942223

		15

		M

		Numeric and without country code. 



		AMOUNT

		Amount

		100

		10

		M

		Numeric Only.



		LANGUAGE1

		Retailer Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Retailer Language Code


This code must be defined in PreTUPS system.



		LANGUAGE2

		 Payee Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Payee Language Code


This code must be defined in PreTUPS system.



		SELECTOR

		Selector

		1

		10

		M

		Selector should be numeric


1,2,3.





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.

1.8.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Customer Recharge Request. Final response would be delivering through SMS. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>RCTRFRESP</TYPE>    




<TXNID><Transaction ID></TXNID>


<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>


Fields Detail

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		RCTRFRESP

		RCTRFRESP

		10

		M

		Response Type



		TXNID

		Transaction ID

		R070603.0112.0001

		20

		M

		Pretups Transaction ID for the Customer Recharge Transaction



		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), failed other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.9 Change PIN


USSD system can send the change PIN request once user is registered in PreTUPS.


1.9.1 XML Request Syntax


The USSD system will send the following request for Pin Request. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>RCPNREQ</TYPE>


<MSISDN1><Retailer MSISDN></MSISDN1>


<PIN><Retailer Old PIN></PIN>


<NEWPIN>< Retailer New PIN></NEWPIN>


<CONFIRMPIN>< Retailer Confirm PIN></CONFIRMPIN >


<LANGUAGE1><Retailer Language></LANGUAGE1>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		RCPNREQ

		RCPNREQ

		10

		M

		Request Type



		MSISDN1

		Retailer MSISDN

		9942222

		15

		M

		Retailer MSISDN should be without country code.


(National dial format)



		PIN

		Retailer PIN

		3946

		4 to 6

		M

		Old PIN of requested channel user


Numeric Only



		NEWPIN

		 Retailer New PIN

		3946

		4 to 6

		M

		New PIN of requested channel user


Numeric Only



		CONFIRMPIN

		 Retailer Confirm PIN

		3946

		4 to 6

		M

		New PIN of requested channel user


Numeric Only



		LANGUAGE1

		Retailer Language

		1

		1

		O (Tag is mandatory)

		Numeric only Retailer Language Code


This code must be defined in PreTUPS system





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· Old PIN should not be equal to New PIN.


1.9.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Change PIN Request. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>RCPNRESP</TYPE>    




<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		RCPNRESP

		RCPNRESP

		10

		M

		Response Type



		TXNSTATUS

		Transaction Status

		200

		5

		M

		 Transaction Status i.e.


Transaction OK (200) , failed other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.10 Transfer, Return and Withdraw


USSD system can send the transfer, return and with draw requests to PreTUPS between the channel users.


1.10.1 XML Request Syntax


The USSD system sends the following request for transfer, return and withdraws. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>TRFREQ</TYPE>


<MSISDN1><Retailer Payer MSISDN></MSISDN1>


<MSISDN2><Retailer Payee MSISDN></MSISDN2>


<TOPUPVALUE><Top up value></TOPUPVALUE>


<PRODUCTCODE><Product short code> </PRODUCTCODE>


<LANGUAGE1><Retailer Language> </LANGUAGE1>


<PIN>1234</PIN>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		TRFREQ

		TRFREQ

		10

		M

		Request Type


TRFREQ -For Transfer request 

RETREQ – for Return 

WDTHREQ for Withdrawal



		MSISDN1

		Retailer Payer MSISDN

		9942222

		15

		M

		Retailer Payer MSISDN should be without country code.


(National dial format)



		MSISDN2

		Retailer Payee MSISDN

		9942223

		15

		M

		Retailer Payee MSISDN should be without country code.


(National dial format)



		TOPUPVALUE

		AMOUNT

		100

		20

		M

		Value to be Transferred



		PRODUCTCODE

		Product short code

		101

		5

		O

		Product short code .fixed value 101 should be used.



		LANGUAGE1

		Retailer Language

		1

		1

		O (Tag is mandatory)

		Language Code


This code must be defined in PreTUPS system 


Numeric Only



		PIN

		PIN

		2564

		4 to 6

		O

		Numeric Only. default “0000” will be considered if not specified





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.


1.10.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Sell, Transfer, and Withdraw. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>TRFRESP</TYPE>    




<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		TRFRESP

		TRFRESP

		10

		M

		Response Type


TRFRESP – for Transfer response


RETRESP – for return response


WDTHRESP – for withdrawal response



		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), Failed and other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.11 Balance Enquiry


Through USSD system a channel user can sends the self-balance enquiry or other channel user enquiry, which is down to his/her hierarchy.


1.11.1 XML Request Syntax


The USSD system sends the following request for Balance enquiry. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>BALREQ</TYPE>


<MSISDN1><Channel User Msisdn></MSISDN1>


<PIN>1234</PIN>

<MSISDN2><Child Channel User Msisdn></MSISDN2>


</COMMAND>

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		BALREQ

		BALREQ

		10

		M

		Request Type



		MSISDN1

		Retailer MSISDN

		9942222

		15

		M

		Retailer Payer MSISDN should be without country code.


(National dial format)



		MSISDN2

		MSISDN of other channel user whose balance to be checked.

If self enquiry MSISDN1 & MSISDN2 should be same

		9942222

		15

		M

		Retailer Payer MSISDN should be without country code.


(National dial format)



		PIN

		PIN

		2564

		4 to 6

		O

		Numeric Only. Default “0000” will be considered if not specified





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.


1.11.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Balance enquiry. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>BALRESP</TYPE>    




<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		BALRESP

		BALRESP

		10

		M

		Response Type






		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), Failed and other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.12 Daily Status Report


Through USSD system a channel user can sends the daily status report. The daily status report has detailed about the channel user Transfers, Withdraw/Return and Subscriber recharge.


1.12.1 XML Request Syntax


The USSD system sends the following request for Daily Status Report. The request format and details of request are mentioned below.


Request Syntax


<? xml version="1.0"?>


<! DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>DSRREQ</TYPE>


<MSISDN1><Channel User Msisdn></MSISDN1>


<PIN>1234</PIN>


</COMMAND>

Fields Details


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		DSRREQ

		DSRREQ

		10

		M

		Request Type



		MSISDN1

		MSISDN of the channel user whose daily status report needs to be checked 

		9942222

		15

		M

		Retailer Payer MSISDN should be without country code.


(National dial format)



		PIN

		PIN of the channel user

		2564

		4 to 6

		O

		Numeric Only. Default “0000” will be considered if not specified





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.


1.12.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Daily Status Report. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>DSRRESP</TYPE>    




<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>

Fields Detail

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		DSRRESP

		DSRRESP

		10

		M

		Response Type






		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), Failed and other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.13 Last Transfer Status


Through USSD system a channel user can checks its last transaction status.

1.13.1 XML Request Syntax


The USSD system sends the following request for Last Transaction Status. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>LTSREQ</TYPE>


<MSISDN1><Channel User Msisdn></MSISDN1>


<PIN>1234</PIN>


</COMMAND>


Fields Details


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		LTSREQ

		LTSREQ

		10

		M

		Request Type



		MSISDN1

		MSISDN of the channel user whose last transaction status needs to checked.

		9942222

		15

		M

		Retailer Payer MSISDN should be without country code.


(National dial format)



		PIN

		PIN of the channel user

		2564

		4 to 6

		O

		Numeric Only. Default “0000” will be considered if not specified





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.


1.13.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for Last Transfer Status. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>LTSRESP</TYPE>    




<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>


Fields Detail

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		TYPE

		LTSRESP

		LTSRESP

		10

		M

		Response Type






		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), Failed and other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.

1.14 Electronic Voucher Distribution (EVD)


USSD system can send the EVD request of a subscriber. The channel users can do EVD of a subscriber.


1.14.1 XML Request Syntax


The USSD system will send the following request for EVD. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE>EVDREQ</TYPE>


<MSISDN1><Retailer MSISDN></MSISDN1>


<PIN><Retailer PIN></PIN>


<MSISDN2>< Payee MSISDN></MSISDN2>


<AMOUNT><Amount></AMOUNT>


<LANGUAGE1><Retailer Language></LANGUAGE1>


<LANGUAGE2><Payee Language></LANGUAGE2>


<SELECTOR><Selector></SELECTOR>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		EVDREQ

		EVDREQ

		10

		M

		Request Type



		MSISDN1

		Retailer MSISDN

		9942222

		15

		M

		All MSISDN should be without country code.


(National dial format)



		PIN

		Retailer PIN

		3946

		4 to 6

		O

		Numeric Only. Default “0000” will be considered if not specified



		MSISDN2

		Payee MSISDN

		9942223

		15

		M

		Numeric and without country code. 



		AMOUNT

		Amount

		100

		10

		M

		Numeric Only.



		LANGUAGE1

		Retailer Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Retailer Language Code


This code must be defined in PreTUPS system.



		LANGUAGE2

		 Payee Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Payee Language Code


This code must be defined in PreTUPS system.



		SELECTOR

		Selector

		1

		10

		M

		Selector should be numeric


1,2,3.





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.

1.14.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for EVD Request. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE>EVDRESP</TYPE>    




<TXNID><Transaction ID></TXNID>


<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		EVDRESP

		EVDRESP

		10

		M

		Response Type



		TXNID

		Transaction ID

		R070603.0112.0001

		20

		M

		Pretups Transaction ID for the Customer Recharge Transaction



		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), failed other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


1.15 Postpaid Bill Payment (PPB)


USSD system can send the PPB request of a subscriber. The channel users can do PPB of a subscriber.


1.15.1 XML Request Syntax


The USSD system will send the following request for PPB. The request format and details of request are mentioned below.


Request Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND>


<TYPE> PPBTRFREQ</TYPE>


<MSISDN1><Retailer MSISDN></MSISDN1>


<PIN><Retailer PIN></PIN>


<MSISDN2>< Payee MSISDN></MSISDN2>


<AMOUNT><Amount></AMOUNT>


<LANGUAGE1><Retailer Language></LANGUAGE1>


<LANGUAGE2><Payee Language></LANGUAGE2>


<SELECTOR><Selector></SELECTOR>


</COMMAND>


Fields Detail


		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		PPBTRFREQ

		PPBTRFREQ

		10

		M

		Request Type



		MSISDN1

		Retailer MSISDN

		9942222

		15

		M

		All MSISDN should be without country code.


(National dial format)



		PIN

		Retailer PIN

		3946

		4 to 6

		O

		Numeric Only. Default “0000” will be considered if not specified



		MSISDN2

		Payee MSISDN

		9942223

		15

		M

		Numeric and without country code. 



		AMOUNT

		Amount

		100

		10

		M

		Numeric Only.



		LANGUAGE1

		Retailer Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Retailer Language Code


This code must be defined in PreTUPS system.



		LANGUAGE2

		 Payee Language

		1

		1

		O (Tag is mandatory)

		Numeric only, Payee Language Code


This code must be defined in PreTUPS system.



		SELECTOR

		Selector

		1

		10

		M

		Selector should be numeric


1,2,3.





· All tags are mandatory to be present in XML. If value is optional and tag must be present.


· The value for TYPE tag is fixed as mentioned in syntax.


1.15.2 XML Response Syntax


PreTUPS will send following response (acknowledgement) to USSD system for PPB Request. The XML response details are mentioned below.


Response Syntax


<?xml version="1.0"?>


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" "xml/command.dtd">


<COMMAND> 


<TYPE> PPBTRFRESP</TYPE>    




<TXNID><Transaction ID></TXNID>


<TXNSTATUS><Transaction Status></TXNSTATUS>


</COMMAND>


Fields Detail

		TAG

		Fields

		Example

		Max Length

		Optional/Mandatory

		Remarks



		Type

		PPBTRFRESP

		PPBTRFRESP

		10

		M

		Response Type



		TXNID

		Transaction ID

		R070603.0112.0001

		20

		M

		PreTUPS Transaction ID for the Customer Recharge Transaction



		TXNSTATUS

		Transaction Status

		200

		5

		M

		Transaction Status i.e.


Transaction OK (200), failed other status





· The Transaction status details explained in appendix. 


· The value for TYPE tag is fixed as mentioned in syntax.


Scope of Work & Timeline


1.16 Comviva SOW


For development and implementation of the above mentioned features, Comviva scope of work will be as follows. 


Requirement finalization with Robi

Technical proposal preparation & planning 


Design document preparation, coding, review, fixing 


Migration script preparation & verification 


Implementation & testing on test platform along with USSD integration

Migration on Production platform


Post migration monitoring for 2 days


1.17 Timeline


Timeline: Starts After scope closure/finalization


Delivery would be 3 weeks after getting PO. 5 weeks remote implementation.


CR Activities: All the activities mentioned in the below table are mandatory for CR Customization, Configuration & implementation. 


		Sr. No.

		Activity

		Description

		Plan



		1

		Project Start-up

		Project Start-up activities like planning etc.

		2 Days



		2

		Requirement finalization & design/Impact analysis

		Impact Analysis, Design and Specification.

		3 Days



		3

		Customization (Development, Migration script preparation, verification, testing etc.)

		· Development of new features


· Script preparation for the new features deployment.


· Migration script preparation/verification.


· Integration Testing

		5 Days



		4

		PVG & Documentation

		· Test lab testing


· UAP Preparation & Verification specific to CR feature

		5 Days



		Implementation & Migration: Would be done remotely



		6

		Migration on test bed

		Deployment of CR features on test bed

		2 Days



		7

		Integration Testing

		Integration testing of CR feature

		2 Weeks



		8

		Functional Testing

		System functional testing by Comviva including CR features

		3 Days



		10

		UAT

		UAT with Affiliate Team 

		7 Days



		11

		Migration on Production 

		Deployment of CR features on production environment & corresponding basic system testing 

		1 Day



		12

		Monitoring

		Offsite Post migration monitoring 

		2 Days





Appendix

Comviva will provide the error code during the USSD interface integration.
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Sheet1

		Data Communication Matrix (PreTUPS N Architecture with Multiple Instance and Load Balancer)

		S No.		From						Direction		TO						Direction		Remarks

				Source Node		Source IP		Source Port				Destination Node		Detination IP		Destination Port

		1		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		(<-------->)		IN/OCS		10.16.30.112/113/44/45		8801/8802/8803/8804		Bi Directional		For Communication between App nodes and IN

		2		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		(<-------->)		Database Server		10.101.25.142		1521		Bi Directional		For Communication between App nodes and Database

		3		Web Server		10.101.25.138/139		7777/6666		(<-------->)		Database Server		10.101.25.142		1521		Bi Directional		For Communication between Web nodes and Database

		4		Web Server		10.101.25.138/139		7777/6666		(<-------->)		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		Bi Directional		For Communication between Web nodes and App Nodes for C2S Transaction

		5		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		(<-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Bi Directional		In case only send SMS is required and no STK transactions are happening

		6		Web Server		10.101.25.138/139		7777/6666		(-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Uni Directional		Required to send SMS through WEB GUI

		7		OAM/Logging Server		10.101.25.140		7777		(-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Uni Directional		Required to send SMS for Alerts

		8		USSD Server		X.X.X.X		USSD PORT		(<-------->)		Load Balancer		10.101.25.163		8092		Bi Directional		For Communication between USSD nodes and Load Balancer for C2S Transaction

		9		Load Balancer		10.101.25.163		8092		(<-------->)		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		Bi Directional		For Communication between Load Balancer and App nodes for C2S Transaction

		10		External System		X.X.X.X		EXT SYS PORT		(<-------->)		Load Balancer		10.101.25.163		8092		Bi Directional		For Communication from External Systems towards App Nodes

		11		Load Balancer		10.101.25.164		443		(<-------->)		Web Servers		10.101.25.138/139		7777/6666		Bi Directional		For Communication from Load Balancer towards Web Nodes

		12		FTP Server		X.X.X.X		FTP Server Port		(-------->)		OAM Nodes		10.101.25.140		21		Uni Directional		For FTP service to get DWH files and other reports from OAM server

		13		OAM/Logging Server		10.101.25.140		7777		(<-------->)		Database Server		10.101.25.142		1521		Bi Directional		For Communication between OAM/Logging nodes and Database

		14		OAM/Logging Server		10.101.25.140		4545		(--------->)		SNMP Server		X.X.X.X		161/162		Uni Directional		For Sending OAM/Logging Alarms through SNMP

		15		App Server		10.101.25.132/133/134/135/136/137		9898/8888/9999		(<-------->)		OAM/Logging Nodes		10.101.25.140		7777		Bi Directional		For sending App Alarms on OAM/Logging Node and System Monitoring

		16		Web Server		10.101.25.138/139		7777/6666		(<-------->)		OAM/Logging Nodes		10.101.25.140		7777		Bi Directional		For Sending Web Alarms on OAM/Logging Node and System Monitoring

		17		App Server		10.101.25.132/133/134/135/136/137		22/21		(<-------->)		App Server		10.101.25.132/133/134/135/136/137		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Nodes

		18		Web Server		10.101.25.138/139		22/21		(<-------->)		Web Server		10.101.25.138/139		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Nodes

		19		Web Server		10.101.25.138/139		22/21		(<-------->)		App Server		10.101.25.132/133/134/135/136/137		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Node and App Node

		20		Web Server		10.101.25.138/139		22/21		(<-------->)		DB Server		10.101.25.142		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Node and DB Node

		21		App Server		10.101.25.132/133/134/135/136/137		22/21		(<-------->)		DB Server		10.101.25.142		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Node and DB Node

		22		DB Server		10.101.25.142		22/21		(<-------->)		DB Server		10.101.25.142		22/21		Bi Directional		For having SSH/FTP/SCP access beween DB Node

		23		OAM/Logging Server		10.101.25.140		22/21		(<-------->)		DB Server		10.101.25.142		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Node and DB Node

		24		OAM/Logging Server		10.101.25.140		22/21		(<-------->)		App Server		10.101.25.132/133/134/135/136/137		22/21		Bi Directional		For having SSH/FTP/SCP access beween OAM/Logging Node and App Node

		25		OAM/Logging Server		10.101.25.140		22/21		(<-------->)		Web Server		10.101.25.138/139		22/21		Bi Directional		For having SSH/FTP/SCP access beween OAM/Logging Node and Web Node
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						10.101.25.32/33/34/35/36						10.101.25.37/38/39
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DR-Uday

		DR Site - Uday 19th Floor

		S No		Server Name		Server Type		Hostname		IP		IPMP IP		Cluster VIP		Scan IP		ILO/ Management IP		Subnet Mask		User ID		root Password		pretups password		Management User ID		Password		Hardware Serial Number

		Column1		Column2		Column3		Column4		Column5		Column6		Column7		Column72		Column8

		1		Transaction Server 1		M5000		ELTRANS-DR-01		10.101.25.132		10.101.25.132		NA		NA		10.101.24.132		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		BDF12455C8

		2		Transaction Server 2		M5000		ELTRANS-DR-02		10.101.25.133		10.101.25.133		NA		NA		10.101.24.133		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		BDF12455D2

		3		Transaction Server 3		DL350		ELTRANS-DR-03		10.101.25.134		NA		NA		NA		10.101.24.134		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH951XHMF

		4		Transaction Server 4		DL350		ELTRANS-DR-04		10.101.25.135		NA		NA		NA		10.101.24.135		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH951XHPR

		5		Transaction Server 5		DL560G8		ELTRANS-DR-05		10.101.25.136		NA		NA		NA		10.101.24.136		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH34376C7

		6		Transaction Server 6		DL560G8		ELTRANS-DR-06		10.101.25.137		NA		NA		NA		10.101.24.137		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH34376C5

		7		WEB Server 1		DL560G8		ELWEB-DR-01		10.101.25.138		NA		NA		NA		10.101.24.138		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH343719B

		8		WEB Server 2		DL560G8		ELWEB-DR-02		10.101.25.139		NA		NA		NA		10.101.24.139		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH3437197

		9		Monitoring & Logging Server 1		DL380G8		ELMON-DR-01		10.101.25.140		NA		NA		NA		10.101.24.140		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator		Password@123		SGH34376CW

		10		Backup Server 1		DL380G8		ELBACK-DR-01		10.101.25.141		NA		NA		NA		10.101.24.141		 255.255.255.128		root/oracle										SGH34374R2

		11		DataBase Server 1		SUN T4-4		ELDB-DR-01		10.101.25.142		10.101.25.142		NA		10.101.25.147		10.101.24.144		 255.255.255.128		root/oracle		Password@123		Oracle@123		Administrator		Password@123		AK00156850

		12		LAN Switch 1		HP 5820		ELLANSW-DR-01		10.101.25.151		NA		NA		NA		NA		 255.255.255.128								admin				CN38BFQ084

		13		LAN Switch 2		HP 5820		ELLANSW-DR-02		10.101.25.152		NA		NA		NA		NA		 255.255.255.128								admin				CN38BFQ0CV

		14		LAN Switch 3		HP 5820		ELLANSW-DR-03		10.101.25.153		NA		NA		NA		NA		 255.255.255.128								admin				CN38BFQ06H

		15		LAN Switch 4		HP 5820		ELLANSW-DR-04		10.101.25.154		NA		NA		NA		NA		 255.255.255.128								admin				CN38BFQ0CG

		16		SAN Switch 1		HP		ELSANSW-DR-01		10.101.25.155		NA		NA		NA		10.101.24.142		 255.255.255.128								admin				CZC402UNP8

		17		SAN Switch 2		HP		ELSANSW-DR-02		10.101.25.156		NA		NA		NA		10.101.24.143		 255.255.255.128								admin				CZC402UNPA

		18		Load Balancer 1		IP 5		ELLB-DR-01		10.101.25.165		NA		NA		NA		10.101.24.240		 255.255.255.128		admin		Admin@123				admin		Admin@123		F5-OKJZ-FUNQ

		19		Load Balancer 2		IP 5		ELLB-DR-02		10.101.25.166		NA		NA		NA		10.101.24.241		 255.255.255.128		admin		Admin@123				admin		Admin@123		F5-ZJZB-ZDUF

		20		LTO Tape Library		HP MSL2024 1 LTO-5 3000		NA		NA		NA		NA		NA		10.101.24.129		 255.255.255.128												MXA336Z0K9

		21		EMC Controller A		VNX 5500		NA		NA		NA		NA		NA		10.101.24.130		 255.255.255.128								Administrator				CKM00124704689

		22		EMC Controller B		VNX 5500		NA		NA		NA		NA		NA		10.101.24.131		 255.255.255.128								Administrator
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RPT-Uday

		Reporting Site - Uday 19th Floor

		S No		Server Name		Server Type		Hostname		IP		IPMP IP		Cluster VIP		Scan IP		ILO/ Management IP		Subnet Mask		User ID		root Password		pretups password		Management User ID		Password		Hardware Serial Number

		1		WEB Server 1		DL560G8		ELWEB-RTP-01		10.101.25.194		NA		10.101.25.196		NA		10.101.24.194		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator				SGH34376CB

		2		WEB Server 2		DL560G8		ELWEB-RPT-02		10.101.25.195		NA				NA		10.101.24.195		 255.255.255.128		root/pretups		Password@123		 @Robi#123		Administrator				SGH34376CF

		3		DataBase Server 1		M5000		ELDB-RPT-01		10.101.25.197		10.101.25.197		10.101.25.199		NA		10.101.24.197		 255.255.255.128		root/oracle		Password@123		Oracle@123		Administrator				BEF0916433

		4		DataBase Server 2		M5000		ELDB-RPT-01		10.101.25.198		10.101.25.198				NA		10.101.24.198		 255.255.255.128		root/oracle		Password@123		Oracle@123		Administrator				BEF09239CC

		14		LAN Switch 1		HP 5820		ELLANSW-RPT-01		10.101.25.151		NA		NA		NA		NA		 255.255.255.128		admin						admin				CN38BFQ0GL

		15		LAN Switch 2		HP 5820		ELLANSW-RPT-02		10.101.25.152		NA		NA		NA		NA		 255.255.255.128		admin						admin				CN38BFQ078

		21		EMC Controller A		VNX 5500		NA		NA		NA		NA		NA		10.101.24.192		 255.255.255.128		admin						Administrator

		22		EMC Controller B		VNX 5500		NA		NA		NA		NA		NA		10.101.24.193		 255.255.255.128		admin						Administrator
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1. PURPOSE OF THIS DOCUMENT:



The User Acceptance Test (UAT) document communicates the detailed test procedures needed to validate the network redundancy for the customer’s acceptance. This document is to be discussed and if approved and agreed by ROBI than it will be executed for the Network UAT



This document has been prepared in accordance with Comviva understanding of ROBI’s requirements at the date hereof.











2.  ACCEPTANCE TEST OVERVIEW:



The system test plan of the network will be conducted by Comviva’s Network Partner and ROBI.



The test actions in the following sections are a consolidation of each individual step being defined by Comviva and ROBI.



Upon completion and passing of the UAT, ROBI is deemed to have accepted installation and deployment of the network connectivity delivered by TVSL.







3.  TESTING PREREQUISITES:



Ensure that the following prerequisites are met before you start the tests in this document:



All implementation tasks are complete as outlined in the Switch configuration guidelines shared earlier for LAN Network. 



Robi Axiata Ltd.’s representative is available to monitor and review the tests and results as they are performed. Comviva partner and Robi Axiata Ltd.’s representative sign-off each test on its successful completion. 
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4. USER ACCEPTANCE TESTS: 





4.1 SOLUTION BRIEF: 



Robi will have two HP 5820 with IRF configuration and four blade switch in chassis. If any switch will goes down or any link will be fail it will automatically switch to redundant link or device.







Robi Switch Connectivity Diagram:
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Network Flow HP5820-1 Goes Down
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Network Flow HP5820-2 Goes Down
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Network Flow HP6120-xg-1 Goes Down
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Network Flow HP 6120 XG -2 Goes Down
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Network Flow HP 6125G -1 Goes Down
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Network Flow HP 6125G-2 Goes Down
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EasyLoad Steps :



		S.No.

		Activity

		Observations

		Associated Risk



		1

		Power off Hp5820-SW-1

		Traffic Must go from Hp 5820 -SW-2

		No Risk



		2

		Power off Hp5820-SW-2

		Traffic Must go from Hp 5820 -SW-1

		No Risk



		3

		Power off Hp6120-SW-1

		Traffic Must go from Hp 6120 -SW-2

		No Risk



		4

		Power off Hp6120-SW-2

		Traffic Must go from Hp 6120 -SW-1

		No Risk



		5

		Power off Hp6125-SW-1

		Traffic Must go from Hp 6125 -SW-2

		No Risk



		6

		Power off Hp6125-SW-2

		Traffic Must go from Hp 6125 -SW-1

		No Risk







5 Sign Off







		Tested by Comviva Partner

		Witnessed by Comviva

		Cordially Accepted by ROBI
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Sheet1

		Data Communication Matrix (PreTUPS N+1 Architecture with Multiple Instance and Load Balancer)

		S No.		From						Direction		TO						Direction		Remarks

				Source Node		Source IP		Source Port				Destination Node		Detination IP		Destination Port

		1		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		(<-------->)		IN		X.X.X.X		IN PORT		Bi Directional		For Communication between App nodes and IN

		2		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		(<-------->)		Database Server		10.101.25.66/69		1521		Bi Directional		For Communication between App nodes and Database

		3		Web Server		10.101.25.37/38/39		5555/6666		(<-------->)		Database Server		10.101.25.66/69		1521		Bi Directional		For Communication between Web nodes and Database

		4		Web Server		10.101.25.37/38/39		5555/6666		(<-------->)		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		Bi Directional		For Communication between Web nodes and App Nodes for C2S Transaction

		5		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		(<-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Bi Directional		In case only send SMS is required and no STK transactions are happening

		6		Web Server		10.101.25.37/38/39		5555/6666		(-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Uni Directional		Required to send SMS through WEB GUI

		7		OAM/Logging Server		10.101.25.40/41/43		5555		(-------->)		SMSC		10.16.103.10/10.16.102.10		SMSC PORT		Uni Directional		Required to send SMS for Alerts

		8		USSD Server		X.X.X.X		USSD PORT		(<-------->)		Load Balancer		10.101.25.8/9/12		9898		Bi Directional		For Communication between USSD nodes and Load Balancer for C2S Transaction

		9		Load Balancer		10.101.25.8/9/12		9898		(<-------->)		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		Bi Directional		For Communication between Load Balancer and App nodes for C2S Transaction

		10		External System		X.X.X.X		EXT SYS PORT		(<-------->)		Load Balancer		10.101.25.8/9/12		9898		Bi Directional		For Communication from External Systems towards App Nodes

		11		Load Balancer		10.101.25.8/9/12		5555		(<-------->)		Web Servers		10.101.25.37/38/39		5555/6666		Bi Directional		For Communication from Load Balancer towards Web Nodes

		12		FTP Server		X.X.X.X		FTP Server Port		(-------->)		OAM Nodes		10.101.25.40/41/43		21		Uni Directional		For FTP service to get DWH files and other reports from OAM server

		13		OAM/Logging Server		10.101.25.40/41/43		5555		(<-------->)		Database Server		10.101.25.66/69		1521		Bi Directional		For Communication between OAM/Logging nodes and Database

		14		OAM/Logging Server		10.101.25.40/41/43		4545		(--------->)		SNMP Server		X.X.X.X		161/162		Uni Directional		For Sending OAM/Logging Alarms through SNMP

		15		App Server		10.101.25.32/33/34/35/36		9898/8888/9999		(<-------->)		OAM/Logging Nodes		10.101.25.40/41/43		5555		Bi Directional		For sending App Alarms on OAM/Logging Node and System Monitoring

		16		Web Server		10.101.25.37/38/39		5555/6666		(<-------->)		OAM/Logging Nodes		10.101.25.40/41/43		5555		Bi Directional		For Sending Web Alarms on OAM/Logging Node and System Monitoring

		17		App Server		10.101.25.32/33/34/35/36		22/21		(<-------->)		App Server		10.101.25.32/33/34/35/36		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Nodes

		18		Web Server		10.101.25.37/38/39		22/21		(<-------->)		Web Server		10.101.25.37/38/39		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Nodes

		19		Web Server		10.101.25.37/38/39		22/21		(<-------->)		App Server		10.101.25.32/33/34/35/36		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Node and App Node

		20		Web Server		10.101.25.37/38/39		22/21		(<-------->)		DB Server		10.101.25.66/69		22/21		Bi Directional		For having SSH/FTP/SCP access beween Web Node and DB Node

		21		App Server		10.101.25.32/33/34/35/36		22/21		(<-------->)		DB Server		10.101.25.66/69		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Node and DB Node

		22		DB Server		10.101.25.66/69		22/21		(<-------->)		DB Server		10.101.25.66/69		22/21		Bi Directional		For having SSH/FTP/SCP access beween DB Node

		23		OAM/Logging Server		10.101.25.40/41/43		22/21		(<-------->)		DB Server		10.101.25.66/69		22/21		Bi Directional		For having SSH/FTP/SCP access beween App Node and DB Node

		24		OAM/Logging Server		10.101.25.40/41/43		22/21		(<-------->)		App Server		10.101.25.32/33/34/35/36		22/21		Bi Directional		For having SSH/FTP/SCP access beween OAM/Logging Node and App Node

		25		OAM/Logging Server		10.101.25.40/41/43		22/21		(<-------->)		Web Server		10.101.25.37/38/39		22/21		Bi Directional		For having SSH/FTP/SCP access beween OAM/Logging Node and Web Node
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						10.101.25.33						10.101.25.38
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HLB Config

		Primary Site HLB Config Details

		FARM 1 - Transaction Application - FARM NAME - SMSR-PR

		S NO.		App Name		App Vendor Name and Version		HLB FARM VIP		HLB FARM PORT		Application Physical IP		Application Port		HLB NAT IP

		1		SMSR		PreTUPS		10.101.25.8		9898		10.101.25.32		9898		10.101.25.12

		2		SMSR		PreTUPS						10.101.25.32		9999

		3		SMSR		PreTUPS						10.101.25.32		8888

		4		SMSR		PreTUPS						10.101.25.33		9898

		5		SMSR		PreTUPS						10.101.25.33		9999

		6		SMSR		PreTUPS						10.101.25.33		8888

		7		SMSR		PreTUPS						10.101.25.34		9898

		8		SMSR		PreTUPS						10.101.25.34		9999

		9		SMSR		PreTUPS						10.101.25.34		8888

		10		SMSR		PreTUPS						10.101.25.35		9898

		11		SMSR		PreTUPS						10.101.25.35		9999

		12		SMSR		PreTUPS						10.101.25.35		8888

		13		SMSR		PreTUPS						10.101.25.36		9898

		14		SMSR		PreTUPS						10.101.25.36		9999

		15		SMSR		PreTUPS						10.101.25.36		8888

		FARM 2 - WEB Application - FARM NAME - WEB-PR

		S NO.		App Name		App Vendor Name and Version		HLB FARM VIP		HLB FARM PORT		Application Physical IP		Application Port		HLB NAT IP

		1		WEB		Comviva		10.101.25.9		5555		10.101.25.37		5555		10.101.25.12

		2		WEB		Comviva						10.101.25.37		6666

		3		WEB		Comviva						10.101.25.38		5555

		4		WEB		Comviva						10.101.25.38		6666

		5		WEB		Comviva						10.101.25.39		5555

		6		WEB		Comviva						10.101.25.39		6666

		DR Site HLB Config Details

		FARM 1 - Transaction Application - FARM NAME - SMSR-DR

		S NO.		App Name		App Vendor Name and Version		HLB FARM VIP		HLB FARM PORT		Application Physical IP		Application Port		HLB NAT IP

		1		SMSR		Comviva

		2		SMSR		Comviva

		3		SMSR		Comviva

		4		SMSR		Comviva

		5		SMSR		Comviva

		6		SMSR		Comviva

		7		SMSR		Comviva

		8		SMSR		Comviva

		9		SMSR		Comviva

		10		SMSR		Comviva

		11		SMSR		Comviva

		12		SMSR		Comviva

		13		SMSR		Comviva

		14		SMSR		Comviva

		15		SMSR		Comviva

		FARM 2 - WEB Application - FARM NAME - WEB-DR

		S NO.		App Name		App Vendor Name and Version		HLB FARM VIP		HLB FARM PORT		Application Physical IP		Application Port		HLB NAT IP

		1		WEB		Comviva

		2		WEB		Comviva

		3		WEB		Comviva

		4		WEB		Comviva

		5		WEB		Comviva

		6		WEB		Comviva
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		Primary Site - Pubail

		S No		Server Name		Server Type		Hostname		IP - Service		IPMP IP		ILO/ Management IP		Gateway- MGMT		Gateway-Service		Subnet Mask				Reserved IP's - Primary Site

		Column1		Column2		Column22		Column3		Column5		Column52		Column6		Column62		Column7		Column6

		1		Transaction Server 1		BL660G8		ELTRANS-PR-01		10.101.25.32		NA		10.101.24.32		10.101.24.1		10.101.25.1		255.255.255.128				Oracle RAC		10.101.25.73-10.101.25.84

		2		Transaction Server 2		BL660G8		ELTRANS-PR-02		10.101.25.33		NA		10.101.24.33		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP---Application server		10.101.25.44-63		Reserved

		3		Transaction Server 3		BL660G8		ELTRANS-PR-03		10.101.25.34		NA		10.101.24.34		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP---Application server

		4		Transaction Server 4		BL660G8		ELTRANS-PR-04		10.101.25.35		NA		10.101.24.35		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP---Management		10.101.24.47-63		Reserved

		5		Transaction Server 5		BL660G8		ELTRANS-PR-05		10.101.25.36		NA		10.101.24.36		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP----Management		10.101.24.12-15		Reserved

		6		WEB Server 1		BL660G8		ELWEB-PR-01		10.101.25.37		NA		10.101.24.37		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP----Management		10.101.24.20-23		Reserved

		7		WEB Server 2		BL660G8		ELWEB-PR-02		10.101.25.38		NA		10.101.24.38		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP----DB server		10.101.25.85-123		Reserved

		8		WEB Server 3		BL660G8		ELWEB-PR-03		10.101.25.39		NA		10.101.24.39		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP----DB server		10.101.25.70-72		Reserved

		9		Monitoring & Logging Server 1		DL560G8		ELMON-PR-01		10.101.25.40		NA		10.101.24.40		10.101.24.1		10.101.25.1		255.255.255.128				FREE IP----DB server

		10		Monitoring & Logging Server 2		DL560G8		ELMON-PR-02		10.101.25.41		NA		10.101.24.41		10.101.24.1		10.101.25.1		255.255.255.128				LB Server Firm 1		10.101.25.8		SMSR Farm

		11		Backup Server 1		DL380G8		ELBACK-PR-01		10.101.25.42		NA		10.101.24.42		10.101.24.1		10.101.25.1		255.255.255.128				LB Server Firm 2		10.101.25.9		WEB Farm

		12		DataBase Server 1		SUN T4-4		ELDB-PR-01		10.101.25.64/65		10.101.25.66		10.101.24.43		10.101.24.1		10.101.25.1		255.255.255.128				LB Server Firm 3		10.101.25.10		Free

		13		DataBase Server 2		SUN T4-4		ELDB-PR-02		10.101.25.67/68		10.101.25.69		10.101.24.44		10.101.24.1		10.101.25.1		255.255.255.128				LB Server Firm 4		10.101.25.11		Free

		14		LAN Switch 1		HP 5820		ELLANSW-PR-01		NA		NA		10.101.24.8		10.101.24.1		10.101.25.1		255.255.255.128				LB Server Firm 5		10.101.25.12		Used for NAT IP

		15		LAN Switch 2		HP 5820		ELLANSW-PR-02		NA		NA		10.101.24.9		10.101.24.1		10.101.25.1		255.255.255.128				Montioring and Logging Server Cluster VIP		10.101.25.43		Cluster VIP

		16		SAN Switch 1		HP		ELSANSW-PR-01		NA		NA		10.101.24.26		10.101.24.1		NA		255.255.255.128				Note :		Following IP's not assigned

		17		SAN Switch 2		HP		ELSANSW-PR-02		NA		NA		10.101.24.27		10.101.24.1		NA		255.255.255.128

		18		Load Balancer 1		IP 5		ELLB-PR-01		NA		NA		10.101.24.10		10.101.24.1		10.101.25.1		255.255.255.128

		19		Load Balancer 2		IP 5		ELLB-PR-02		NA		NA		10.101.24.11		10.101.24.1		10.101.25.1		255.255.255.128

		20		LTO Tape Library		HP MSL2024 1 LTO-5 3000				NA		NA		10.101.24.30		10.101.24.1		NA		255.255.255.128

		21		EMC Controller A		VNX 5500				NA		NA		10.101.24.28		10.101.24.1		NA		255.255.255.128

		22		EMC Controller B		VNX 5500				NA		NA		10.101.24.29		10.101.24.1		NA		255.255.255.128

		23		Blade Ethernet Swtich 01						NA		NA		10.101.24.16		10.101.24.1		10.101.25.1		255.255.255.128

		24		Blade Ethernet Swtich 02						NA		NA		10.101.24.17		10.101.24.1		10.101.25.1		255.255.255.128

		25		Blade Ethernet Swtich 03						NA		NA		10.101.24.18		10.101.24.1		10.101.25.1		255.255.255.128

		26		Blade Ethernet Swtich 04						NA		NA		10.101.24.19		10.101.24.1		10.101.25.1		255.255.255.128

		27		Blade SAN Swtich 01						NA		NA		10.101.24.24		10.101.24.1		NA		255.255.255.128

		28		Blade SAN Swtich 02						NA		NA		10.101.24.25		10.101.24.1		NA		255.255.255.128

		29		Chassis OA (Active)						NA		NA		10.101.24.45		10.101.24.1		NA		255.255.255.128

		30		Chassis OA (Standby)						NA		NA		10.101.24.46		10.101.24.1		NA		255.255.255.128

		DR Site - Uday Tower

		S No		Server Name		Server Type		Hostname		IP		IPMP IP		ILO IP				Gateway		Subnet Mask

		Column1		Column2		Column3		Column4		Column5		Column6		Column7

		1		Transaction Server 1		M-5000		ELTRANS-DR-01

		2		Transaction Server 2		M-5000		ELTRANS-DR-02

		3		Transaction Server 3		M-5000		ELTRANS-DR-03

		4		Transaction Server 4		M-5000		ELTRANS-DR-04

		5		Transaction Server 5		DL380G7		ELTRANS-DR-05

		6		Transaction Server 6		DL380G7		ELTRANS-DR-06

		7		WEB Server 1		DL560G8		ELWEB-DR-01

		8		WEB Server 2		DL560G8		ELWEB-DR-02

		9		Monitoring & Logging Server 1		DL560G8		ELMON-DR-01

		10		Backup Server 1		DL380G8		ELBACK-DR-01

		11		DataBase Server 1		SUN T4-4		ELDB-DR-01

		12		LAN Switch 1		HP 5820		ELLANSW-DR-01

		13		LAN Switch 2		HP 5820		ELLANSW-DR-02

		14		LAN Switch 3		HP 5820		ELLANSW-DR-03

		15		LAN Switch 4		HP 5820		ELLANSW-DR-04

		16		SAN Switch 1		HP		ELSANSW-DR-01

		17		SAN Switch 2		HP		ELSANSW-DR-02

		18		Load Balancer 1		IP 5		ELLB-DR-01

		19		Load Balancer 2		IP 5		ELLB-DR-02

		20		EMC Controller A		VNX 5300

		21		EMC Controller B		VNX 5300

		22		LTO Tape Library		HP MSL2024 1 LTO-5 3000

		S No		Server Name		Server Type		Hostname		IP		IPMP IP		ILO/ Management IP				Gateway		Subnet Mask

		Column1		Column2		Column22		Column3		Column5		Column52		Column6

		1		Web Server 1		DL380G8		ELWEB-RPT-01

		2		Web Server 2		DL380G8		ELWEB-RPT-02

		3		Database Server 1		DL560G8		ELDB-RPT-01

		4		Database Server 2		DL560G8		ELDB-RPT-02

		5		LAN Switch1		HP 5820		ELLANSW-RPT-01

		6		LAN Switch 2		HP5820		ELLANSW-RPT-02

		7		EMC Storage		VNX 5300
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		S No		Server Name		Server Type		Hostname		IP - Service		ILO/ Management IP

		Column1		Column2		Column22		Column3		Column5		Column6

		1		Transaction Server 1		BL660G8		ELTRANS-PR-01		10.101.25.32		10.101.24.32

		2		Transaction Server 2		BL660G8		ELTRANS-PR-02		10.101.25.33		10.101.24.33

		3		Transaction Server 3		BL660G8		ELTRANS-PR-03		10.101.25.34		10.101.24.34

		4		Transaction Server 4		BL660G8		ELTRANS-PR-04		10.101.25.35		10.101.24.35

		5		Transaction Server 5		BL660G8		ELTRANS-PR-05		10.101.25.36		10.101.24.36

		6		WEB Server 1		BL660G8		ELWEB-PR-01		10.101.25.37		10.101.24.37

		7		WEB Server 2		BL660G8		ELWEB-PR-02		10.101.25.38		10.101.24.38

		8		WEB Server 3		BL660G8		ELWEB-PR-03		10.101.25.39		10.101.24.39

		9		Monitoring & Logging Server 1		DL560G8		ELMON-PR-01		10.101.25.40		10.101.24.40

		10		Monitoring & Logging Server 2		DL560G8		ELMON-PR-02		10.101.25.41/43		10.101.24.41

		11		Backup Server 1		DL380G8		ELBACK-PR-01		10.101.25.42		10.101.24.42

		12		DataBase Server 1		SUN T4-4		ELDB-PR-01		10.101.25.65/66/67		10.101.24.43

		13		DataBase Server 2		SUN T4-4		ELDB-PR-02		10.101.25.68/69/70		10.101.24.44

		14		LAN Switch 1		HP 5820		ELLANSW-PR-01		NA		10.101.24.8

		15		LAN Switch 2		HP 5820		ELLANSW-PR-02		NA		10.101.24.9

		16		SAN Switch 1		HP		ELSANSW-PR-01		NA		10.101.24.26

		17		SAN Switch 2		HP		ELSANSW-PR-02		NA		10.101.24.27

		18		Load Balancer 1		IP 5		ELLB-PR-01		NA		10.101.24.10

		19		Load Balancer 2		IP 5		ELLB-PR-02		NA		10.101.24.11

		20		LTO Tape Library		HP MSL2024 1 LTO-5 3000				NA		10.101.24.30

		21		EMC Controller A		VNX 5500				NA		10.101.24.28

		22		EMC Controller B		VNX 5500				NA		10.101.24.29

		23		Blade Ethernet Swtich 01						NA		10.101.24.16

		24		Blade Ethernet Swtich 02						NA		10.101.24.17

		25		Blade Ethernet Swtich 03						NA		10.101.24.18

		26		Blade Ethernet Swtich 04						NA		10.101.24.19

		27		Blade SAN Swtich 01						NA		10.101.24.24

		28		Blade SAN Swtich 02						NA		10.101.24.25

		29		Chassis OA (Active)						NA		10.101.24.45

		30		Chassis OA (Standby)						NA		10.101.24.46
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1  
Document Information  
 


 


1.1 Introduction 


This document describes the external interface between the Prepaid Top-up Server (PreTUPS) and an 
External system.  External system can be any system, which can send XML over Http based request to 
PreTUPS.  This interface provides the capability for an end subscriber to be able to Top-up their mobile 
prepaid account by one of the following methods: 


 


 By using an ATM machine/website of a partner bank to complete a transaction that credits their 
mobile prepaid account while debiting their bank account 


 By using a POS terminal of a partner institution that collects the money (via a separate cash, cheque 
or credit card based transaction) and then credits the mobile prepaid account identified by the 
subscriber. 


 


 These change requests will be developed on PreTUPS 5.1, these change requests cannot be 
implemented on PreTUPS5.0. 


 Bharti has already submitted commercial for version upgrade and we are considering that at the 
time of implementation of these change requests PreTUPS version will be already upgraded to 5.1.  


 


1.2 Abbreviations and Conventions  


 


Abbreviations Description 


O Optional (Tag mandatory value optional) 


M Mandatory 


HTTP Hyper Text Transfer Protocol 


N Numeric 


A Alpha Numeric 


D Date 


C Characters. 


PreTUPS Pre Paid TopUp System 


 


Transaction Status Description 


200 Success  


 


Field Type:  <Type of Field> (<Maximum length of field>) for e.g. 


A (10) means the field has alphanumeric value and the maximum length of field can be 10. 
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2  
External  System TopUp (POS)  
This section provides a functional overview of the Top-UP process through external systems. 


 Subscriber top-up their mobile account through external system i.e. POS terminal etc 


 


2.1 External System TopUp (POS)  


There are two possibilities to implement the External system (POS) interface - 


 


Case 1- PreTUPS receive request for POS server (centralized system), i.e. each POS terminal send 
request to POS servers and POS servers send request to PreTUPS. 


 POS server will be created as Channel user in PreTUPS.  


 Channel admin allocate airtime to Pos servers,  


 POS do transactions from POS servers account.  


 In this case less operational effort but reporting in PreTUPS will be available only at POS servers 
level. POS level reports will be available on the POS server. 


 


Case 2- Each POS terminal sending request to PreTUPS via POS server. 


 Each POS terminal will be created as channel user in PreTUPS.  


 Channel admin allocate airtime to each POS terminal.  


 POS terminal will do transactions.  


 In this case more operational effort but reporting in PreTUPS will be available at each POS level. 


 


 New distribution channel e.g. POS Terminals (External System) in PreTUPS will be added. 


 MComviva recommendation is case 1. 


 


2.2 External System API  


This PreTUPS API allows the other external systems (POS terminals etc.) to interface with PreTUPS to use 
the C2S Transfer (recharge, postpaid bill payment, EVD) services. 


2.2.1 C2S Transfer (Customer Recharge)  


External system will send Customer Recharge request to PreTUPS in the following format: 


XML format: 


<?xml version="1.0"?> 


<COMMAND> 


 <TYPE>EXRCTRFREQ</TYPE> 


<DATE><Date and time ></DATE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


 <MSISDN><Retailer MSISDN></MSISDN> 


 <PIN><123456></PIN> 
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 <LOGINID><Channel user Login ID></LOGINID> 


 <PASSWORD><Channel User Login Password></PASSWORD> 


 <EXTCODE><Channel user unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM>  


 <MSISDN2><Payee MSISDN></MSISDN2> 


 <AMOUNT><Amount></AMOUNT> 


<LANGUAGE1><Retailer Language></LANGUAGE1> 


<LANGUAGE2><Payee Language></LANGUAGE2> 


<SELECTOR><Selector></SELECTOR> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Request type Request Type, should 
be sent with each 
request – fixed 


EXRCTRFR
EQ 


A (20) M 


DATE Date and time Date and time on 
which request was 
sent by external 
system, HH are in 24 
Hour Format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) O (Tag is 
mandatory) 


EXTNWCODE Network code  Network code of the 
Channel User defined 
in PreTUPS as 
External Network 
code 


MO A (2) M 


MSISDN Channel 
user/Subscriber 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel 
user/Subscriber 
PIN 


PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Login ID Login ID of the 
Channel user 


Mo_cce A (20) O 


PASSWORD Password Password of the 
Channel user 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external code 
of the channel user 
defined in PreTUPS. 


 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External Reference 
number 


Unique Reference 
number in the 
external system. 


PreTUPS will not 
check uniqueness 


12345 A (20) O (Tag is 
mandatory) 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, either  MSISDN, LOGINID 


or EXTCODE. All of them can also be present in request 


MSISDN2 Payee MSISDN All MSISDN should 9942222 N (15) M 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


be in national dial 
format i.e. with out 
country code. 


AMOUNT <Amount> Amount to be 
recharge 


May be in lowest 
denomination i.e. in 
cents, $1 =100 cents 


50055 


i.e. 500.55 


N (20) M 


LANGUAGE1 <Retailer 
Language> 


Numeric only, 
Retailer Language 
Code 


This code must be 
defined in PreTUPS 
system. 


0 A (10) O (Tag is 
mandatory) 


Default value 0 


LANGUAGE2 < Payee 
Language> 


Numeric only, Payee 
Language Code 


This code must be 
defined in PreTUPS 
system. 


0 A(10) O (Tag is 
mandatory) 


Default value 0 


SELECTOR <Selector> Selector should be 
numeric 


1 – CVG 


2- C 


3- VG 


1 A(10) M 


Default value 1 


 


User/Sender validation login 


 If MSISDN value is available then user will be validated on the basis of the MSISDN and PIN 


o If User Authentication required is false (means request is coming from authenticated POS 
servers and POS server has already done validation of POS terminal) then transactions will 
be allowed without checking PIN/Password.   


 If EXTCODE value is available then user will be validated on the basis of the EXTCODE 


 If LOGINID tag value is available then user will be validated on the basis of the LOGINID and 
PASSWORD. 


 If values of more than one tag is present then user will be validated depending on those values 
e.g. (MSISDN and EXT code both present in request then user will be validated on the basis of 
the both)  


 If all the three are available then all will be validated. Between all of them any one would be 
mandatory. 


 Once the sender is validated, then the appropriate amount would be debited from its account. 


 


Response  


PreTUPS will send following response (acknowledgement) to External system for customer recharge 
request: 


 


XML format: 
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<?xml version="1.0"?> 


<COMMAND>  


 <TYPE>EXRCTRFRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS > 


<DATE><Date and time></DATE> 


<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


 <MESSAGE><Transaction Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


 


TYPE Response type Response Type EXRCTRFR
ESP 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
mandatory 


TXNID <Transaction ID> PreTUPS Transaction ID 
for the Customer 
Recharge Transaction 


R080912.12
12.1234 


20 M 


MESSAGE Message that will 
given in response  


Message  A (500) O 


(Tag is 
mandatory 


 


 If the TXNSTATUS is not 200 then the user would be shown the error message (MESSAGE tag) 
returned in the response. 


 If due to some reason external system does not received response of the above request then 
External system can send the recharge status request to PreTUPS for checking the final status of 
the transaction by sending its External Reference number.  


 If transaction status is 200 then PreTUPS will send Previous and post balance in the message tag. 


 


 


2.2.2 C2S Transfer (Bill Payment)  


External system will send Customer Bill Payment request to PreTUPS in the following format: 







 


             External System API document                                     


PreTUPS 6.1                                                                                                                   11 


XML format: 


<?xml version="1.0"?> 


<COMMAND> 


 <TYPE>EXPPBREQ</TYPE> 


<DATE><Date and time></DATE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


 <MSISDN><Retailer MSISDN></MSISDN> 


 <PIN><123456></PIN> 


 <LOGINID><Channel user Login ID></LOGINID> 


 <PASSWORD><Channel User Login Password></PASSWORD> 


 <EXTCODE><Channel user unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM>  


 <MSISDN2><Payee MSISDN></MSISDN2> 


 <AMOUNT><Amount></AMOUNT> 


<LANGUAGE1><Retailer Language></LANGUAGE1> 


<LANGUAGE2><Payee Language></LANGUAGE2> 


<SELECTOR><Selector></SELECTOR> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


TYPE Request type Request Type, should be 
sent with each request – 
fixed 


EXPPBREQ A (20) M 


DATE Date and time Date and time on which 
request was sent by 
external system, HH are in 
24 Hour Format 


DD/MM/YYYY 
HH24:MI:SS 


D (20) O (Tag is 
mandatory) 


EXTNWCODE Network code  Network code of the 
Channel User defined in 
PreTUPS as External 
Network code 


MO A (2) M 


MSISDN Channel 
user/Subscriber 
MSISDN 


All MSISDN should be in 
national dial format i.e. 
with out country code. 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel 
user/Subscriber 
PIN 


PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Login ID Login ID of the Channel 
user 


Mo_cce A (20) O 


PASSWORD Password Password of the Channel 
user 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external code of 
the channel user defined 
in PreTUPS. 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External 
Reference 


Unique Reference number 
in the external system. 


12345 A (20) O (Tag is 
mandatory) 







 


             External System API document                                     


PreTUPS 6.1                                                                                                                   12 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


number 
PreTUPS will not check 
uniqueness 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, MSISDN, LOGINID or 


EXTCODE. All of them can also be present in request 


MSISDN2 Payee MSISDN All MSISDN should be in 
national dial format i.e. with out 
country code. 


9942222 N (15) M 


AMOUNT <Amount> Amount to be recharge 


May be in lowest denomination 
i.e. in cents, $1 =100 cents 


50055 


i.e. 500.55 


N (20) M 


LANGUAGE1 <Retailer 
Language> 


Numeric only, Retailer 
Language Code 


This code must be defined in 
PreTUPS system. 


0 A (10) O (Tag is 
mandatory) 


Default value 0 


LANGUAGE2 < Payee 
Language> 


Numeric only, Payee Language 
Code 


This code must be defined in 
PreTUPS system. 


0 A(10) O (Tag is 
mandatory) 


Default value 0 


SELECTOR <Selector> Selector should be numeric 


 


2- C 


2 A(10) M 


Default value 2 


 


User/Sender validation login 


 If MSISDN value is available then user will be validated on the basis of the MSISDN and PIN 


 If EXTCODE value is available then user will be validated on the basis of the EXTCODE 


 If LOGINID tag value is available then user will be validated on the basis of the LOGINID and 
PASSWORD. 


 If values of more than one tag is present then user will be validated depending on those values 
e.g. (MSISDN and EXT code both present in request then user will be validated on the basis of 
the both)  


 If all the three are available then all will be validated. Between all of them any one would be 
mandatory. 


 Once the sender is validated, then the appropriate amount would be debited from its account. 


 


Response  


PreTUPS will send following response (acknowledgement) to External system for bill payment request: 


 


XML format: 


<?xml version="1.0"?> 


<COMMAND>  


 <TYPE>EXPPBRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS> 


<DATE><Date and time></DATE> 
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<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


 <MESSAGE><Transaction Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


 


TYPE Response type Response Type EXPPBRES
P 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
mandatory 


TXNID <Transaction ID> Pretups Transaction ID for 
the Customer Recharge 
Transaction 


R080912.12
12.1234 


20 M 


MESSAGE Message that will 
given in response  


Message  A (500) O 


(Tag is 
mandatory 


 


 If the TXNSTATUS is not 200 then the user would be shown the error message (MESSAGE tag) 
returned in the response. 


 If due to some reason external system does not received response of the above request then 
External transaction server can send the recharge status request to PreTUPS for checking the 
final status of the transaction by sending its External Reference number.  


 If transaction status is 200 then PreTUPS will send Previous and pos balance in the message tag. 


 


2.2.3 C2S Transfer (EVD – Electronic Voucher Distribution)  


External system will send Electronic Voucher Distribution request to PreTUPS in the following format: 


XML format: 


<?xml version="1.0"?> 


<COMMAND> 


 <TYPE>EXEVDREQ</TYPE> 


<DATE><Date and time></DATE> 
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 <EXTNWCODE><Network External Code></EXTNWCODE> 


 <MSISDN><Retailer MSISDN></MSISDN> 


 <PIN><123456></PIN> 


 <LOGINID><Channel user Login ID></LOGINID> 


 <PASSWORD><Channel User Login Password></PASSWORD> 


 <EXTCODE><Channel user unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM>  


 <MSISDN2><Payee MSISDN></MSISDN2> 


 <AMOUNT><Amount></AMOUNT> 


<LANGUAGE1><Retailer Language></LANGUAGE1> 


<LANGUAGE2><Payee Language></LANGUAGE2> 


<SELECTOR><Selector></SELECTOR> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Request type Request Type, should be 
sent with each request – 
fixed 


EXEVDREQ A (20) M 


DATE Date and time Date and time on which 
request was sent by 
external system, HH are in 
24 Hour Format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) O (Tag is 
mandatory) 


EXTNWCODE Network code  Network code of the 
Channel User defined in 
PreTUPS as External 
Network code 


MO A (2) M 


MSISDN Channel 
user/Subscriber 
MSISDN 


All MSISDN should be in 
national dial format i.e. 
with out country code. 


 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel 
user/Subscriber 
PIN 


PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Login ID Login ID of the Channel 
user 


 


Mo_cce A (20) O (Tag is 
mandatory) 


PASSWORD Password Password of the Channel 
user 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external code of 
the channel user defined 
in PreTUPS. 


 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External 
Reference 
number 


Unique Reference number 
in the external system. 


PreTUPS will not check 
uniqueness 


12345 A (20) O (Tag is 
mandatory) 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, either MSISDN, LOGINID 


or EXTCODE. All of them can also be present in request 


MSISDN2 Payee MSISDN All MSISDN should be 
in national dial format 
i.e. with out country 
code. 


9942222 N (15) M 


AMOUNT <Amount> Voucher Amount 


May be in lowest 
denomination i.e. in 
cents, $1 =100 cents 


50055 


i.e. 500.55 


N (20) M 


LANGUAGE1 <Retailer 
Language> 


Numeric only, Retailer 
Language Code 


This code must be 
defined in PreTUPS 
system. 


0 A (10) O (Tag 
is 
mandat
ory) 


Default 
value 0 


LANGUAGE2 < Payee 
Language> 


Numeric only, Payee 
Language Code 


This code must be 
defined in PreTUPS 
system. 


0 A(10) O (Tag 
is 
mandat
ory) 


Default 
value 0 


SELECTOR <Selector> Selector should be 
numeric 


1 – CVG 


 


1 A(10) M 


Default 
value 1 


 


User/Sender validation login 


 If MSISDN value is available then user will be validated on the basis of the MSISDN and PIN 


 If EXTCODE value is available then user will be validated on the basis of the EXTCODE 


 If LOGINID tag value is available then user will be validated on the basis of the LOGINID and 
PASSWORD. 


 If values of more than one tag is present then user will be validated depending on those values 
e.g. (MSISDN and EXT code both present in request then user will be validated on the basis of 
the both)  


 If all the three are available then all will be validated. Between all of them any one would be 
mandatory. 


 Once the sender is validated, then the appropriate amount would be debited from its account. 


 


 


Response  


PreTUPS will send following response (acknowledgement) to External system for Electronic Voucher 
Distribution request: 


 


XML format: 
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<?xml version="1.0"?> 


<COMMAND>  


 <TYPE>EXEVDRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS> 


<DATE><Date and time></DATE> 


<EXTREFNUM><Unique Reference number in the external 


system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


 <MESSAGE><Transaction Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


 


TYPE Response type Response Type EXEVDRES
P 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
mandatory 


TXNID <Transaction ID> PreTUPS Transaction ID 
for the Customer 
Recharge Transaction 


R080912.12
12.1234 


20 M 


MESSAGE Message that will 
given in response  


Message  A (500) O 


(Tag is 
mandatory 


 


 If the TXNSTATUS is not 200 then the user would be shown the error message (MESSAGE tag) 
returned in the response. 


 If due to some reason external system does not received response of the above request then 
External transaction server can send the recharge status request to PreTUPS for checking the 
final status of the transaction by sending its External Reference number.  


 If transaction status is 200 then PreTUPS will send Previous and post balance in the message tag. 
.  


 


2.2.4 C2S Transfer Status (Recharge, Postpaid Bill payment, EVD)  


External system will send C2S transfer status request to PreTUPS in the following format:  
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The external system to check the final status of the C2S Transfer requests (recharge, postpaid bill payment, 
voucher distribution) will use this API 


 


XML format 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" 


"xml/command.dtd"> 


<COMMAND> 


<TYPE>EXRCSTATREQ</TYPE> 


<DATE><Date and time></DATE> 


<EXTNWCODE><Network External Code></EXTNWCODE> 


<MSISDN><Retailer MSISDN></MSISDN> 


<PIN><Pin></PIN> 


<LOGINID><Channel user Login ID></LOGINID> 


<PASSWORD><Channel User Login Password</PASSWORD> 


<EXTCODE><Channel user unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number of previous request></EXTREFNUM> 


<TXNID><PreTUPS TXN ID></TXNID> 


<LANGUAGE1><Retailer Language></LANGUAGE1> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


 


TYPE Request type Request Type, 
should be sent with 
each request - fixed 


EXRCSTATREQ A (20) M 


DATE Date and time Date and time on 
which request 
generated by 
external transaction 
server, HH are in 
24 Hour Format 


DD/MM/YYYY 
HH24:MI:SS 


D (20) O 


(Tag is 
mandatory) 


EXTNWCODE Network code  Network code of 
the Channel User 
defined in 
PreTUPS as 
External Network 
code 


MO A (2) M 


MSISDN Channel 
user/Subscriber 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


9942222 N (15) O 


(Tag is 
mandatory) 


PIN Channel 
user/Subscriber 
PIN 


PIN of the user 123 A (10) O 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


LOGINID Login ID Login ID of the 
Channel user 


Mo_cce A (20) O 


(Tag is 
mandatory) 


PASSWORD Password Password of the 
Channel user 


2468 A (10) O 


(Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external 
code of the channel 
user defined in 
PreTUPS. 


 


123 A (10) O 


(Tag is 
mandatory) 


EXTREFNUM External 
Reference 
number 


Unique Reference 
number in the sent 
with transaction 
request 


12345 A (20) M 


 


Note:  Between MSISDN, LOGINID and EXTCODE one of them must be present, either MSISDN, LOGINID or 


EXTCODE. All of them can also be present in request 


TXNID <Transaction ID> Pretups 
Transaction ID for 
the Customer 
Recharge 
Transaction 


R080912.1212.1
234 


20 M 
(Tag is 
mandatory) 


LANGUAGE1 <Retailer 
Language> 


Numeric only, 
Retailer Language 
Code This code 
must be defined in 
PreTUPS system. 


0 1 O (Tag is 
mandatory) 


Default value 0 


Response  


PreTUPS will send the following response (acknowledgement) to External system for C2S transfer status 
request. 


 


XML format 


<?xml version="1.0"?> 


<COMMAND>  


<TYPE>EXRCSTATRESP</TYPE>       


<TXNSTATUS><Transaction Status></TXNSTATUS> 


<DATE><Date and time></DATE> 


<EXTREFNUM><Reference number of transaction request></EXTREFNUM> 


<TXNID><PreTUPS Transaction ID></TXNID> 


<REQSTATUS><Request Status></REQSTATUS> 


<MESSAGE><Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


 


TYPE Response type Response Type EXRCSTATRES
P 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction 
Status= 200 
means Success,  


   Transaction 
Status Other 
than 200 means 
failed  


200 N (10) M 


DATE Date and time Date and time on 
which PreTUPS sent 
response. HH are in 
24 Hour format 


DD/MM/YYYY 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number 
that was passed by 
the external 
transaction server 


12345 A (20) O 


(Tag is 
mandatory) 


TXNID <Transaction ID> PreTUPS Transaction 
ID for the Customer 
Recharge 
Transaction 


R080912.1212.1
234 


20 M 


REQSTATUS Transaction ID 
Status of the One 
queried 


206= Fail 


200=Success 


205=Under Process 


250=Ambiguous 


206 A(20) M 


MESSAGE Message that will 
given in response  


Message Transaction 
number 
DL/05/00000001
5 to recharge 
100 INR to 
9810012345 is 
successful. 
Receiver 
transferred value 
99 INR  


A 
(500) 


O 


(Tag is 
mandatory) 


 


 


2.2.5 Balance Enquiry  


External system will send channel user balance enquiry to PreTUPS in the following format: 


XML format 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 1.0//EN" 


"xml/command.dtd"> 


<COMMAND> 


<TYPE>EXUSRBALREQ</TYPE> 
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<DATE><Date and time></DATE> 


<EXTNWCODE><Network External Code></EXTNWCODE> 


<MSISDN><Retailer MSISDN></MSISDN> 


<PIN><Pin></PIN> 


<LOGINID><Channel user Login ID></LOGINID> 


<PASSWORD><Channel User Login Password</PASSWORD> 


<EXTCODE>< Channel user unique External code></EXTCODE> 


<EXTREFNUM><Reference number of transaction request></EXTREFNUM> 


</COMMAND>  


 


Field Details 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


 


TYPE Request type Request Type, 
should be sent with 
each request - fixed 


EXUSRBALREQ A (20) M 


DATE Date and time Date and time on 
which request 
generated by 
external transaction 
server, HH are in 
24 Hour Format 


DD/MM/YYYY 
HH24:MI:SS 


D (20) O 


(Tag is 
mandatory) 


EXTNWCODE Network code  Network code of 
the Channel User 
defined in 
PreTUPS as 
External Network 
code 


AK A (2) M 


MSISDN Channel 
user/Subscriber 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


9942222 N (15) O 


(Tag is 
mandatory) 


PIN Channel 
user/Subscriber 
PIN 


PIN of the user 123 A (10) O 


LOGINID Login ID Login ID of the 
Channel user 


Mo_cce A (20) O 


(Tag is 
mandatory) 


PASSWORD Password Password of the 
Channel user 


2468 A (10) O 


(Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external 
code of the channel 
user defined in 
PreTUPS. 


 


123 A (10) O 


(Tag is 
mandatory) 


EXTREFNUM External 
Reference 
number 


Reference number 
of external system. 


12345 A (20) O 


(Tag is 
mandatory) 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


Note: Between MSISDN, LOGINID and EXTCODE one of them must be present, either MSISDN, LOGINID or 


EXTCODE. All of them can also be present in request. 


Response 


PreTUPS will send the following response (acknowledgement) to External system for the channel user 
balance enquiry request. 


 


 


XML format 


<?xml version="1.0"?> 


<COMMAND>  


<TYPE>EXUSRBALRESP</TYPE>       


<TXNSTATUS><Transaction Status></TXNSTATUS> 


<DATE><Date and time></DATE> 


<EXTREFNUM><Reference number of transaction request></EXTREFNUM> 


 <RECORD>  


  <PRODUCTCODE><Product Code></PRODUCTCODE> 


  <PRODUCTSHORTNAME><Short code of product></PRODUCTSHORTNAME> 


  <BALANCE><Balance of product></BALANCE> 


 </RECORD>  


 <RECORD>  


  <PRODUCTCODE><Product Code></PRODUCTCODE> 


  <PRODUCTSHORTNAME><Short code of product></PRODUCTSHORTNAME> 


  <BALANCE><Balance of product></BALANCE> 


 </RECORD> 


<MESSAGE><Message></MESSAGE> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


 


TYPE Response type Response Type EXUSRBALRES
P 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction 
Status= 200 
means Success,  


   Transaction 
Status Other 
than 200 means 
failed  


200 N (10) M 


DATE Date and time Date and time on 
which PreTUPS sent 


DD/MM/YYYY 
HH24:MI:SS 


D (20) M 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


response. HH are in 
24 Hour format 


EXTREFNUM External Reference 
number 


Reference number 
that was passed by 
the external 
transaction server 


12345 A (20) O 


(Tag is 
mandatory) 


MESSAGE Message that will 
given in response  


Message  A 
(500) 


O 


(Tag is 
mandatory) 


RECORD Tag to identify a single record. Will be repeated in case of the multiple products for a channel user. In case 
of the single product then only once sub tags will be present. 


PRODUCTCODE Product code of the 
product 


Product code of the 
product 


 N (10) M 


PRODUCTSHORT
NAME 


Short name of the 
product 


Short name of the 
product 


 A (15) M 


BALANCE Balance of the 
product 


Balance of the 
product in higher 
denomination of local 
currency e.g. $ 


 N 
(20,2) 


M 


 


 







                    


 


 


2.3 Operator to Channel Transfer  


O2C Transfers are used by Operators to transfer TopUp credit to Channel user’s account. The O2C 
transfers can be of two types, Sale Transfer and Free of Cost (FOC) Transfer.  


 In Sale Transfer, operator transfers TopUp credit to the Channel user’s accounts and charge for 
that transfer.  


 In Free of Cost Transfer, Operator transfers the TopUp credit to the Channel user’s account 
Free of Charge. Free of Cost transfer is usually used by the operator for some promotional 
purposes.  


 


Transfers process has two steps, Initiation and Approval.  


 Initiation: In initiation, the transfer will be initiated for the channel user. But the TopUp credit will 
be credited in channel user accounts after approval. The initiation can be done by channel user 
and also by operator for selected channel user. 


 Approval: The TopUp credit will be credited in channel user account only after approval. Only 
operator will do approval for transfers. 


 


 Above two steps are applicable for the manual O2C transfer, but in case of the External system 
this process is single step known as the Direct Transfer. 


2.3.1 Direct Transfer (SAP API)  


The direct transfer can be used for both sale and FOC transfer. In this type of transfer, request will be send 
by External system and the TopUp credit will be transferred to the channel user’s account. The channel 
user will be notified about this transaction through SMS with its transaction details and new balance. 


2.3.2 XML Request Syntax 


The External system will send the following request for direct transfer. The request format and details of 
request are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 


Command1.0//EN""xml/command.dtd"> 


<COMMAND> 


 <TYPE>O2CINTREQ</TYPE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


 <MSISDN><Retailer MSISDN></ MSISDN> 


<PIN><PIN></ PIN> 


 <EXTCODE>< Channel user unique External code></EXTCODE> 


 <EXTTXNNUMBER><Unique transaction number></ EXTTXNNUMBER> 


 <EXTTXNDATE><DD-MM-YYYY></EXTTXNDATE> 


 <PRODUCTS> 


  <PRODUCTCODE>101</PRODUCTCODE> 


  <QTY><Qty></QTY> 


 </PRODUCTS> 


 <TRFCATEGORY><SALE or FOC></TRFCATEGORY> 


 <REFNUMBER><Reference number></REFNUMBER> 


 <PAYMENTDETAILS> 







 


             External System API document                                     


PreTUPS 6.1                                                                                                                   24 


  <PAYMENTTYPE><DD></PAYMENTTYPE> 


  <PAYMENTINSTNUMBER><1234></ PAYMENTINSTNUMBER> 


  <PAYMENTDATE><DD-MM-YYYY></ PAYMENTDATE> 


 </PAYMENTDETAILS> 


 <REMARKS><Any free text></REMARKS> 


</COMMAND> 


 


Fields Detail 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


TYPE Request type Request Type, should 
be sent with each 
request 


O2CINTREQ A (15) M 


EXTNWCODE Network code  Network code of the 
Operator User defined 
in PreTUPS as External 
Network code 


MO A (2) M 


MSISDN Channel user 
MSISDN 


All MSISDN should be 
in national dial format. 


Between (MSISDN and 
PIN) or EXTCODE one 
of them must be 
present, either 
MSISDN or EXTCODE. 
Both of them can be 
present in request 


When MSISDN is 
available in request 
then PIN is mandatory 
for the request. 


9942222 N (15) M 


EXTCODE External code of 
the channel user 


Unique external code of 
the channel user 
defined in PreTUPS. 


Between MSISDN and 
EXTCODE one of them 
must be present, 
either MSISDN or 
EXTCODE. Both of 
them can be present 
in request 


In case of EXTCODE 
in request PIN is not 
mandatory. 


123 A (10) M 


EXTTXNNUMBER Unique number 
of the transaction 


Unique transaction 
number generated by 
the External system for 
the transaction. 
Alphanumeric 


1234 A (10) M 


EXTTXNDATE Transaction Date Transaction Date of 
transaction in External 
system in format i.e. dd-
mm-yyyy 


06-09-2006  D (10) M 


PRODUCTS  - Product Details, product code must be 101. 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandatory 


PRODUCTCODE Product Code Unique Product Code to 
be transferred, in case 
of single product default 
code is 101 


101 N (10) M 


QTY Approved 
Quantity 


Numeric Only. 50 N (8) M  


TRFCATEGORY Transfer 
Category 


Types of Transfer. 
Types can be Sale 
Transfer or FOC 
Transfer. For Sale 
Transfer the value will 
be SALE and for FOC 


Transfer the value will 
be FOC. This tag has 


only one value among 
SALE and FOC. 


SALE 


And 


FOC 


 


C (5) M 


REFNUMBER Reference 
number for the 
transaction 


Reference number for 
the transaction, if any 


Ab123 A (10)  O (Tag is 
mandatory) 


PAYMENTDETAILS: Payment details of the O2C transfer. 


PAYMENTTYPE Type of payment 
i.e. Demand 
draft, Cash, 
Cheque, Others 


Other than the defined 
types they have to be 
added in the system 


DD, CASH, CHQ, 
OTH 


C (15) M 


PAYMENTINSTNU
MBER 


Payment 
instrument no 


Payment instrument 
numbers. Not required 
in case CASH 


1234 A (15) O (Tag is 
mandatory) 


PAYMENTDATE Payment Date Date on which Payment 
has been Received in 
format i.e. dd-mm-yyyy 


06-09-2006 D (10) M 


REMARKS Remarks for the 
transaction 


Remarks to be given for 
the transaction 


O2C Approve A (100) O (Tag is 
mandatory) 


PIN Pin of the user Pin provided to channel 
user 


1357 O (4) O (Tag is 
mandatory) 


 All tags are mandatory to be present in XML. If value is optional and tag must be present. 


 The value for TYPE tag is fixed as mentioned in syntax. 


 


Example of XML for O2C direct transfer request 


<?xml version="1.0"?><!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 
Command1.0//EN""xml/command.dtd"><COMMAND><TYPE>O2CINTREQ</TYPE><EXTNWCOD
E>AK</EXTNWCODE><MSISDN>1814999998</MSISDN><PIN></PIN><EXTCODE></EXTCOD
E><EXTTXNNUMBER>100114</EXTTXNNUMBER><EXTTXNDATE>17-05-
2007</EXTTXNDATE><PRODUCTS><PRODUCTCODE>101</PRODUCTCODE><QTY>1000</Q
TY></PRODUCTS><TRFCATEGORY>SALE</TRFCATEGORY><REFNUMBER>4456</REFNUM
BER><PAYMENTDETAILS><PAYMENTTYPE>CHQ</PAYMENTTYPE><PAYMENTINSTNUMBE
R>654321</PAYMENTINSTNUMBER><PAYMENTDATE>17-05-
2007</PAYMENTDATE></PAYMENTDETAILS><REMARKS>O2C 
testing</REMARKS></COMMAND> 


 


Example of XML for FOC direct transfer request 


 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command1.0//EN""xml/command.dtd"> 
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<COMMAND> 


   <TYPE>O2CINTREQ</TYPE> 


   <EXTNWCODE>OB</EXTNWCODE> 


   <MSISDN></MSISDN><PIN></PIN> 


   <EXTCODE>9810974622</EXTCODE> 


   <EXTTXNNUMBER>1000001</EXTTXNNUMBER> 


   <EXTTXNDATE>05-05-2012</EXTTXNDATE> 


   <PRODUCTS> 


         <PRODUCTCODE>101</PRODUCTCODE> 


         <QTY>100</QTY> 


   </PRODUCTS> 


   <TRFCATEGORY>FOC</TRFCATEGORY> 


   <REFNUMBER>100014</REFNUMBER> 


   <PAYMENTDETAILS> 


         <PAYMENTTYPE>CASH</PAYMENTTYPE> 


         <PAYMENTINSTNUMBER></PAYMENTINSTNUMBER> 


         <PAYMENTDATE>07-05-2012</PAYMENTDATE> 


   </PAYMENTDETAILS> 


   <REMARKS>FOC transaction from External system</REMARKS> 


</COMMAND> 


 


 


2.3.3 XML Response Syntax 


PreTUPS send the acknowledgement to the External system about the transaction status. The 
acknowledgement will be in XML and send as response of the request. The XML response details are 
mentioned below. 


 


Response Syntax 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 


Command1.0//EN""xml/command.dtd"> 


<COMMAND>  


 <TYPE>O2CINTRESP</TYPE>       


 <TXNID><PreTUPS Transaction ID></ TXNID> 


 <TXNSTATUS><Transaction Status></ TXNSTATUS > 


<EXTTXNNUMBER><Unique transaction number of External system> 


</EXTTXNNUMBER> 


</COMMAND> 


 


Fields Detail 


TAG Fields Remarks Example Field 
Type 


Option
al/Man
datory 


TYPE Response type Response Type O2CINTRESP C (15) M 
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TAG Fields Remarks Example Field 
Type 


Option
al/Man
datory 


TXNID PreTUPS Transaction 
ID 


Transaction ID for O2C 
transfer generated by 
PreTUPS System. 


OT061005.162
8.0001 


A (20) M 


TXNSTATUS Transaction Status Status of the O2C transfer 
request 


   Transaction Status = 200 
means Success,  


   Transaction Status Other 
than 200 means failed 


200 N (7) M 


EXTTXNNUMBE
R 


Unique id of the 
transaction in External 
transaction system 


Unique Transaction number 
of the O2C transfer request in 
the External System. 


1234345 A (10) M 


 


 The value for TYPE tag is fixed as mentioned in syntax. 


 


Example of XML for O2C direct transfer response 


<?xml version="1.0"?><!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 


1.0//EN" 


"xml/command.dtd"><COMMAND><TYPE>O2CINTRESP</TYPE><TXNID>OT070517.1759.00


01</TXNID><TXNSTATUS>200</TXNSTATUS><EXTTXNNUMBER>100114</EXTTXNNUMBER></


COMMAND> 


 


 


2.3.4 Operator to Channel Withdraw 


Operator can withdraw TopUp credit from Channel user account. Withdraw provides the facility to Operators 
to get back the TopUp credit from Channel user account at any point of time. The withdraw transaction 
issued by Operator for selected channel user. In this transaction the channel user’s account will be debited 
and operator’s stock will be credited. The channel user will get the notification about transaction and its new 
balance via SMS. 


 


2.3.5 XML Request Syntax 


The External System will send the following request for withdraws. The request format and details of 
request are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 


Command1.0//EN""xml/command.dtd"> 


<COMMAND> 


 <TYPE>O2CWDREQ</TYPE> 


 <EXTNWCODE><network code></EXTNWCODE> 


 < MSISDN><Retailer MSISDN></ MSISDN> 


<PIN><PIN></ PIN> 


 <EXTCODE><Channel user External code></EXTCODE> 
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 <PRODUCTS> 


  <PRODUCTCODE>101</PRODUCTCODE> 


  <QTY><Withdraw Units></QTY> 


 </PRODUCTS> 


 <EXTTXNNUMBER><Unique number for the transaction></ EXTTXNNUMBER> 


 <EXTTXNDATE><DD-MM-YYYY></EXTTXNDATE> 


 <REMARKS><any remark></REMARKS> 


</COMMAND> 


 


Fields Detail 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandator
y 


TYPE Request type Request Type, should be 
sent with each request. 


O2CWDREQ A (15) M 


EXTNWCODE Network code  Network code of the 
Operator User defined in 
PreTUPS as External 
Network code 


MO A (2) M 


MSISDN Channel user 
MSISDN 


All MSISDN should be in 
national dial format. 


Between MSISDN and 
EXTCODE one of them 
must be present, either 
MSISDN or EXTCODE. 
Both of them can be 
present in request 


When MSISDN is 
available in request then 
PIN is mandatory for the 
request. 


9942222 N (15) M 


PIN Pin of the user Pin provided to channel 
user 


1357 O (4) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user 


Unique external code of 
the channel user defined 
in PreTUPS. 


Between MSISDN and 
EXTCODE one of them 
must be present, either 
MSISDN or EXTCODE. 
Both of them can be 
present in request 


123 A (10) M 


PRODUCTS  - Product Details, sub tags of this tag will be repeated in case of the multiple products. In case of the 
single product send product code 101. 


PRODUCTCODE Product Code Unique Product Code to 
be transferred, in case of 
single product default 
code is 101 


101 N (10) M 


QTY Approved Quantity Numeric Only. 50 N (8) M  


 


EXTTXNNUMBER Unique number of 
the transaction 


Unique transaction 
number generated by the 


1234 A (10) M (Tag is 
mandatory) 
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TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandator
y 


External system for the 
transaction. Alphanumeric 


EXTTXNDATE Transaction Date Transaction Date of 
transaction in External 
system in format i.e. dd-
mm-yyyy 


06-09-2006  D (10) M (Tag is 
mandatory) 


REMARKS Remarks for the 
transaction 


Remarks to be given for 
the transaction 


O2C Approve A 
(100) 


O (Tag is 
mandatory) 


 All tags are mandatory to be present in XML. If value is optional and tag must be present. 


 The value for TYPE tag is fixed as mentioned in syntax. 


 


Example of XML for withdraw request 


<?xml version="1.0"?><!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 


Command1.0//EN""xml/command.dtd"><COMMAND><TYPE>O2CWDREQ</TYPE><EXTNWCODE


>AK</EXTNWCODE><MSISDN>1814999998</MSISDN><PIN></PIN><EXTCODE></EXTCODE><


PRODUCTS><PRODUCTCODE>101</PRODUCTCODE><QTY>500</QTY></PRODUCTS><EXTTXNNU


MBER>100024</EXTTXNNUMBER><EXTTXNDATE>17-05-2007</EXTTXNDATE><REMARKS>O2C 


Withdraw testing</REMARKS></COMMAND> 


 


2.3.6 XML Response Syntax 


PreTUPS system sends the acknowledgement to the External system about the transaction status. The 
acknowledgement will be in XML and send as response of the request. The XML response details are 
mentioned below. 


 


Response Syntax 


<?xml version="1.0"?> 


<!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML 


Command1.0//EN""xml/command.dtd"> 


<COMMAND>  


 <TYPE>O2CWDRESP</TYPE>       


 <TXNID><PreTUPS Transaction ID></ TXNID> 


 <EXTTXNNUMBER><External System Txn number></EXTTXNNUMBER> 


 <TXNSTATUS><Transaction Status></ TXNSTATUS > 


</COMMAND> 


 


Fields Detail 


TAG Fields Remarks Example Field 
Type 


Option
al/Man
datory 


TYPE Response type Response Type O2CWDRESP C (15) M 


TXNID PreTUPS Transaction 
ID 


Transaction ID for O2C 
transfer generated by 
PreTUPS System. 


OW061005.165
8.0001 


A (20) M 


TXNSTATUS Transaction Status Status of the O2C transfer 
request 


200 N (7) M 
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TAG Fields Remarks Example Field 
Type 


Option
al/Man
datory 


   Transaction Status = 200 
means Success,  


   Transaction Status Other 
than 200 means failed 


EXTTXNNUMBE
R 


Unique id of the 
transaction in External 
transaction system 


Unique Transaction number 
of the O2C transfer request in 
the External System. 


1234345 A (10) O 


 The Transaction status details explained in appendix.  


 The value for TYPE tag is fixed as mentioned in syntax.  


 


Example of XML for withdraw request 


<?xml version="1.0"?><!DOCTYPE COMMAND PUBLIC "-//Ocam//DTD XML Command 


1.0//EN" 


"xml/command.dtd"><COMMAND><TYPE>O2CWDREQ</TYPE><TXNID>OW070517.1805.0001


</TXNID><EXTTXNNUMBER>100024</EXTTXNNUMBER><TXNSTATUS>200</TXNSTATUS></CO


MMAND> 


   


   


2.3.7 Operator To Channel Return  


Channel Users can Return TopUp Credits, to their Operators. Return is a process using which a Channel 
user can gracefully return TopUp credits from its own account to the Operator’s account. After successful 
transaction the Channel user’s account would be debited with the requested amount and a notification 
message would be sent to Channel user along with the indication of its new balance. 


 


2.3.8 XML Request Syntax 


The External System will send the following request for return. The request format and details of request 
are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


<COMMAND> 


 <TYPE>O2CRETREQ</TYPE> 


 <EXTNWCODE><Network Code></EXTNWCODE> 


 < MSISDN><Retailer MSISDN></ MSISDN> 


 <EXTCODE><Channel user External code></EXTCODE> 


 <PRODUCTS> 


 <PRODUCTCODE>101</PRODUCTCODE> 


 <QTY><return quantity></QTY> 


 </PRODUCTS> 


 <EXTTXNNUMBER><Unique number for the transaction></ EXTTXNNUMBER> 


 <EXTDATE><DD-MM-YYYY></EXTDATE> 


 <REMARKS><any remarks></REMARKS> 


</COMMAND> 
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Fields Detail 


TAG Fields Remarks Example Field 
Type 


Optional/ 


Mandator
y 


TYPE Request type Request Type, should be sent 
with each request 


O2CRETRE
Q 


A (15) M 


EXTNWCODE Network code  Network code of the Operator 
User defined in PreTUPS as 
External Network code 


MO A (2) M 


MSISDN Channel user 
MSISDN 


All MSISDN should be in 
national dial format. 


Between MSISDN and 
EXTCODE one of them must 
be present, either MSISDN or 
EXTCODE. Both of them can 
be present in request 


When MSISDN is available in 
request then PIN is 
mandatory for the request. 


9942222 N (15) M 


EXTCODE External code 
of the channel 
user 


Unique external code of the 
channel user defined in 
PreTUPS. 


Between MSISDN and 
EXTCODE one of them must 
be present, either MSISDN or 
EXTCODE. Both of them can 
be present in request 


123 A (10) M 


PRODUCTS  - Product Details, sub tags of this tag will be repeated in case of the multiple products. In case of the 
single product send product code 101. 


PRODUCTCODE Product Code Unique Product Code to be 
transferred, in case of single 
product default code is 101 


101 N (10) M 


QTY Approved 
Quantity 


Numeric Only. 50 N (8) M  


 


EXTTXNNUMBER Unique 
number of the 
transaction 


Unique transaction number 
generated by the External 
system for the transaction. 
Alphanumeric 


1234 A (10) M (Tag is 
mandatory) 


EXTTXNDATE Transaction 
Date 


Transaction Date of 
transaction in External system 
in format i.e. dd-mm-yyyy 


06-09-2006  D (10) M (Tag is 
mandatory) 


REMARKS Remarks for 
the transaction 


Remarks to be given for the 
transaction 


O2C 
Approve 


A (100) O (Tag is 
mandatory) 


 


 All tags are mandatory to be present in XML. If value is optional and tag must be present. 


 The value for TYPE tag is fixed as mentioned in syntax. 
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2.3.9 XML Response Syntax 


PreTUPS system would send the acknowledgement to the External system regarding the transaction 
status. The acknowledgement will be in XML and sent as response of the request. The XML response 
details are mentioned below. 


 


Response Syntax 


<?xml version="1.0"?> 


<COMMAND>  


 <TYPE>OCRETRESP</TYPE>       


 <TXNID><PreTUPS Transaction ID></ TXNID>  


 <TXNSTATUS><Transaction Status></ TXNSTATUS > 


<EXTTXNNUMBER><External System Txn number></EXTTXNNUMBER> 


</COMMAND> 


 


 


Fields Details 


TAG Fields Remarks Example Field 
Type 


Option
al/Man
datory 


TYPE Response type Response Type OCRETRESP C (15) M 


TXNID PreTUPS Transaction 
ID 


Transaction ID for O2C 
transfer generated by 
PreTUPS System. 


OR061005.165
8.0001 


A (20) M 


TXNSTATUS Transaction Status Status of the O2C transfer 
request 


   Transaction Status = 200 
means Success,  


   Transaction Status Other 
than 200 means failed 


200 N (7) M 


EXTTXNNUMBE
R 


Unique id of the 
transaction in External 
transaction system 


Unique Transaction number 
of the O2C transfer request in 
the External System. 


1234345 A (10) O 


 


 The Transaction status details explained in appendix.  


 The value for TYPE tag is fixed as mentioned in syntax. 


 


2.4 Channel to Channel Transfer Service  


Channel to Channel (C2C) transfer/withdraw through external system would allow Channel users to transfer 
and withdraw airtime or TopUp value in PreTUPS through some external system.  


This should be a single step process and it is assumed that final request of transfer/withdraw would come to 
PreTUPS. 


It is also assumed that Externals system maintains Channel users details and there is at least one common 
filed in both system, like mobile number or login id or external code.  


External code is the Channel user unique code maintained in External system. External code should be 
mapped with user information in PreTUPS. 







 


             External System API document                                     


PreTUPS 6.1                                                                                                                   33 


 


2.4.1 C2C transfer  


Channel to Channel (C2C) transfer through external system would allow Channel users to transfer airtime 
or TopUp value in PreTUPS through some external system.  


 


XML Request Syntax 


The External System will send the following request for C2C transfer to channel user. The request format 
and details of request are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


      <COMMAND> 


  <TYPE>EXC2CTRFREQ</TYPE> 


<DATE><Date and time ></DATE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


  <MSISDN1><Channel user 1 MSISDN></MSISDN1> 


 <PIN>< Channel user 1 PIN></PIN> 


  <LOGINID><Channel user 1 Login ID></LOGINID> 


 <PASSWORD><Channel user 1 Login Password></PASSWORD> 


  <EXTCODE><Channel user 1 unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


  <MSISDN2><Channel user 2 MSISDN></MSISDN2> 


           <EXTCODE2><Channel user 2 unique External Code>/EXTCODE2> 


           <LOGINID2><Channel user 2 Login ID></LOGINID2> 


           <PRODUCTS>  


     <PRODUCTCODE>101</PRODUCTCODE> 


     <QTY><Qty></QTY> 


           </PRODUCTS> 


            <LANGUAGE1><Channel user 1 (Sender) Language></LANGUAGE1> 


              </COMMAND> 


 


Field Détails 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Request type Request Type, should 
be sent with each 
request – fixed 


EXC2CTRF
REQ 


A (20) M 


DATE Date and time Date and time on 
which request was 
sent by external 
system, HH are in 24 
Hour Format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) O (Tag is 
mandatory) 


EXTNWCODE Network code  Network code of the 
Channel user defined 
in PreTUPS as 


MO A (2) M 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


External Network 
code 


MSISDN1 Channel user1 All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


When MSISDN1 is 
available in request 
then PIN is 
mandatory for the 
request. 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel user1 PIN PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Channel user 1 
login ID 


Login ID of the 
Channel user 


Mo_cce A (20) O 


PASSWORD Channel user1 
Password 


Password of the 
Channel user 


When LOGINID is 
available in request 
then PASSWORD is 
mandatory for the 
request. 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user1 


Unique external code 
of the Channel user 
defined in PreTUPS. 


 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External Reference 
number 


Reference number in 
the external system. 
PreTUPS will not 
check uniqueness 


12345 A (20) O (Tag is 
mandatory) 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, i.e. MSISDN or LOGINID 


or EXTCODE. All of them can also be present in the request 


MSISDN2 Channel user2 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. without 
country code. 


9942222 N (15) O (Tag is 
mandatory) 


LOGINID2 Channel user2 
loginid 


Login id of the payee 
(Channel user) 


Ma_c A(20) O (Tag is 
mandatory) 


EXTCODE2 Channel user2 
Unique External 
Code 


Unique external code 
of the Channel user 


145 A(10) O (Tag is 
mandatory) 


Note: Between MSISDN2, LOGINID2 and EXTCODE2 value of one of them must be present, i.e. MSISDN or 


LOGINID or EXTCODE. All of them can also be present in request 


PRODUCTCODE Product short code 101 5 O Product short 
code .fixed 
value 101 
should be 
used. 


QTY Quantity that needs 
to be transferred 


Quantity to be 
transferred 


50055 


 


N (20) M 


LANGUAGE1 Sender Channel Numeric only, 0 A (10) O (Tag is 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


user’s notification 
language 


Channel user 
Language Code 


This code must be 
defined in PreTUPS 
system. 


mandatory) 


Default value 0 


 


XML Response format:  


The External System will receive response for C2C transfer to channel user from PreTUPS system. The 
request format and details of request are mentioned below. 


 


Response Syntax 


          <?xml version="1.0"?> 


          <COMMAND>  


  <TYPE>EXC2CTRFRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS > 


<DATE><Date and time></DATE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


  <MESSAGE><Transaction Message></MESSAGE> 


           </COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Response type Response Type EXC2CTRF
RESP 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
mandatory) 


TXNID <Transaction ID> PreTUPS Transaction ID 
for the Customer 
Recharge Transaction 


R080912.12
12.1234 


20 M 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


MESSAGE Message that will 
be given in 
response  


Message  A (500) O 


(Tag is 
mandatory) 


 


2.4.2 C2C withdraw 


Channel to Channel (C2C) withdraw through external system would allow Channel users to withdraw 
airtime or TopUp value in PreTUPS through some external system.  


 


XML Request Syntax 


The External System will send the following request for C2C withdraw to channel user. The request format 
and details of request are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


<COMMAND> 


  <TYPE> EXC2CWDREQ</TYPE> 


<DATE><Date and time ></DATE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


  <MSISDN1><Channel user 1 MSISDN></MSISDN1> 


 <PIN>< Channel user 1 PIN></PIN> 


  <LOGINID><Channel user 1 Login ID></LOGINID> 


 <PASSWORD><Channel user 1 Login Password></PASSWORD> 


  <EXTCODE><Channel user 1 unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


  <MSISDN2><Channel user 2 MSISDN></MSISDN2> 


<EXTCODE2><Channel user 2 unique External Code>/EXTCODE2> 


<LOGINID2><Channel user 2 Login ID></LOGINID2> 


<PRODUCTS>  


   <PRODUCTCODE>101</PRODUCTCODE> 


   <QTY><Qty></QTY> 


  </PRODUCTS> 


  <LANGUAGE1><Channel user 1 (Sender) Language></LANGUAGE1> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Request type Request Type, should 
be sent with each 
request – fixed 


EXC2CWDR
EQ 


A (20) M 


DATE Date and time Date and time on DD/MM/YYY D (20) O (Tag is 







 


             External System API document                                     


PreTUPS 6.1                                                                                                                   37 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


which request was 
sent by external 
system, HH are in 24 
Hour Format 


Y 
HH24:MI:SS 


mandatory) 


EXTNWCODE Network code  Network code of the 
Channel user defined 
in PreTUPS as 
External Network 
code 


MO A (2) M 


MSISDN1 Channel user1 All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


When MSISDN1 is 
available in request 
then PIN is 
mandatory for the 
request. 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel user1 PIN PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Channel user 1 
login ID 


Login ID of the 
Channel user 


When LOGINID is 
available in request 
then PASSWORD is 
mandatory for the 
request. 


Mo_cce A (20) O 


PASSWORD Channel user1 
Password 


Password of the 
Channel user 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user1 


Unique external code 
of the Channel user 
defined in PreTUPS. 


 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External Reference 
number 


Reference number in 
the external system. 
PreTUPS will not 
check uniqueness 


12345 A (20) O (Tag is 
mandatory) 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, i.e. MSISDN or LOGINID 


or EXTCODE. All of them can also be present in the request 


MSISDN2 Channel user2 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. without 
country code. 


9942222 N (15) O (Tag is 
mandatory) 


LOGINID2 Channel user2 
loginid 


Login id of the payee 
(Channel user) 


Ma_c A(20) O (Tag is 
mandatory) 


EXTCODE2 Channel user2 
Unique External 
Code 


Unique external code 
of the Channel user 


145 A(10) O (Tag is 
mandatory) 


Note: Between MSISDN2, LOGINID2 and EXTCODE2 value of one of them must be present, i.e. MSISDN or 


LOGINID or EXTCODE. All of them can also be present in request 


PRODUCTCODE Product short code 101 5 O Product short 
code .fixed 
value 101 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


should be 
used. 


QTY Quantity that needs 
to be transferred 


Quantity to be 
transferred 


50055 


 


N (20) M 


LANGUAGE1 Sender Channel 
user’s notification 
language 


Numeric only, 
Channel user 
Language Code 


This code must be 
defined in PreTUPS 
system. 


0 A (10) O (Tag is 
mandatory) 


Default value 0 


 


XML Response format:  


The External System will receive response for C2C withdraw to channel user from PreTUPS system. The 
request format and details of request are mentioned below. 


 


Response Syntax 


 


<?xml version="1.0"?> 


<COMMAND>  


  <TYPE>EXC2CWDRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS > 


<DATE><Date and time></DATE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


  <MESSAGE><Transaction Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Response type Response Type EXC2CWDR
ESP 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


mandatory) 


TXNID <Transaction ID> PreTUPS Transaction ID 
for the Customer 
Recharge Transaction 


R080912.12
12.1234 


20 M 


MESSAGE Message that will 
be given in 
response  


Message  A (500) O 


(Tag is 
mandatory) 


 


2.4.3 C2C return 


Channel to Channel (C2C) return through external system would allow Channel users to return airtime or 
TopUp value in PreTUPS through some external system.  


 


XML Request Syntax 


The External System will send the following request for C2C return to channel user. The request format and 
details of request are mentioned below. 


 


Request Syntax 


<?xml version="1.0"?> 


<COMMAND> 


  <TYPE>EXC2CRETREQ</TYPE> 


<DATE><Date and time ></DATE> 


 <EXTNWCODE><Network External Code></EXTNWCODE> 


  <MSISDN1><Channel user 1 MSISDN></MSISDN1> 


 <PIN>< Channel user 1 PIN></PIN> 


  <LOGINID><Channel user 1 Login ID></LOGINID> 


 <PASSWORD><Channel user 1 Login Password></PASSWORD> 


  <EXTCODE><Channel user 1 unique External code></EXTCODE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


  <MSISDN2><Channel user 2 MSISDN></MSISDN2> 


<EXTCODE2><Channel user 2 unique External Code>/EXTCODE2> 


<LOGINID2><Channel user 2 Login ID></LOGINID2> 


<PRODUCTS>  


  <PRODUCTCODE>101</PRODUCTCODE> 


  <QTY><Qty></QTY> 


 </PRODUCTS> 


 <LANGUAGE1><Channel user 1 (Sender) Language></LANGUAGE1> 


</COMMAND> 


 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Request type Request Type, should 
be sent with each 
request – fixed 


EXC2CRET
REQ 


A (20) M 


DATE Date and time Date and time on 
which request was 
sent by external 
system, HH are in 24 
Hour Format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) O (Tag is 
mandatory) 


EXTNWCODE Network code  Network code of the 
Channel user defined 
in PreTUPS as 
External Network 
code 


MO A (2) M 


MSISDN1 Channel user1 All MSISDN should 
be in national dial 
format i.e. without 
country code. 


When MSISDN1 is 
available in request 
then PIN is 
mandatory for the 
request. 


9942222 N (15) O (Tag is 
mandatory) 


PIN Channel user1 PIN PIN of the user 123 A (10) O (Tag is 
mandatory) 


LOGINID Channel user 1 
login ID 


Login ID of the 
Channel user 


When LOGINID is 
available in request 
then PASSWORD is 
mandatory for the 
request 


Mo_cce A (20) O 


PASSWORD Channel user1 
Password 


Password of the 
Channel user 


2468 A (10) O (Tag is 
mandatory) 


EXTCODE External code of 
the channel user1 


Unique external code 
of the Channel user 
defined in PreTUPS. 


 


123 A (10) O (Tag is 
mandatory) 


EXTREFNUM External Reference 
number 


Reference number in 
the external system. 
PreTUPS will not 
check uniqueness 


12345 A (20) O (Tag is 
mandatory) 


Note: Between MSISDN, LOGINID and EXTCODE value of one of them must be present, i.e. MSISDN or LOGINID 


or EXTCODE. All of them can also be present in the request 


MSISDN2 Channel user2 
MSISDN 


All MSISDN should 
be in national dial 
format i.e. with out 
country code. 


9942222 N (15) O (Tag is 
mandatory) 


LOGINID2 Channel user2 
loginid 


Login id of the payee 
(Channel user) 


Ma_c A(20) O (Tag is 
mandatory) 


EXTCODE2 Channel user2 
Unique External 
Code 


Unique external code 
of the Channel user 


145 A(10) O (Tag is 
mandatory) 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


Note: Between MSISDN2, LOGINID2 and EXTCODE2 value of one of them must be present, i.e. MSISDN or 


LOGINID or EXTCODE. All of them can also be present in request 


PRODUCTCODE Product short code 101 5 O Product short 
code .fixed 
value 101 
should be 
used. 


QTY Quantity that needs 
to be transferred 


Quantity to be 
transferred 


50055 


 


N (20) M 


LANGUAGE1 Sender Channel 
user’s notification 
language 


Numeric only, 
Channel user 
Language Code 


This code must be 
defined in PreTUPS 
system. 


0 A (10) O (Tag is 
mandatory) 


Default value 0 


 


 


XML Response format:  


The External System will receive response for C2C return to channel user from PreTUPS system. The 
request format and details of request are mentioned below. 


 


Response Syntax 


 


<?xml version="1.0"?> 


<COMMAND>  


  <TYPE>EXC2CRETRESP</TYPE>       


 <TXNSTATUS><Transaction Status></TXNSTATUS > 


<DATE><Date and time></DATE> 


<EXTREFNUM><Unique Reference number in the external system></EXTREFNUM> 


 <TXNID><PreTUPS Transaction ID></TXNID> 


  <MESSAGE><Transaction Message></MESSAGE> 


</COMMAND> 


Field Details 


TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


TYPE Response type Response Type EXC2CRET
RESP 


A (20) M 


TXNSTATUS Transaction Status Status of the request 


   Transaction Status= 
200 means Success,  


   Transaction Status 
Other than 200 
means failed  


200 N (10) M 
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TAG Fields Remarks Example Field Type Optional/ 


Mandatory 


DATE Date and time Date and time on which 
response was sent from 
PreTUPS. HH are in 24 
Hour format 


DD/MM/YYY
Y 
HH24:MI:SS 


D (20) M 


EXTREFNUM External Reference 
number 


Reference number that 
was passed by the 
external system 


12345 A (20) O 


(Tag is 
mandatory) 


TXNID <Transaction ID> PreTUPS Transaction ID 
for the Customer 
Recharge Transaction 


R080912.12
12.1234 


20 M 


MESSAGE Message that will 
be given in 
response  


Message  A (500) O 


(Tag is 
mandatory) 


 


2.5 Communication Protocol  


 


The communication between External system and PreTUPS is XML over HTTP. The External system 
makes the HTTP connection with PreTUPS and sends the request (Post) content as XML. Response of 
each request is also sent as XML.  


 


2.5.1 Authentication 


To authenticate the External system, PreTUPS will define a Gateway for External system. PreTUPS 
Engineer give the defined gateway information details to External system users.  External system will send 
this gateway information while making HTTP connection with PreTUPS for each request. Authentication 
information will be send by URL. Details of authentication information are as follows 


 


 LOGIN 


 PASSWORD 


 REQUEST_GATEWAY_CODE 


 REQUEST_GATEWAY_TYPE 


 SERVICE_PORT 


 SOURCE_TYPE 


 


 Details of above-mentioned field are described in Connection procedure section. 


 


2.5.2 Connection Procedure 


The External system calls the specific URL (provided by Bharti) to make the HTTP Connection with 
PreTUPS. The details of HTTP Header and URL are mentioned below. 


 


HTTP Header Information 
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POST <URL> HTTP 
Content-type: xml 
Connection: close 


 


URL 


http://<PreTUPSHost>:<port>/C2SReceiver?LOGIN=<Login>&PASSWORD=<Passwo


rd>&REQUEST_GATEWAY_CODE=<Request Gateway Code>& 


REQUEST_GATEWAY_TYPE=<Request Gateway Type>&SERVICE_PORT=<Service 


Port>&SOURCE_TYPE=<Source Type> 


 


Example 


  


URL for Recharge Service 


http://<pretupshost>/C2SReceiver?LOGIN=test&PASSWORD=1357&REQUEST_GATEWA
Y_CODE=EXTGW001&REQUEST_GATEWAY_TYPE=EXTGW&SERVICE_PORT=190&SOURCE_TYP


E=EXT 


 


Field Details 


Fields Description Example Optional/ 


Mandatory 


Field Type 


PreTUPSHost The IP, port and host name. 
The IP and Port on which 
PreTUPS application is running 


172.16.1.109:5555/pr
etups/ 


M N.A. 


LOGIN Login Id provided to External 
system by PreTUPS to 
authenticate External System 


Test M A (10) 


PASSWORD Password provided to External 
system by PreTUPS to 
authenticate External system 


Test M A (10) 


REQUEST_GAT
EWAY_CODE 


Request Gateway Code 
provided to External system by 
PreTUPS to identify request 
interface 


EXT001 M A (10) 


REQUEST_GAT
EWAY_TYPE 


Request Gateway Type 
provided to External system by 
PreTUPS to identify request 
interface type. 


EXTSYS M A (10) 


SERVICE_PORT Service port provided to 
External system by PreTUPS 
to identify service port 


126 M N (10) 


SOURCE_TYPE Source Type of the request EXTSYS  M A (10) 


 


2.5.3 Security 
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The interface between the External system & PreTUPS is expected to carry requests for credit a 
subscriber’s prepaid account. This requires a high security environment.  Therefore, the physical interface 
between the PreTUPS & External system is expected to be over private leased circuits/Virtual Private 
Network Tunnels/ISDN Dialup. It is not expected that this interchange will occur over the public Internet. 
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Contact Us 
Delhi Headquarters 


Comviva Technologies Limited 


A-26, Info City 


Sector 34 


Gurgaon   122022 


Haryana, India 


T: +91-124-4819000 


F: +91-124-4819777 


 


Bangalore Office 


Comviva Technologies Limited 


4, 12th Km Stone 


Bellary Road, Jakkur 


Bangalore  560064 


India 


T: +91-80-28565852/ 53/ 08/ 09  


F: +91-80-28565854 


 


 


Mumbai Office 


Comviva Technologies Limited 


Unit 1-4, 1st Floor, Paradigm Tower 


Tower B, Mindspace 


Malad(W), Mumbai 400064, India 


T: +91-22-40774300 


F: +91-22-40774333 
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Disclaimer  


Copyright © 2013:  Comviva Technologies Ltd, Registered Office at A-26, Info City, Sector 34, 
Gurgaon-122001, Haryana, India.  


All rights about this document are reserved and  shall not be , in whole or in part, copied, 
photocopied, reproduced, translated, or reduced to any manner including but not limited to 
electronic, mechanical, machine readable ,photographic, optic recording or otherwise without 
prior consent, in writing, of Comviva Technologies Ltd  (the Company).  


The information in this document is subject to changes without notice. This describes only the 
product defined in the introduction of this documentation. This document is intended for the 
use of prospective customers of the Company  Products Solutions and or Services for the 
sole purpose of the transaction for which the document is submitted. No part of it may be 
reproduced or transmitted in any form or manner whatsoever without the prior written 
permission of the company. The Customer, who/which assumes full responsibility for using 
the document appropriately. The Company welcomes customer comments as part of the 
process of continuous development and improvement.  


The Company, has made all reasonable efforts to ensure that the information contained in the 
document are adequate, sufficient and free of material errors and omissions. The Company 
will, if necessary, explain issues, which may not be covered by the document. However, the 
Company does not assume any liability of whatsoever nature , for any errors in the document 
except the responsibility to provide correct information when any such error is brought to 
company’s knowledge. The Company will not be responsible, in any event, for errors in this 
document or for any damages, incidental or consequential, including monetary losses that 
might arise from the use of this document or of the information contained in it.        


This document and the Products, Solutions and Services it describes are intellectual property 
of the Company and/or of the respective owners thereof, whether such IPR is registered, 
registrable, pending for registration, applied for registration or not. 


The only warranties for the Company Products, Solutions and Services are set forth in the 
express warranty statements accompanying its products and services. Nothing herein should 
be construed as constituting an additional warranty. The Company shall not be liable for 
technical or editorial errors or omissions contained herein. 


 


The Company logo is a trademark of the Company. Other products, names, logos  mentioned 
in this document , if any , may be trademarks of their respective owners. 


 


Copyright © 2013:  Comviva Technologies Limited. All rights reserved. 
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ANNEX 1: DISK PARTITIONS- DR SITE

O/S partition for DB Server (SUN T4-4)

No of Servers : 1 SUN

No. Of Physical Disks: 8 X 300GB Disk

No. Of Logical Disks 0=Raid 1+0 : 8*300GB.

RAM=512 GB per server


		Table 1: O/S Partition



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 268 GB (approx), Logical disk 1 => 268 GB (approx), Logical disk 2 => 268 GB (approx), Logical disk 3 => 268 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		35                             

		Logical Disk 0



		Swap

		  128

		Logical Disk 0



		/exports/home

		  50 (Remaining)                          

		Logical Disk 0



		Meta Devices

		 200MB

		Logical Disk 0



		/usr

		  50

		Logical Disk 0



		Meta Devices

		 200MB

		Logical Disk 1



		/oracle

		 267 (Remaining space from the Logical Disk 1)

		Logical Disk 1



		Meta Devices 

		 200MB

		  Logical Disk 2



		/backup1

		 267 (All space from the logical Disk 2)

		  Logical Disk 2



		Meta Devices

		 200MB

		Logical Disk 3



		/backup2

		 267 (All Space from the logical disk 3)

		Logical Disk 3





O/S Partition: Web servers (HP DL560G8)

No of Servers : 2

No. Of Physical Disks: 2 X 600GB Disk


No. Of Logical Disks 0=Raid 1+0 : 2*600GB=568 GB Approx.


RAM=64 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  50                              

		Logical Disk 0



		/home

		 50

		Logical Disk 0



		/pretupshome

		 100                  

		Logical Disk 0



		/var

		 32                            

		Logical Disk 0



		/pretupsvar

		 254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Monitoring & Logging servers (HP DL560G8)

No of Servers : 1

No. Of Physical Disks: 2 X 600GB Disk


No. Of Logical Disks 0=Raid 1+0 : 2*600GB=568 GB Approx.


RAM=64 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		 50                              

		Logical Disk 0



		/home

		 50

		Logical Disk 0



		/pretupshome

		 100                  

		Logical Disk 0



		/var

		 32                            

		Logical Disk 0



		/pretupsvar

		 254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Backup servers (HP DL380G8)

No of Servers : 1


No. Of Physical Disks: 2 X 600GB Disk


No. Of Logical Disks 0=Raid 1+0 : 2*00GB=568 GB Approx.


RAM=32 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  20                              

		Logical Disk 0



		/home

		  50

		Logical Disk 0



		/backup

		  100                  

		Logical Disk 0



		/var

		  32                            

		Logical Disk 0



		/opt

		  30

		Logical Disk 0



		/backup1

		  254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S partition for Transaction Server (M5000)

No of Servers : 4 SUN Solaris

No. Of Physical Disks: 4 X 300GB Disk


No. Of Logical Disks 0=Raid 1+0 : 4*300GB.


RAM=96 GB per server


		Table 1: O/S Partition



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 268 GB (approx), Logical disk 1 => 268 GB (approx), 



		Mount Point

		Space (GB)

		Logical Disk



		/         

		25                             

		Logical Disk 0



		Swap

		  48

		Logical Disk 0



		/exports/home

		  25                        

		Logical Disk 0



		Meta Devices

		  200MB

		Logical Disk 0



		/usr

		  20

		Logical Disk 0



		/oracle

		  135 (Remaining)

		Logical Disk 0



		/globle

		  1

		Logical Disk 0



		Meta Devices 

		  200MB

		  Logical Disk 1



		/backup1

		  267 (All space from the logical Disk 1)

		  Logical Disk 1





O/S Partition: Transaction servers (DL 380G7)

No of Servers : 2


No. Of Physical Disks: 2 X 146GB Disk


No. Of Logical Disks 0=Raid 1+0 : 2*146GB=131 GB Approx.


RAM=64 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1,)



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		15                             

		Logical Disk 0



		/boot

		256 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/usr

		 10                              

		Logical Disk 0



		/home

		 10

		Logical Disk 0



		/pretupshome

		 20                  

		Logical Disk 0



		/pretupsvar

		 44 (Remaining)                           

		Logical Disk 0





Storage Partition: DR Site


		Table 8: Storage partition



		Disk geometry:

		  Raid: 1+0



		No Of Servers

		   6 



		Partition Type

		   RAW



		No Of Physical Disk

		  2 X 200GB Fast Cache, 11 X 200GB SAS and 59 X 600GB



		SSD HDD 

		   10X 200 GB = 850 GB (Approx)  + 1 HS     (To be configured as Fast cache)  



		SSD HDD

		   2 X 200 GB HDD (Fast Cache) 



		SAS HDD

		   600 GB * 4 HDD                                                                       (VAULT DISK)



		SAS HDD (Total usable HDD)

		   50 X 600 GB HDD = 13.5 TB (Approx) + 5 HS                         



		SAS HDD

		  22 X 600 GB HDD = 6 TB (Approx)                                           (logical Disk0)



		SAS HDD

		  14 X 600 GB HDD = 3.8 TB (Approx)                                        (logical Disk1)



		SAS HDD

		  14 X 600 GB HDD = 3.8 TB (Approx)                                        (logical Disk2)



		Mount Point

		Space (GB)

		Remarks



		VAULT Disk 

		

		Vault Disk 



		/oradata1

		1 TB

		  Logical disk 0



		/oradata2

		1 TB

		  Logical disk 0



		/oradata3

		1 TB

		  Logical disk 0



		/oradata4

		1 TB

		  Logical disk 0



		/oradata5

		1 TB

		  Logical disk 0



		/archive

		1 TB

		  Logical disk 0



		/backup

		3.8 TB

		  Logical disk 1



		/logs

		3.8 TB

		  Logical disk 2
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[bookmark: _Toc325459075][bookmark: _Toc353358337][bookmark: _Toc375934316]Document Information

This chapter gives a brief introduction to the scope and organization of this document.



[bookmark: h11][bookmark: _Toc461445427][bookmark: _Toc67739540][bookmark: _Toc229306311][bookmark: _Toc269218054][bookmark: _Toc325459076][bookmark: _Toc353358338][bookmark: _Toc375934317]Purpose of this document

[bookmark: conventions][bookmark: _Toc67739541][bookmark: _Toc229306312]The purpose of this document is to identify unambiguously "what" the system will do, and clearly define the boundary of the proposed system. Technical should cover technical goals and objectives of the SNMP for Robi Axiata Ltd.. Also this document will serve as:

· Reference for deliverable scope

· Reference for the development



[bookmark: _Toc269218055][bookmark: _Toc325459077][bookmark: _Toc353358339][bookmark: _Toc375934318]Scope

[bookmark: _Toc67739542][bookmark: _Toc229306313]The scope of this document is limited to the SNMP trap being offered to Robi Axiata Ltd. as part of PreTUPS platform. 





[bookmark: _Toc269218056][bookmark: _Toc325459078][bookmark: _Toc353358340][bookmark: _Toc375934319]Definitions, Acronyms and Abbreviations

		Term

		Full Form



		ROBI

		Robi Axiata Ltd.



		PreTUPS

		Prepaid TopUp System



		MComviva

		Mahindra Comviva



		SNMP

		Simple Network Management Protocol



		API

		Application Programming Interface 



		SMSC

		Short Message Service Center



		STK

		SIM Tool Kit (Application available on the channel users SIM card to send request from mobile)



		[bookmark: _Toc461445430][bookmark: _Toc67739543][bookmark: _Toc229306314][bookmark: _Toc269218057][bookmark: _Toc325459079][bookmark: _Toc353358341]MSISDN

		Mobile Number



		HTTP

		Hyper text transfer protocol
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[bookmark: _Toc461445431][bookmark: _Toc67739544][bookmark: _Toc229306315]Comviva team

ROBI team
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[bookmark: _Toc353358344][bookmark: _Toc375934323]Overview

This document provides an introduction to SNMP traps. It shows how SNMP traps are used and the role they play in the management of a data network. 



SNMP traps enable an agent to notify the management station of significant events by way of an unsolicited SNMP message. 



In this diagram, the setup on the left shows a network management system that polls information and gets a response. The setup on the right shows an agent that sends an unsolicited or asynchronous trap to the network management system (NMS).





[image: snmp_trap-01.gif]





SNMPv1 (Simple Network Management Protocol) and SNMPv2c, along with the associated Management Information Base (MIB), encourage trap-directed notification. 



The idea behind trap-directed notification is that if a manager is responsible for a large number of devices, and each device has a large number of objects, it is impractical for the manager to poll or request information from every object on every device. The solution is for each agent on the managed device to notify the manager without solicitation. It does this by sending a message known as a trap of the event. 



After the manager receives the event, the manager displays it and can choose to take an action based on the event. For instance, the manager can poll the agent directly, or poll other associated device agents to get a better understanding of the event. 



Trap-directed notification can result in substantial savings of network and agent resources by eliminating the need for frivolous SNMP requests. However, it is not possible to totally eliminate SNMP polling. SNMP requests are required for discovery and topology changes. In addition, a managed device agent can not send a trap, if the device has had a catastrophic outage. 



SNMPv1 traps are defined in RFC 1157, with these fields: 

· Enterprise: identifies the type of managed object that generates the trap.

·  Agent address: Provides the address of the managed object that generates the trap. 

· Generic trap type: Indicates one of a number of generic trap types. 

· Specific trap code: Indicates one of a number of specific trap codes. 

· Time stamp: Provides the amount of time that has elapsed between the last network reinitialization and generation of the trap. 

· Variable bindings: The data field of the trap that contains PDU. Each variable binding associates a particular MIB object instance with its current value. 



In SNMPv2c trap is defined as NOTIFICATION and formatted differently compared to SNMPv1. It has these parameters: 

· sysUpTime: This is the same as Time stamp in SNMPv1 trap. 

· snmpTrapOID: Trap identification field. For generic traps, values are defined in RFC 1907, for vendor specific traps snmpTrapOID is essentially a concatenation of the SNMPv1 Enterprise parameter and two additional sub-identifiers, '0', and the SNMPv1 Specific trap code parameter. 

· VarBindList: This is a list of variable-bindings. 

In order for a management system to understand a trap sent to it by an agent, the management system must know what the object identifier (OID) defines. Therefore, it must have the MIB for that trap loaded. This provides the correct OID information so that the network management system can understand the traps sent to it



[bookmark: _Toc123475913][bookmark: _Toc375934324]Installation of SNMP Agent

To install the SNMP agent we do the following

Login as root user.

Untar the net-snmp-pretups.tar.gz to /pretupshome/OAM/SNMP

Untar the libSNMPClient.tar at /usr/lib/

Create folder at /usr/local/share with the name snmp

#mkdir snmp

Copy snmpConf.tar in this folder

Untar the snmpConf.tar at /usr/local/share/snmp

In snmpd.conf set the IP and port of manager in the trap2sink. This manager then receives the traps. Here we can specify multiple managers also but all should be in the separate line which is as below:

trap2sink 10.68.5.4 public   161

trap2sink 10.68.5.4 public 162

(162 is the standard port for the trap)



From /pretupshome/OAM/SNMP/net-snmp-5.1/agent, compile the agent. The compilation commands are as follows:

#make clean

#make

Check snmpd with ps –eaf|grep  -a snmpd

If you find any process running then kill it.

Logon as Super User (root)

#Killall snmpd

Start the agent again  by the commnd:

#./snmpd -L -d –f &





[bookmark: _Toc375934325]PreTUPS Monitoring

PreTUPS allow the Administrator to monitor the requests that are sent to the server. Requests are monitored through the Monitor Server Graphical User Interface (GUI). Access the following URL to view the monitoring screen:



http://IP:PORT/pretups/monitorLogin.do



[image: C:\New Folder\Projects\PreTUPS Kenya\Working\OAM\Images\monitor server_login.jpg]



Enter the login ID and password.

Click Submit.



OAM: Shows all the alarms with their criticality. This screen has two options: 

· Pending Alarms 

· Current Alarms 



[image: img]



Pending Alarms: Displays all the alarms that have not been cleared. To close an alarm, click the check box next to the alarm. Users can clear the alarm from the server. 

Current Alarms: Selects alarms on the basis of their criticality, the components generating the alarms and the date on which the alarm was generated.



[bookmark: _Alarms_Details][bookmark: _Toc337200865][bookmark: _Toc375934326]Alarms Details

PreTUPS have a number of alarms that are generated based on the various events. 



		Type of Alarm

		Event ID

		Criticality

		Component

		Cause



		DATABASE_CONNECTION_PROBLEM 

		1

		FATAL

		SYSTEM

		1. Network Issue 
2. Database Server Down 
3. Oracle database down
4. Oracle Database Listener down



		SYSTEM_ERROR 

		2

		FATAL

		SYSTEM

		This alarm generated when any error occurs in application



		SYSTEM_INFO 

		3

		MAJOR

		SYSTEM

		Request Refusals by PreTUPS system due to the following reasons: 
1. Received Load (requests) more than the defined threshold . 
2. IN response time increases. 
IN Response time Warning: This event occurs when IN response time increases from threshold defined for the different INs.



		INTERFACE_INVALID_RESPONSE

		10

		FATAL

		INTERFACES

		PreTUPS system receives blank response from 

IN

PreTUPS system could not connect to IN interface. 

PreTUPS system could not send request to IN interface. 



		RETRY_ATTEMPT_FAILED 

		11

		FATAL

		INTERFACES

		



		INTERFACE_REQUEST_EXCEPTION

		12

		FATAL

		INTERFACES

		



		INTERFACE_RESPONSE_EXCEPTION 

		13

		FATAL

		INTERFACES

		PreTUPS system could not get response from IN interface within timeout period



		ADMIN_OPT

		14

		MINOR

		SYSTEM

		Network status is updated, i.e. network is suspended or activated. 
Network Services are suspended or activated.



		Source: Comviva







The alarms are generated in case any error is encountered. These alarms are displayed on the OAM Trap Manager server and the Monitor server’s screen.



The OAM alarms are displayed on the Monitor server GUI as shown in the figure below:



[image: cid:image001.png@01CA096C.0FD69700]



[bookmark: _Toc375934327]SNMP Support

PreTUPS can send SNMP traps against the alarms generated in PreTUPS using SNMP Agent, which would be installed in PreTUPS monitoring server.

MIB and OIDs (Object Identifiers) files will be constructed and will be shared at time of implementation. Sample MIB file is available in the appendix. SNMP v2c/v3 will be used for sending traps to a third party Trap Viewer.



ROBI needs to provide SNMP Agent & Sub-Agent so that SNMP trap can be activated in PreTUPS
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Delhi Headquarters

Comviva Technologies Limited

A-26, Info City

Sector 34

Gurgaon   122022

Haryana, India

T: +91-124-4819000

F: +91-124-4819777



Bangalore Office

Comviva Technologies Limited

4, 12th Km Stone

Bellary Road, Jakkur

Bangalore  560064

India

T: +91-80-28565852/ 53/ 08/ 09 

F: +91-80-28565854





Mumbai Office

Comviva Technologies Limited

Unit 1-4, 1st Floor, Paradigm Tower

Tower B, Mindspace

Malad(W), Mumbai 400064, India

T: +91-22-40774300

F: +91-22-40774333
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This describes only the product defined in the introduction of this documentation. This document is intended for the use of prospective customers of the Company  Products Solutions and or Services for the sole purpose of the transaction for which the document is submitted. No part of it may be reproduced or transmitted in any form or manner whatsoever without the prior written permission of the company except which is reasonably needed for the implementation of this E-Top Up Turnkey Solution. 

. The Customer, who/which assumes full responsibility for using the document appropriately. The Company welcomes customer comments as part of the process of continuous development and improvement. 

The Company, has made all reasonable efforts to ensure that the information contained in the document are adequate, sufficient and free of material errors and omissions. The Company will, if necessary, explain issues, which may not be covered by the document. However, the Company does not assume any liability of whatsoever nature which are not due to defect in the document or resulting from its own fault. The Company shall provide correct information when any error in the document is brought to the company’s Knowledge 

This document and the Products, Solutions and Services it describes are intellectual property of the Company and/or of the respective owners thereof, whether such IPR is registered, registrable, pending for registration, applied for registration or not.

Without prejudice to the above paragraph, the only warranties for the Company Products, Solutions and Services are set forth in the express warranty statements accompanying its products and services. 
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MAJOR MO TNTERFACE 1D = INTIDOO0L4 Stags = 50 [Instance:7]
0127744004 C53MobinilINHandler [sendRequestToIN] R090720.1309.170342
While getting the response from the Cs3MobinilIN for.

INTERFACE 1D=[INTID00014]and Node Number
end of file from server FATAL MO [In1248084594

0121718999 FarmasINHandler{sendRequestTolN] 809072013091700122 Read

1Exceptior

Unexpected

[cimeout from TH. Retry sttempts axcasdad so throving AMBIGOUS axception
MAJOR MO TNTERFACE 1D = INTIDOO0L4 Stags = 50 [Instance:17]
0121718999 c53MobinilINHandler [sendRequestToIN] R090720.1309.170289
While getting the response from the Cs3MobinilIN for.

INTERFACE 1D=[INTID00014]and Node Number
|end of file from server FATAL MO [In 1248084586

1Exceptior

Unexpected

Alarm Messages
System Enor

Database Connection Down

Interface Rasponse Exception

Interface Request Failed

Interface Rasponse Exception

Interface Request Failed
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PRETUPS-MIB DEFINITIONS ::= BEGIN

IMPORTS

    MODULE-IDENTITY, NOTIFICATION-TYPE,

    Integer32, Unsigned32,

    TimeTicks, Counter32, Counter64,

    IpAddress, Opaque, mib-2,enterprises       FROM SNMPv2-SMI

    TimeStamp, DateAndTime,

    StorageType, RowStatus,

    TAddress, TDomain              FROM SNMPv2-TC

    SnmpAdminString, SnmpEngineID  FROM SNMP-FRAMEWORK-MIB

    MODULE-COMPLIANCE, OBJECT-GROUP     FROM SNMPv2-CONF;

btsl  MODULE-IDENTITY

              LAST-UPDATED "200406120718Z"

              ORGANIZATION "Bharti Telesoft International Pvt. Limited "

              CONTACT-INFO "F-89/6 Okhla Phase 1

                             New Delhi-20"

              DESCRIPTION "PRETUPS"

      ::={enterprises 19338}

PRETUPS  OBJECT IDENTIFIER ::={btsl 9}

-- traps data

PRETUPSNOTIFICATION  OBJECT IDENTIFIER ::={PRETUPS 2}

-- traps data

PRETUPSNOTIFICATION1  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION 0}

-- traps data

database        OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 1}

-- traps data

databasedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Database Connection IS DOWN."

          ::={database 0}

-- traps data

databaseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Database Connection IS UP."

          ::={database 1}

-- traps data

systemerrorerror        OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 2}

-- traps data

systemerrorerrordown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Error."

          ::={systemerrorerror 0}

-- traps data

systemerrorerrorup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Error."

          ::={systemerrorerror 1}

-- traps data



systeminfo      OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 3}

-- traps data

systeminfodown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Information."

          ::={systeminfo 0}

-- traps data

systeminfoup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Information."

          ::={systeminfo 1}

-- traps data

interfaceinvaliedresponse       OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 4}

-- traps data

interfaceinvaliedresponsedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Invalid Response."

          ::={interfaceinvaliedresponse 0}

-- traps data

interfaceinvaliedresponseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Invalid Response"

          ::={interfaceinvaliedresponse 1}

-- traps data





retry  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 5}

-- traps data

retrydown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Retry Attempt Failed"

          ::={retry 0}

-- traps data

retryup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Retry Attempt Failed"

          ::={retry 1}

-- traps data





interface  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 6}

-- traps data



interfacedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Request Failed"

          ::={interface 0}

-- traps data

interfaceup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Request Failed"

          ::={interface 1}

-- traps data



interfaceresponse  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 7}

-- traps data



interfaceresponsedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Response Exception"

          ::={interfaceresponse 0}

-- traps data

interfaceresponseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Response Exception"

          ::={interfaceresponse 1}

-- traps data



adminopt  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 8}

-- traps data



adminoptdown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Network Status Change"

          ::={adminopt 0}

-- traps data

adminoptup    NOTIFICATION-TYPE

       STATUS  current

  DESCRIPTION  "Network Status Change"

          ::={adminopt 1}

-- traps data





END
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ANNEX 1: DISK PARTITIONS- PRIMARY SITE

O/S partition for DB Server 

No of Servers : 2 SUN

No. Of Physical Disks: 8 X 300GB Disk

No. Of Logical Disks 0=Raid 1+0 : 8*300GB.

RAM=512 GB per server


		Table 1: O/S Partition



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 268 GB (approx), Logical disk 1 => 268 GB (approx), Logical disk 2 => 268 GB (approx), Logical disk 3 => 268 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		35                             

		Logical Disk 0



		Swap

		  128

		Logical Disk 0



		/exports/home

		  50 (Remaining)                          

		Logical Disk 0



		Meta Devices

		 200MB

		Logical Disk 0



		/usr

		  50

		Logical Disk 0



		Meta Devices

		 200MB

		Logical Disk 1



		/oracle

		 267 (Remaining space from the Logical Disk 1)

		Logical Disk 1



		Meta Devices 

		 200MB

		  Logical Disk 2



		/backup1

		 267 (All space from the logical Disk 2)

		  Logical Disk 2



		Meta Devices

		 200MB

		Logical Disk 3



		/backup2

		 267 (All Space from the logical disk 3)

		Logical Disk 3





O/S Partition: Application servers 


No of Servers : 5

No. Of Physical Disks: 2 X 600GB Disk

No. Of Logical Disks 0=Raid 1+0 : 2*600GB=568 GB Approx.


RAM=64 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  50                              

		Logical Disk 0



		/home

		  50

		Logical Disk 0



		/pretupshome

		  100                  

		Logical Disk 0



		/var

		  32                            

		Logical Disk 0



		/pretupsvar

		  254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Web servers 


No of Servers : 3

No. Of Physical Disks: 2 X 600GB Disk


No. Of Logical Disks 0=Raid 1+0 : 2*600GB=568 GB Approx.


RAM=48 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  50                              

		Logical Disk 0



		/home

		 50

		Logical Disk 0



		/pretupshome

		 100                  

		Logical Disk 0



		/var

		 32                            

		Logical Disk 0



		/pretupsvar

		 254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Monitoring & Logging servers 


No of Servers : 2


No. Of Physical Disks: 4 X 300GB Disk


No. Of Logical Disks 0=Raid 1+0 : 4*300GB=568 GB Approx.


RAM=48 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		 50                              

		Logical Disk 0



		/home

		 50

		Logical Disk 0



		/pretupshome

		 100                  

		Logical Disk 0



		/var

		 32                            

		Logical Disk 0



		/pretupsvar

		 254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Backup servers 


No of Servers : 1


No. Of Physical Disks: 4 X 300GB Disk


No. Of Logical Disks 0=Raid 1+0 : 4*300GB=568 GB Approx.


RAM=32 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  20                              

		Logical Disk 0



		/home

		  50

		Logical Disk 0



		/backup

		  100                  

		Logical Disk 0



		/var

		  32                            

		Logical Disk 0



		/opt

		  30

		Logical Disk 0



		/backup1

		  254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





Storage Partition: Primary Site


		Table 8: Storage partition



		Disk geometry:

		  Raid: 1+0



		No Of Servers

		   6 



		Partition Type

		   RAW



		No Of Physical Disk

		  2 X 200GB Fast Cache, 11 X 200GB SAS and 59 X 600GB



		SSD HDD 

		   10X 200 GB = 850 GB (Approx)  + 1 HS     (To be configured as Fast cache)  



		SSD HDD

		   2 X 200 GB HDD (Fast Cache) 



		SAS HDD

		   600 GB * 4 HDD                                                                       (VAULT DISK)



		SAS HDD (Total usable HDD)

		   50 X 600 GB HDD = 13.5 TB (Approx) + 5 HS                         



		SAS HDD

		  22 X 600 GB HDD = 6 TB (Approx)                                           (logical Disk0)



		SAS HDD

		  14 X 600 GB HDD = 3.8 TB (Approx)                                        (logical Disk1)



		SAS HDD

		  14 X 600 GB HDD = 3.8 TB (Approx)                                        (logical Disk2)



		Mount Point

		Space (GB)

		Remarks



		VAULT Disk 

		

		Vault Disk 



		/oradata1

		1 TB

		  Logical disk 0



		/oradata2

		1 TB

		  Logical disk 0



		/oradata3

		1 TB

		  Logical disk 0



		/oradata4

		1 TB

		  Logical disk 0



		/oradata5

		1 TB

		  Logical disk 0



		/archive

		1 TB

		  Logical disk 0



		/backup

		3.8 TB

		  Logical disk 1



		/logs

		3.8 TB

		  Logical disk 2
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Overview
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The database stores information for channel users, required data for transactions, and transaction details. The size of database grows rapidly and it depends on the number of transactions and data retention policy. To keep the optimal size of database, a regular purging of database is required. 



To facilitate the data purging, couples of partition tables available in database. 

A partition table needs to be maintained on weekly basis e.g. adding and dropping of partition.

 

[bookmark: _Toc177984471]Scope



This document describes the weekly and monthly activity of dropping and adding of Partitions tables. 



[bookmark: _Toc177984472]Data Retention Policy



In order to maintain the database size and performance of database following data retention policy shall be followed. 

Note : At DR site data retention is same as Production database.

		Sno

		Type of data

		Retention Period(Prod)

		Retention Period(Rep)



		1

		Transaction

		1+1  Month 

		5+1 Month



		2

		MIS

		1+1  Month

		11+1 Month









[bookmark: _Toc177984473]Partition Tables



There are nineteen partition tables available on PreTUPS database as given in table-1. Partition table will require adding and dropping of partition as per schedule.



Adding of Partition

All the partitions tables is require to add partition as given in column “Partition Frequency” e.g. For Partition Frequency – Monthly, a Monthly partition of following month will require to add on table before start of new month.



Services will stop, If partitions of coming month are not added before end of the month.



Dropping of Partition

All the partitions tables is require to drop the partition as given in column “Data Retention

Period” e.g. For Data Retention Period – 1+1 Months, in month of JAN’08, a partition of APR’08 will be dropped. Data will be available since MAY’08.



Database size will increased that will degrade the overall system performance.





		Table -1



		Sno

		Table Name

		Data

		Data Retention (Prod)

		Data Retention (Rep)



		1

		ADJUSTMENTS

		Transaction

		1+1 Months

		5+1 Months



		2

		C2S_TRANSFERS

		Transaction

		1+1 Months

		5+1 Months



		3

		C2S_TRANSFER_ITEMS

		Transaction

		1+1 Months

		5+1 Months



		4

		CHANNEL_TRANSFERS

		Transaction

		1+1 Months

		5+1 Months



		5

		CHANNEL_TRANSFERS_ITEMS

		Transaction

		1+1 Months

		5+1 Months 



		6

		INTERFACE_TRANSACTIONS

		Transaction

		1+1 Months

		5+1 Months



		7

		SUBSCRIBER_TRANSFER

		Transaction

		1+1 Months

		5+1 Months



		8

		TRANSFER_ITEMS

		Transaction

		1+1 Months

		5+1 Months



		9

		USER_DAILY_BALANCES

		Transaction

		1+1 Months

		5+1 Months



		10

		DAILY_C2S_TRANS_DETAILS                                                                                                                                                                  

		MIS

		1+1 Months

		11+1 Months



		11

		DAILY_CHNL_TRANS_DETAILS                                                                                                                                                                 

		MIS

		1+1 Months

		11+1 Months



		12

		DAILY_CHNL_TRANS_MAIN                                                                                                                                                                    

		MIS

		1+1 Months

		11+1 Months



		13

		HOURLY_TRANSACTION_SUMAPRY                                                                                                                                                               

		MIS

		1+1 Months

		11+1 Months



		14

		MONTHLY_C2S_TRANS_DETAILS

		MIS

		1+1 Months

		11+1 Months



		15

		MONTHLY_CHNL_TRANS_DETAILS                                                                                                                                                             

		MIS

		1+1 Months

		11+1 Months



		16

		MONTHLY_CHNL_TRANS_MAIN                                                                                                                                                                

		MIS

		1+1 Months

		11+1 Months



		17

		P2P_SUBSCRIBER_SUMARRY                                                                                                                                                               

		MIS

		1+1 Months

		11+1 Months



		18

		MSISDN_USAGE_SUMAPRY

		MIS

		1+1 Months

		11+1 Months



		19

		USER_BALANCES_HISTORY

		Transaction

		1+1 Months

		5+1 Months



		20

		VOMS_VOUCHERS

		MIS

		1+1 Months

		11+1 Months



		21

		VOMS_VOUCHER_AUDIT

		MIS

		1+1 Months

		11+1 Months



		22

		USER_THRESHOLD_COUNTER

		MIS

		1+1 Months

		11+1 Months







[bookmark: _Toc177984474]

Dropping of Partitions 

Dropping of partition is a weekly activity. This activity should be performed during the off-time business Hours (11:45 PM – 5:30 AM), and it does not require system down time.

Weekly Activity

Logon to PreTUPS database server as user “oracle”



Run the following command

$ sqlplus pretups_live/********



Replace ******* with the password of user “pretups_live” 





Dropping of Monthly Partitions: 

Expected Execution Time : 4 Hours (approx)

This activity should be performed once in every month, preferably in first fortnight.



Logon to PreTUPS database server as user “oracle”

Run the following command

$ sqlplus pretups_live/********



Replace ******* with the password of user “pretups_live”







<<Check object status>>

· SQL> COL OBJECT_NAME FORMAT A30 

· SQL> COL OBJECT_TYPE FORMAT A30

· SQL> Select Object_Name, Object_Type from user_objects Where STATUS='INVALID';

  

		If any object is invalid then run the following command to recompile that object.

set pagesize 0

set lin 200

spool   recompile.sql

select 'alter procedure '||object_name||' compile;' from user_objects where Object_Type='PROCEDURE' and  STATUS='INVALID';

spool off

@ recompile.sql

SQL>spool recompile.sql

SQL>select 'alter package   '||object_name||' compile;' from user_objects where Object_Type='PACKAGE' and  STATUS='INVALID';

SQL>spool off	

SQL>@ recompile.sql

SQL>spool recompile.sql

SQL> select 'alter TRIGGER   '||object_name||' compile;' from user_objects where Object_Type='TRIGGER' and  STATUS='INVALID'

SQL>spool off

no rows selected

ed Output:> 







  

  Above command returns 1 invalid objects.

   Please ignore this one invalid object. If any other objects return by SQL, compile the invalid objects   manually or by TOAD.
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          ROBI Bangladesh





Data Replication Policy (Primary to DR)



The data will be replicated from Production 2 node RAC to single node DR using Oracle ADG technology. 











Data Replication Policy (DR to Reporting)

The data will be replicated from DR to Reporting database using Oracle Golden Gate.





 

      





Rman disk base backup  .

Backup

Note: The values mentioned in the documents are samples only and might be different at the time of implementation as per requirement.
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Configure Standby Database Using RMAN


The below steps are for configuring the Oracle Physical Standby Database.


· Perform the following activity on Standby Server



1. Install Oracle Enterprise with Partition option, 64bit on Standby Database Server



2. Create the file system similar to Primary database server



· Perform the following activity on Primary Database Server



3. Create password file on Primary Database, if it is not available



Run the following command on production database server 



$ orapwd file=orapwprtp password=password entries=25



It will generate the file $ORACLE_HOME/dbs/orapwprtp 



4. Copy file $ORACLE_HOME/dbs/orapwprtp to standby database server



5. Preparing Primary Database for Standby Database creation 



a. Ensure the primary database in ARCHIVELOG mode using following command. 



            SQL> archive log list



            Database log mode              Archive Mode



            Automatic archival             Enabled



            Archive destination            +ARCHIVEDATA


            Oldest online log sequence     12826



            Next log sequence to archive   12833



            Current log sequence           12833


b. Enable database in FORCE LOGGING mode


Run the following SQL command as sys user  



SQL> alter database force logging;



Database altered.


Note: If the database already in force logging below error will occur



SQL> alter database force logging;






            alter database force logging



*



ERROR at line 1:



ORA-12920: database is already in force logging mode



c. Create redo log groups 



Below commands will add standby redo log groups 


SQL> ALTER DATABASE ADD STANDBY LOGFILE THREAD 1 GROUP 5 ('+ORADATA','+ORADATA') size 2G;



SQL > ALTER DATABASE ADD STANDBY LOGFILE THREAD 1 GROUP 6 ('+ORADATA','+ORADATA') size 2G;



SQL > ALTER DATABASE ADD STANDBY LOGFILE THREAD 2 GROUP 7 ('+ORADATA','+ORADATA') size 2G;



SQL > ALTER DATABASE ADD STANDBY LOGFILE THREAD 2 GROUP 8 ('+ORADATA','+ORADATA') size 2G; 





Steps for RMAN backup DR configuration


1. Perform the following activity on Primary Database Server



2. Take RMAN backup



bash-3.00$ rman




         RMAN> connect target /




         connected to target database: PRTP (DBID=<number>)




           RMAN> run



{



allocate channel c1 type disk;



allocate channel c2 type disk;



allocate channel c3 type disk;



backup database format ' /backup_trans2/backup/%U';



backup archivelog all format '/backup_trans2/backup/%U';



backup current controlfile for standby format ' /backup_trans2/backup/%U';



release channel c1;



release channel c2;



release channel c3;



}


3. Create pfile from the server parameter file of the primary database; this pfile will be copied to standby database server. 



SQL> CREATE PFILE=/oracle/initprtp.ora  from spfile;



bash-3.00$ cp /oracle/initprtp.ora /backup_trans2/backup/


4. Transfer files to Standby DB



bash-3.00$ scp * 192.168.1.24:/backup_trans2/backup/


Note: Target locations of database files will same.





2. Perform the following activity on Primary Database Server



SQL > alter system set fal_client='prtp' scope=both;



SQL > alter system set fal_server='stndby' scope=both;



SQL > alter system set log_archive_dest_state_2='ENABLE' scope=both;



SQL > alter system set standby_file_management='AUTO' scope=both;



SQL > alter system set log_archive_dest_2='service=stndby LGWR ASYNC' scope=both;


3. Perform the following activity on Standby Database Server



1. Go to the below location


bash-3.00$ cd /backup_trans2/backup/


bash-3.00$ cp initprtp.ora /oracle/ora10g/dbs


2. Start the database in nomount stage



SQL > startup nomount


3. Restore the control file using below command.



Rman > restore standby controlfile from '<control file path>



4. Mount he database and then Restore and recover the database using below command



SQL > alter database mount standby database;


Rman > catalog start with '/backup_trans2/backup/';



Rman > restore database;



Rman > recover database;



5. After recovering completed run the following commands to configure ADG


SQL > alter database recover managed standby database using current logfile disconnect;



SQL > alter database recover managed standby database cancel;



SQL > alter database open read only;


SQL > alter database recover managed standby database using current logfile disconnect;
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1. Introduction



Purpose



              The Purpose of this document is to define the steps required to setup GoldenGate for Real-time Replication from ADG standby database. Source will be ADG standby database and the target would be another instance on the same host on which standby db is residing.


Scope



The Scope of this document extends to the versions of the pretups for Robi.


Abbreviations, Acronyms & Definitions  



			GGSCI


			Golden  Gate software command  interface





			


			





			


			





			


			





			


			





			


			





			


			





			


			





			


			








Intended Audience



All the Database developers, DBA’s ,Data Base architects, Managers and technical architects involved in the customization of Pretups Robi installation.



2. Contents



This section describes the purpose of archiving, the strategies and tools utilized in archiving and retention policy.



2.1 Overview of GoldenGate.


         Oracle GoldenGate enables the exchange and manipulation of data at the transaction level among multiple, heterogeneous platforms across the enterprise. Its modular architecture gives you the flexibility to extract and replicate selected data records, transactional changes, and changes to DDL (data definition language2) across a variety of topologies. With this flexibility, and the filtering, transformation, and custom processing features of Oracle GoldenGate, you can support numerous business requirements:



● Business continuance and high availability.



● Initial load and database migration.



● Data integration.



● Decision support and data warehousing.


The various topologies supported by GoldenGate is depicted in the below diagram



[image: image1.emf]


2.2 GoldenGate Components


Oracle GoldenGate is composed of the following components:



1. Extract – The Extract process runs on the source system and is the extraction (capture) mechanism of Oracle GoldenGate. You can configure Extract in one of the following ways:



·  Initial loads: For initial data loads, Extract extracts (captures) a current, static set of data directly from their source objects.



·  Change synchronization: To keep source data synchronized with another set of data, Extract captures DML and DDL operations after the initial synchronization has taken place.



2.  Data Pump- A data pump is a secondary Extract group within the source Oracle GoldenGate configuration. If a data pump is not used, Extract must send the captured data operations to a remote trail on the target. In a typical configuration with a data pump, however, the primary Extract group writes to a trail on the source system. The data pump reads this trail and sends the data operations over the network to a remote trail on the target. The data pump adds storage flexibility and also serves to isolate the primary Extract process from TCP/IP activity.



3. Replicat – The Replicat process runs on the target system, reads the trail on that system, and then reconstructs the DML or DDL operations and applies them to the target database.



4. Trails - To support the continuous extraction and replication of database changes, Oracle GoldenGate stores records of the captured changes temporarily on disk in a series of files called a trail. A trail can exist on the source system, an intermediary system, the target system, or any combination of those systems, depending on how you configure Oracle GoldenGate. On the local system it is known as an extract trail (or local trail). On a remote system it is known as a remote trail.



5. Checkpoints- Checkpoints store the current read and write positions of a process to disk for recovery purposes. Checkpoints ensure that data changes that are marked for synchronization actually are captured by Extract and applied to the target by Replicat, and they prevent redundant processing. They provide fault tolerance by preventing the loss of data should the system, the network, or an Oracle GoldenGate process need to be restarted.



6. Manager - Manager is the control process of Oracle GoldenGate. Manager must be running on each system in the Oracle GoldenGate configuration before Extract or Replicat can be started, and Manager must remain running while those processes are running so that resource management functions are performed. Manager performs the following functions:



·  Start Oracle GoldenGate processes



·  Start dynamic processes



·  Maintain port numbers for processes



·  Perform trail management



·  Create event, error, and threshold reports


7. Collector - Collector is a process that runs in the background on the target system when continuous, online change synchronization is active. Collector does the following:



· Upon a connection request from a remote Extract to Manger, scan and bind to an available port and then send the port number to Manager for assignment to the requesting Extract process.


· Receive extracted database changes that are sent by Extract and write them to a trail file. Manager starts Collector automatically when a network connection is required, so Oracle GoldenGate users do not interact with it. Collector can receive information from only one Extract process, so there is one Collector for each Extract that you use. Collector terminates when the associated Extract process terminates.


The interaction between all the above components is depicted in the below diagram



[image: image2.emf]


2.3 GoldenGate Installation



    GoldenGate needs to be installed on all the source and the target databases which are a part of the replication ecosystem. In our case we will be setting up replication between a single source and target database.



Below are the steps which needs to be taken to install the GoldenGate



1. Download the Oracle GoldenGate V11.2.1.0.1 depending on the oracle version and operating system from the below link



http://www.oracle.com/technetwork/middleware/goldengate/downloads/index.html


2. After downloading the correct software login to the source/target database as root user and create a directory where you want to install the GoldenGate. For example in our scenario we created a directory oragg under mount point /pdisk1 on source database server by executing the below command



                   mkdir oragg



3. Change the owner of the newly created directory to the user who is oracle software installation user as below



chown  -R oracle:oinstall /pdisk1/oragg



4. Ftp the zip file to the newly created directory from the location of original download.



5. Change the user to the oracle software installation owner user



su - oracle



6. Unzip the .zip file by using the below command



unzip ogg112101_fbo_ggs_Linux_x64_ora11g_64bit.zip


7. A .tar file will be seen in the installation directory. Untar the file by issuing the below command



              tar  –xvf   fbo_ggs_Linux_x64_ora11g_64bit.tar 



8. Make sure that the oracle_sid is pointing to the instance which needs to be replicated in case multiple instances are present on the database server.



9. Include the goldengate installation directory to the path variable and ld_library_path variable in the .bash_profile of oracle software installation owner user.



export PATH=$PATH:$HOME/bin:$ORACLE_HOME/bin:/oracle_home/oragg


             export LD_LIBRARY_PATH=$ORACLE_HOME/lib:/lib:/usr/lib:/usr/lib64:



10. From the oracle GoldenGate installation directory run the below command



               GGSCI



11. After running the above command ggsci> prompt should appear. Run the below command from the ggsci prompt



                   CREATE SUBDIRS



  After issuing the above command few directories like dirchk,dirtmp etc. should appear under the goldengate installation directory.



12.  Exit from the ggsci prompt by issuing below command



                   EXIT



Run the same steps as mentioned above on both the source and the target database. 



2.4 GoldenGate Users creation in Databases



      We need to create GoldenGate users in source and target database for various processes like extract, replicat etc. We will create one single user in source and target database.



Below steps need to be taken to create the user in source database



1. Login to the source database as user having sysdba rights.



2. Create the user ogg on source database by executing the below command. Since the standby database is read only hence these commands need to be run on the primary database. However only the standby database user ogg will be utilized by goldengate actually. 



CREATE USER OGG



  IDENTIFIED BY <password>


  DEFAULT TABLESPACE USERS


  TEMPORARY TABLESPACE TEMP


3. Assign the following rights to user ogg by executing the below commands



GRANT CREATE SESSION TO OGG;


GRANT ALTER SESSION TO OGG;


GRANT ALTER SYSTEM TO OGG;


GRANT CONNECT,RESOURCE TO OGG;



GRANT SELECT ANY DICTIONARY TO OGG;


GRANT FLASHBACK ANY TABLE TO OGG;


GRANT SELECT ANY TABLE TO OGG;


GRANT SELECT ON DBA_CLUSTERS TO OGG;



GRANT EXECUTE ON SYS.DBMS_FLASHBACK TO OGG;


4. Create the same user ogg on the target database by executing the below command.



CREATE USER OGG



  IDENTIFIED BY <password>


  DEFAULT TABLESPACE USERS


  TEMPORARY TABLESPACE TEMP


5. Assign the required privileges to the target ogg user by executing the below commands



GRANT CREATE SESSION TO OGG;


GRANT ALTER SESSION TO OGG;


GRANT CONNECT,RESOURCE TO OGG;



GRANT SELECT ANY DICTIONARY TO OGG;


GRANT SELECT ANY TABLE TO OGG;


GRANT INSERT ANY TABLE TO OGG;



GRANT UPDATE ANY TABLE TO OGG;



GRANT DELETE ANY TABLE TO OGG;



GRANT CREATE TABLE TO OGG;



GRANT LOCK ANY TABLE TO OGG;



Also we need to provide all the privileges to ogg so that any ddl activitiy done at the source database can be executed on target database as well. So if a new table is created on the source database in business schema then the user ogg of target database should have the create table privilege on business schema at target database as well


Since we might miss some privileges to provide hence for simplicity we can provide the DBA role to the OGG user. This needs to be relooked at in terms of fortifying the security.



GRANT dba TO OGG;



2.5 Database Supplemental Logging



Oracle GoldenGate relies on the redo logs to capture the data and metadata that it



needs to replicate source transactions. We need to make changes in the source database so that the required information to uniquely identify a row in the target database gets captured in the redo logs.



Follow the below steps to make the logging changes in source database



1. Login as sysdba to the source database



2. Issue the below command from the sqlplus prompt.



ALTER DATABASE FORCE LOGGING;


3. Again run the below command



alter database add supplemental log data (all) columns;



4. Log out of sqlplus.



2.6 Configuring GoldenGate Parameters


Once all the earlier mentioned configurations are done we need to configure various GoldenGate processes on the source and target database so that the replication environment can be set up and data flow can be started.



1. On the source database Go to the GoldenGate Installation directory and run the GGSCI command to get to the ggsci> prompt.



2. Configure manager properties. Run the below command at GGSCI prompt



EDIT PARAMS MGR



3. It opens up a file. Please put the below parameters in the file



PORT 7809



DYNAMICPORTLIST 7810-7820, 7830



AUTOSTART ER a*



LAGINFOSECONDS 15



LAGCRITICALMINUTES 2



LAGREPORTMINUTES 15



AUTORESTART ER t*, RETRIES 4, WAITMINUTES 4



STARTUPVALIDATIONDELAY 5



PURGEOLDEXTRACTS /oracle_home/oragg/dirdat/lt*, USECHECKPOINTS, MINKEEPHOURS 2



In the above command the trail_loc needs to be changed according to your installation. This is the location where the trail files will be generated along with the file name format which is a two letter word. Generally Its value is dirdat subdirectory created under the GoldenGate installation directory . We have given the two letter name for the trails file as lt(local trail) so in our scenario the TRAIL_LOC=  /pdisk1/oragg/dirdat/lt*.



4. On the source database add the change extract using the add extract command as below from GGSCI> prompt



  ADD EXTRACT adgext, TRANLOG, extseqno <archive log sequence no>



We have given the extract process name as mobcext. It cannot exceed eight characters. The above extract will use the classic capture process and it will start extracting the changes from source as soon as it is started.



5. Then add the extract local trail by using the below command from ggsci prompt



  ADD EXTTRAIL /oracle_home/oragg/dirdat/lt, EXTRACT adgext



The trail should be same as included in the mgr params file. The above local extract trail is associated with the extract process mobcext.



6. After that the parameter file for extract mobcext needs to be created as below



EDIT PARAMS adgext



7. A new file gets created. Please put the below parameters in this file. Save and close the file.



EXTRACT adgext



setenv (ORACLE_HOME="/oracle_home/app/oracle/product/11.2.0/dbhome_1")



setenv (ORACLE_SID="robigg_stand")



USERID ogg,PASSWORD ogg



TRANLOGOPTIONS ARCHIVEDLOGONLY



TRANLOGOPTIONS ALTARCHIVELOGDEST /archive/robigg



EXTTRAIL /oracle_home/oragg/dirdat/lt



SEQUENCE pretups_robi.*;



TABLE pretups_robi.*;



Here userid is the user ogg which we created in the source database for being used by all the golden gate processes.



8. On the source add a new extract for the data pump as below from the ggsci prompt



  ADD EXTRACT adgpump, EXTTRAILSOURCE  /oracle_home/oragg/dirdat/lt, BEGIN now



9. On the source use the add RMTTRAIL command to specify a remote trail which will be created on the target system which will be written by datapump process mobcpump. 



ADD RMTTRAIL /backup/ggtrail/rt, EXTRACT adgpump



The remote trail will be created under mount point data1. /DATA1/ORAGG is the GoldenGate installation directory. The two lettered word rt is used for the remote trail name. Oracle GoldenGate will append the sequence numbers after rt automatically. The extract parameter in the above command links datapump mobcpump to the remote trail.



10. Create a parameter file for the data pump extract mobcpump at ggsci prompt as below



EDIT PARAMS adgpump



11. A New file opens up. Put the below parameters in the file and save and close it.



EXTRACT adgpump



setenv (ORACLE_SID="robigg_stand")



USERID ogg, PASSWORD ogg



RMTHOST 172.16.10.214, MGRPORT 7809



RMTTRAIL /backup/ggtrail/rt



SEQUENCE pretups_robi.*;



TABLE pretups_robi.*;



In the above file userid ogg is the user created on the source database for the GoldenGate processes. In the rmthost the ip address of the target database is provided as well as the port of the target database manager process.



12. We need to create the checkpoint in the target dataase . so log out of ggsci prompt and the change the oracle_sid to the tagte database sid which in our case is mmoney



As below from linux prompt



export ORACLE_SID=mmoney



13. We have already configured the manager process for the target database in step 2 and 3 as both the instances (source/taget) are on the same physical host of standby database. Now we will create a checkpoint table in the target database. Go to the GoldenGate Installation directory in the target database which in this case is the standby database and execute the command GGSCI at OS prompt to go to GGSCI> prompt. After that run all the commands from ggsci> prompt. First login to the database with userid ogg as  below



   DBLOGIN  USERID ogg, PASSWORD ogg



14. The run the below command



ADD CHECKPOINTTABLE ogg. adgckpnt



15. Add a replicate process in the target database as below from ggsci prompt



ADD REPLICAT adgrep , EXTTRAIL /backup/ggtrail/rt, BEGIN now,CHECKPOINTTABLE ogg.adgckpnt



It adds a replicat process adgrep which reads the data from the trail file at //backup/ggtrail location and the file name starts with rt. Also the checkpoint table associated with this replicat is the table adgckpt in the ogg schema.



16. Create a parameter file for the replicat process as below



 EDIT PARAMS adgrep



A new file is created. Put the below parameters and save and close the file



REPLICAT adgrep



SETENV (ORACLE_SID="mmoney")



USERID ogg, PASSWORD ogg



DBOPTIONS SUPPRESSTRIGGERS



ASSUMETARGETDEFS



DISCARDFILE /oracle_home/oragg/adgdisc



MAP pretups_robi.*, TARGET pretups_robi.*;



MAP pretups_robi.*, TARGET pretups_robi.*;



The above parameters are for replicat mobcrep. The userid ogg is the user created in the target database for GoldenGate Processes. The triggers are suppressed so that in the target database no triggers are fired as a result of any dml or ddl operations. As if the triggers are enabled in the source database subsequent to any DML or DDL operation then those statements will be treated as separate statements and will be propagated to the target database by GoldenGate. If the triggers are not suppressed then there will be duplication of activity at the target database.



ASSUMETARGETDEFS are used to signify that the metadata of the db objects in the source and the target database is identical. In case of any errors the statements will be written to a discard file as mentioned.



The source pretups schema is mapped to target pretups schema and the same holds true for Business schema as well.



17. Now start mgr by running the below command from ggsci prompt



GGSCI> START MGR



18. The above command should already start all the other processes. To make sure that all the processes are started run the below command from GGSCI prompt



INFO ALL



It should give the output as shown below



GGSCI (LAB-PERF-05) 2> info all



Program     Status      Group       Lag at Chkpt  Time Since Chkpt



MANAGER     RUNNING



EXTRACT     RUNNING     ADGEXT      00:00:00      00:00:01



EXTRACT     RUNNING     ADGPUMP     00:00:00      00:00:06



REPLICAT    RUNNING     ADGREP      00:00:00      00:00:01



In the above output all the processes are in running state. If anyone of them is in stopped state then start those processes manually by running command 



“START <ggprocess_name>” where ggprocess_name is the name of the goldengate process like ADGEXT,ADGPUMP ect. In the above example.



19. Whenever the replicat process encounters any error during execution it creates a discard file which has all the details of the error at the location mentioned in the parameter file. For example for adgrep process the discard files name adgdisc will be created at the location /oracle_home/oragg as mentioned by the parameter



DISCARDFILE /oracle_home/oragg/adgdisc



This file needs to be removed from the above location before restarting the replicat after fixing the error. If the file is not removed then the replicat will abort again saying “discard file already exists”.



2.7 Monitoring GoldenGate Parameters


We can run the below command to monitor the Goldengate processes



			Command


			What it shows





			INFO {EXTRACT | REPLICAT} <group> [DETAIL]


			Run status, checkpoints, approximate lag, and



environmental information





			INFO MANAGER


			Run status and port number





			INFO ALL


			INFO output for all Oracle GoldenGate processes



on the system





			STATS {EXTRACT | REPLICAT} <group>


			Statistics for operations processed





			STATUS {EXTRACT | REPLICAT} <group>


			Run status (starting, running, stopped, abended)





			STATUS MANAGER


			Run status





			LAG {EXTRACT | REPLICAT} <group>


			Latency between last record processed and



timestamp in the data source





			INFO {EXTTRAIL | RMTTRAIL} <path name>


			Name of associated process, position of last data



processed, maximum file size





			SEND MANAGER


			Run status, information about child processes,



port information, trail purge settings





			SEND {EXTRACT | REPLICAT} 


			Depending on the process, returns information



about memory pool, lag, TCP statistics, longrunning



transactions, process status, recovery



progress, and more.





			VIEW REPORT <group>


			Contents of the process report





			VIEW GGSEVT


			Contents of the Oracle GoldenGate error log





			<command> ER <wildcard>


			Information dependent on the <command> type:



INFO



LAG



SEND



STATS



STATUS



<wildcard> is a wildcard specification for the



process groups to be affected, for example:



INFO ER ext*



STATS ER *








NOTE: This is sample documents and parameter and values might be changed as per requirement at the time of implementation
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        Backup policy  

  Backup    procedure for                                   Backup Procedure of Database at Primary, DR and Reporting site   



1:Rman disk base DB backup   .

2:Archive log retention policy.

3:Full export database backup  .

4.Tape backup .

 





Rman disk base backup  .

Give the following command to execute  database backup process which will store the backup dump  to the backup destination under  /backup/rman/.

 

Example with syntax :



/backup/scripts/rman_backup.sh

The above script has been configured on cronjob which is being scheduled on daily basis at 2:45 A.M .

 The size of daily rman disk based backup  approx 500 GB. 

The retention of  rman disk based backup is  2+1 days at Production and DR sites. The retention of rman disk based backup is 1+1 day at Reporting site.















Retention policy of databa                       Archive logs retention  





The database is running on archive mode which is generating approx. 100 GB archive logs per day  into the defined disk on ASM storage. RMAN backup also include archive logs into its backup pieces.



The retention of Archive logs on ASM storage is  7+1 days at Primary, DR and Reporting sites.







  Database export  Backup

Give the following command to execute  full database backup exp process which will store the backup dump  to the backup destination under  /backup/daily_export.



Example with syntax :

 /backup/scripts/full_db_export.sh

 The above script has been configured on cronjob which is being scheduled on daily basis at 1:00 A.M .

 The size of daily full export  backup  approx 175 GB. 

The retention of  full export  disk base backup  will be 1+1 days at Primary, DR and Reporting sites.











Tape   Backup

If tape is already attached to the db server then all the export and rman backup will be transferred into tape on daily basis through cronjob script .

L1 and Support team need to check all the backup jobs on db server on daily basis .



 



































































Note: The values mentioned in the document are samples only and might be different with exact values
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ANNEX 1: DISK PARTITIONS- RPT SITE

O/S Partition: Web servers (Active- Passive)

No of Servers : 2

No. Of Physical Disks: 4 X 300GB Disk


No. Of Logical Disks 0=Raid 1+0 : 4*300GB=568 GB Approx.


RAM=32 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  32

		Logical Disk 0



		/tmp

		  50                              

		Logical Disk 0



		/home

		 50

		Logical Disk 0



		/pretupshome

		 100                  

		Logical Disk 0



		/var

		 32                            

		Logical Disk 0



		/pretupsvar

		 254 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





O/S Partition: Reporting Database (Active- Passive) 


No of Servers : 2


No. Of Physical Disks: 8 X 600GB Disk


No. Of Logical Disks 0=Raid 1+0 : 8*600GB=2.1 TB Approx.


RAM=128 GB per server


		Table 1: O/S Partition



		On Local System (disk0, disk1, disk2, disk3, disk4, disk5, disk6, disk7 )



		RAID Level –1+0, one  Logical disk 

Logical disk 0 => 568 GB (approx)



		Mount Point

		Space (GB)

		Logical Disk



		Disk 0



		/         

		50                             

		Logical Disk 0



		/boot

		512 MB

		Logical Disk 0



		Swap

		  64

		Logical Disk 0



		/tmp

		  50                              

		Logical Disk 0



		/home

		 100

		Logical Disk 0



		/oracle

		 100                  

		Logical Disk 0



		/var

		  64                            

		Logical Disk 0



		/backup1

		 1672 (Remaining Space of Logical Disk0)                               

		Logical Disk 0





Storage Partition: Reporting Site


		Table 8: Storage partition



		Disk geometry:

		  Raid: 1+0



		No Of Servers

		  1 



		Partition Type

		  Ext4



		No Of Physical Disk

		  90 X 600GB SAS



		SAS HDD

		  600 GB * 4 HDD                                                                       (VAULT DISK)



		SAS HDD (Total usable HDD)

		  80 X 600 GB HDD = 21 TB (Approx) + 6 HS                         



		SAS HDD

		  58 X 600 GB HDD = 15 TB (Approx)                                        (logical  Disk0)



		SAS HDD

		  22 X 600 GB HDD = 6 TB (Approx)                                       (logical Disk1)



		Mount Point

		Space (GB)

		Remarks



		VAULT Disk 

		

		Vault Disk 



		/oradata1

		2.5 TB

		  Logical disk 0



		/oradata2

		2.5 TB

		  Logical disk 0



		/oradata3

		2.5 TB

		  Logical disk 0



		/oradata4

		2.5 TB

		  Logical disk 0



		/oradata5

		2.5 TB

		  Logical disk 0



		/archive

		2.5 TB

		  Logical disk 0



		/backup

		6 TB

		  Logical disk 1
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Note : Ensure that Network Manager is not running on the system, as NM does not support bonding :


service NetworkManager stop


chkconfig NetworkManager off


  1.  Create a new file as root named bonding.conf in the /etc/modprobe.d/ directory.  Insert the following line in this new file:


alias bond0 bonding


  2.   Create the channel bonding interface file  ifcfg-bond0 in the /etc/sysconfig/network-scripts/ directory:


# cat /etc/sysconfig/network-scripts/ifcfg-bond0


DEVICE=bond0


IPADDR=192.168.50.111


NETMASK=255.255.255.0


USERCTL=no


BOOTPROTO=none


ONBOOT=yes


BONDING_OPTS="mode=1 primary=eth0 miimon=100"


3.   Configure the ethernet interface in the file /etc/sysconfig/network-scripts/ifcfg-eth0.  Both eth0 and eth1 should look like the following example:


DEVICE=eth<N>


BOOTPROTO=none


HWADDR=54:52:00:26:90:fc


ONBOOT=yes


MASTER=bond0


SLAVE=yes


USERCTL=no


.   Restart the network service:


# service network restart


Note: It may be necessary to disable NetworkManager if you find that bonding is not working properly. To do this, you would run the following:


# service NetworkManager Stop
# chkconfig NetworkManager off
# service Network restart


  5.   In order to check the bonding status, check the following file:


# cat /proc/net/bonding/bond0


6.
Modify the /etc/hosts


[root@mcadb1 cluster]# cat /etc/hosts


# Do not remove the following line, or various programs


# that require network functionality will fail.


127.0.0.1       localhost


# ::1

localhost ( hash this line


10.x.xx.xxx     xxxappsmsr01

10.x.xx.xxx     xxxappsmsr02

And reboot the both servers.


_1449581763/PRETUPS-MIB.MIB
PRETUPS-MIB DEFINITIONS ::= BEGIN

IMPORTS

    MODULE-IDENTITY, NOTIFICATION-TYPE,

    Integer32, Unsigned32,

    TimeTicks, Counter32, Counter64,

    IpAddress, Opaque, mib-2,enterprises       FROM SNMPv2-SMI

    TimeStamp, DateAndTime,

    StorageType, RowStatus,

    TAddress, TDomain              FROM SNMPv2-TC

    SnmpAdminString, SnmpEngineID  FROM SNMP-FRAMEWORK-MIB

    MODULE-COMPLIANCE, OBJECT-GROUP     FROM SNMPv2-CONF;

btsl  MODULE-IDENTITY

              LAST-UPDATED "200406120718Z"

              ORGANIZATION "Bharti Telesoft International Pvt. Limited "

              CONTACT-INFO "F-89/6 Okhla Phase 1

                             New Delhi-20"

              DESCRIPTION "PRETUPS"

      ::={enterprises 19338}

PRETUPS  OBJECT IDENTIFIER ::={btsl 9}

-- traps data

PRETUPSNOTIFICATION  OBJECT IDENTIFIER ::={PRETUPS 2}

-- traps data

PRETUPSNOTIFICATION1  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION 0}

-- traps data

database        OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 1}

-- traps data

databasedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Database Connection IS DOWN."

          ::={database 0}

-- traps data

databaseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Database Connection IS UP."

          ::={database 1}

-- traps data

systemerrorerror        OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 2}

-- traps data

systemerrorerrordown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Error."

          ::={systemerrorerror 0}

-- traps data

systemerrorerrorup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Error."

          ::={systemerrorerror 1}

-- traps data



systeminfo      OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 3}

-- traps data

systeminfodown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Information."

          ::={systeminfo 0}

-- traps data

systeminfoup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "System Information."

          ::={systeminfo 1}

-- traps data

interfaceinvaliedresponse       OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 4}

-- traps data

interfaceinvaliedresponsedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Invalid Response."

          ::={interfaceinvaliedresponse 0}

-- traps data

interfaceinvaliedresponseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Invalid Response"

          ::={interfaceinvaliedresponse 1}

-- traps data





retry  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 5}

-- traps data

retrydown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Retry Attempt Failed"

          ::={retry 0}

-- traps data

retryup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Retry Attempt Failed"

          ::={retry 1}

-- traps data





interface  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 6}

-- traps data



interfacedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Request Failed"

          ::={interface 0}

-- traps data

interfaceup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Request Failed"

          ::={interface 1}

-- traps data



interfaceresponse  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 7}

-- traps data



interfaceresponsedown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Response Exception"

          ::={interfaceresponse 0}

-- traps data

interfaceresponseup    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Interface Response Exception"

          ::={interfaceresponse 1}

-- traps data



adminopt  OBJECT IDENTIFIER ::={PRETUPSNOTIFICATION1 8}

-- traps data



adminoptdown    NOTIFICATION-TYPE

       STATUS  current

       DESCRIPTION  "Network Status Change"

          ::={adminopt 0}

-- traps data

adminoptup    NOTIFICATION-TYPE

       STATUS  current

  DESCRIPTION  "Network Status Change"

          ::={adminopt 1}

-- traps data





END




